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Crypto Asset Rotation Requirements

What is changing and when
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Learn how to add PGP Keys to your Fieldglass instance

04

New Enforcement of Strong Encryption Standards

Learn and prepare your business for stronger security standards
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Key Rotation

June

Starting June 1st, enforcement of key
expiration dates will occur

If keys are not updated by the time they
expire, integration using these keys will
stop functioning after 15 days

Administrators will be notified when their
keys are about to expire to help maintain
business continuity

Newly autogenerated keys will conform
to SAP Fieldglass security standards

o If also using Auto Rotate function, you will
need to add the new public key to your
internal systems to prevent service
interruption


https://brand.sap.com/infographics#data-points

Which Assets will Auto Rotate?

Asset Type

Auto
Generate?

Auto
Rotate?

Expiration

Symmetric Key (DEK)

Pretty Good Privacy
(PGP) Key

Secure Shell (SSH) Key

Public Key
Infrastructure (PKI)

Yes

Yes

Yes

Yes (AES-256
wrapped in 2048
bit RSA)

Yes

No*

Yes

Yes

6 months —
enforcement occurring
on or after June 1st
2026

6 months —
enforcement occurring
on or after June 1st
2026

6 months —
enforcement occurring
in or after July 2026

6 months —
enforcement occurring
on or after September

1st 2026

FG Generated Key — Auto rotation occurs at
expiration

Customer Key — Key will expire and will need
to be manually rotated

*FG Generated Keys and Customer Keys will
need to be manually rotated

FG Generated Key — Auto rotation occurs at
expiration

Customer Key — Key will expire and will need
to be manually rotated
FG Generated Key — Auto rotation occurs at
expiration

Customer Key — Key will expire and will need
to be manually rotated



Messaging Configuration

* Administrators, Configuration
Managers, and Crypto Asset
Managers will be able to
configure messaging in the
Admin Menu for the following
notifications

Enable Message Disable Message 0 ltems Selscted ° ASSGt Expiry Ale rt
Module Action Sendt.. Done By ° Asset Expired
* Asset Rotation Alert

Messaging List

Encryption Keys and Certificat... v All v Al v Al
* Asset Rotation
Encryption Keys and Certificates Asset Rotation Yos Buyer
.
S V- * Anew recipient type, Crypto

Encryption Keys and Certificates Assat Rotation Alert Yas Buyer Asset M- a n ag.e r, Wi ll b e a.va i la .ble
S — ’ for configuration in Configuration
Data as of 04:41 PM Refrash Download List Data M a n a ge r




Messaging Configuration — Crypto Asset Manager

¢?  Email Notifications List

Edit Email Notification Details

PGP
Details
L Ad
User Type Buyer
key.manager@yourcompany.com .
Recipient Type Buyer
Module Encryption Keys and Certificates
Action Asset Expired
Send this Message? Yes

The field is not Pll protected. Do not use a personal email ad Selected Recipients for Message

list email address.

Multiple addresses must be separated with a commat,). User Send Notification?
Notification Timing Administrat Yes
90 days before asset expires Configuration Manager Yes

Yes

e Assets cannot be created

until a Crypto Asset Manager
email is defined for that key

type

After configuring the
messages In the Admin Menu,
Users with Configuration
Manager access can then set
the Crypto Asset Manager in
the Encryption Keys and
Certificates by clicking the
Manage Email Notifications
button

The email entered in the
Config Manager > Manage
Email Notifications setting
will receive the new
notifications for the crypto
assets



Key Expiration -
NOtificationS Upcoming Encryption Key/Certificate Expiration

Configuration Managers,
and Crypto Asset Managers
will be notified by Fieldglass
for expiring keys and keys
that expired

Dear Reader,
You're receiving this notification because you've been identified as a recipient for alerts regarding encryption key expirations.
The following encryption key is set to expire on April 10, 2026
Asset ID; AMTE SSHKEY ASSET B
* Notifications will occur every | veson:
90, 60, 30,15 days and daily | =
for the last seven days prior To prevent plenta sevie dsruptons or dta access issues, @ Confguraton Manager mst renew orreplace t belore the

For

to the eXplratlon date j-:._' :.h-:-'l=lzr_'m-l-:::_'i ig-mzf”:if(j'nfrf-l-'l-?’.I-HI-}?II-“_I?-I::f.j-:-\'?-::«E.?.v::.hizl.]'(j 1.(H H“ d1065edb922/ecebebicald3dfbBaSeef7 0fcd44349¢ htm

Thank you,

* Abanneris also displayed SAP Fieldglass
when logging into Fieldglass
notifying users of upcoming
expiring keys

(ANTE. insite-agentld-0. ga? us fieldglassiest cloud sap, 20202 225T0080258112713)


https://brand.sap.com/infographics#data-points

Auto Rotation -
Notifications

e Administrators,
Configuration Managers,
and Crypto Asset
Managers will be notified
in advance before a key is
auto rotated to ensure
business continuity

* Aconfirmation message
Is also sent when the auto
rotation is completed

Upcoming SSH Key Auto-Rotation on April 02, 2026 — Action Required

E | 5 Reply | % ReplyAll | —> Forward | | K@ | | ==
Tse 2/3/2026 10:03 AM

3 .
\T::l [ there are problems wath how onemesiage = displayed, click here 1o view it in a web browser,

Dear Reader,

You're receiving this notification because you've been identified as a recipient for alerts regarding SSH key rotation
The following SSH key is set to be automatically rotated on April 02, 2026:

Asset ID: ANTE_SSHKEY _ASSET_B

Varsion: 2

Type: S5H

What this means far you

* A new SSH key will be generated in SAP Fieldglass during the rotation process.

« Your Configuration Manager must update all SAP Fieldglass endpoints and any customer-managed SFTP servers that currently
use the existing key to the newly generated key after rotation

Please ensure these updates are completed promptly fo avoid any disruption in connectivity or automation workflows,

For information about creating, rotating, and revoking assets, see

hitps://help.sap.comidocs/SAP Fieldglass/b363ctbilabddd3dbelcaed1065adbi?2iecebabical d3dib8abeall Meddd4 34896, him

Thank you,
SAP Fieldglass



https://brand.sap.com/infographics#data-points

Demo — How to Add New Keys in SAP

Fieldglass




There's no data

Recently Viewed

Encryption Keys and Certificates

Configuration Tools Category  All v
Allowed IP Addresses API Application Keys API Monitor App Activity Subscriptions
‘ Actions ' Integration Tools ' Analytics ' Publish/Subscribe Framework A

BTP Business Rules Payload Business Rules Business Rules Payload Configuration Company Configuration




Hi, Fieldglass!
Welcome to the Self-Service Dashboard.

Connector Catalog New v

|ntegl’ati0n ACtiVity Time Frame  Last 24 Hours v

There's no data

Recently Viewed

Encryption Keys and Certificates

S oanficiiratinn Tanle [y All




New Enforcement of Strong Encryption
Standards




New Requirements for Key Strength

* Beginning on December 31st, 2026
weak keys meeting the following
conditions will no longer be
supported

Dece m be r o CAST 128-bit encryption

o An RSA key size below 2048-bit

* Customer-generated weak keys that
meet these conditions will continue
to be supported until December
31st, 2026, through manual
generation only


https://brand.sap.com/infographics#data-points

* Verify your internal systems and
Integrations can support these
stronger encryption standards
before SAP Fieldglass enforces key
expiration starting on June 1st

o If your systems and integrations

N EXt Ste pS currently do not support the stronger
encryption standard, you can
continue to use your own weak keys
until December 31st, 2026

* Be prepared to stop using CAST
128-bit encryption and or RSA keys
with sizes below 2048-bit by
December 2026


https://brand.sap.com/infographics#data-points

Timeline

June 1st-DEK
and PGP
Expiration
Enforced

July 1st- SSH
Expiration
Enforced

September 1st -
PKI Expiration
Enforced

December 31st
Weak Ciphers
Depreciated



Andrew Neave
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