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Introduction to Connectivity to External Systems

> SAP Business Network for Logistics enables collaboration between shippers and carriers.

> Supports key logistics processes:
e Freight Subcontracting
e Order confirmation
e Shipment tracking
e Invoicing and dispute management
e Dock appointment scheduling

> Provides web Ul access for carriers to perform defined business processes.

> Offers public REST APIs to integrate logistics documents directly into carrier systems.



Pre-requisite to set up API integration with SAP Business Network for Logistics

To set up API integration with SAP Business Network for Logistics, you must meet the following requirements:

>

>

Carrier tenant is available in the test and productive environments.
Onboarding must be completed by both the shipper and the carrier.

In case your API server uses IP filtering, you need to add the IP ranges to the allow to enable SAP Business
Network for Logistics integration tenants to connect to your API server.

You have developed an API service in your backend server/transportation management system that can
receive messages from SAP Business Network for Logistics in the published API format.

Please make sure the API server is accessible on the internet.

Carriers have to set up the API connection once and shippers can use the same APl connection for
communication.



The following diagram outlines the APl communication between the involved parties:
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SAP Business Network Freight Collaboration provides APIs for the following B2B processes

{ Shipper ] [ Carrier/ Network Partner ]
4 5
Provider API to create Freight Request for Quotation > 5 Consumer API for Freight Tendering
Provider API to cancel Freight Request for Quotation > 4———————— Provider API for Carrier Freight Tendering
Consumer API to create or update Freight Quotation « > Quotation Notification
Provider API to notify Freight Quotation >

~—————————3 Consumer AP for Freight Subcontracting
Provider API to create Freight Order for Subcontracting

<4— Provider AP for Freight Subcontracting
Provider API to cancel Freight Order for Subcontracting

- Consumer AP for Freight Booking
Consumer API to confirm Freight Order for Subcontracting

<«——  Provider API for Freight Booking R

v

Provider API for Dock Appointment Scheduling

-m Provider API for Dock Appointment cancellation > BNust\'Icesks
()] etwor
< Consumer API for Dock Appointment Scheduling “ .
fa) Freight

y

Provider API to manage Gate Operations * Collabo

Consumer API to manage Gate Operations ‘ ration

A

Provider API to create or update Track process » Consumer API for Order for tracking

Consumer API to notify Events

IDOC interface to create or update track process

Provider API for Order events

[ ) ANSI X12
Provider API to create Freight Order for Settlement > «———— Provider API for Invoicing m
Consumer API to create Invoice

SOAP |Provider API to confirm Freight Order Dispute Charges >

A

E!:’ SAP Business Network — Order / Booking Collaboration

SOAP |Consumer API to update Freight Order with Dispute charges <

OS2
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Configuration Steps on Carrier Tenant

Step 1: Configure Outbound Connections

» On the Manage Network tab of your SAP Fiori launchpad, select the System Connections app

h’.l ',' Home v @ ® «ca
Manage Network Settings Freight Order Management Dock Appointment Scheduling Freight Execution Freight Settle ,
' N
Manage Business Manage Notification User Management Manage Locations System Connections
Profile Settings

8 B 19

k. J
Discover Business Invite Business Manage Invitations
Partners Partners
o

& R R0

A
New
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» Choose Manage Details in the upper right corner.

< ...E i ‘? System Connecti

ons v Test

Dutbound Connections

Operation

Message Format Communication Det

entication Details Status
No data available

< D-E‘ ?' Manage Details v Test
Manage Details

Commi

» Under the Communication Details tab, choose Add and select the HTTPS option from the dropdown menu

[t
unication Details Authentication Details

=]}
Q
ta

Items (0)

Name

[ fimes ] |
No data
AUTHENTICATION DETAILS

)
SFTP
Email
Items (0) Add v
Name Type Valid Until Subject DN Issuer DN
No data
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> Enter the following data in the New Communication Details window

New Communication Details

Name:*

API_Name 5

Base URL:*
https://hostname/path

m Cancel

» Authenticating Outbound Requests from Network

Public

< R Manage Details v Test
Manage Details

ion Details Authentication Details

AUTHENTICATION DETAILS

Items (0)

Name Type Valid Until Subject DN

Issuer DN
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» Go back to the entry page of the System Connections app and create outbound connections for all API
services that you provide.

< >~,~ ',' System Connections v Test M [5)) ® ga

Outbound Connections

Service Operation Message Format Communication Details Authentication Details Status

> For a list of available services, see Assigning Authentication Details and a Base URL to a Service.
> Enter the following data for the new service.

Create Service
Service Name: *
Resource Tracking Parcel v

Operation Name: *

Put order for tracking v

Message Format: *

API
Communication Details: *
ParcelTracking v

Authentication Details:

OAuth-Carr-Client

Activate the Operation

v

Cancel
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» You need to maintain an “Authentication Detail” only if your integration design assumes a network-to-
network authentication, this is, if you have a single authentication for all the shippers in SAP Business
Network for Logistics.

CAD4 .
' SAP System Connections v [0 M @

outbou nd con nections Manage Alternate 1Ds Configure Inbound Connections Manage Details

Services (7) Create Test Service v

Service Operation Message Format Communication Details Authentication Details Status

Freight Tendering All Post freight request for quotation AP| Tendering_API OAuth-Carr-Client Active (i ] V 4 X

Resource Tracking Parcel Put order for tracking AP| ParcelTracking OAuth-Carr-Client (i ] V4 X

Resource Tracking Parcel Delete order for tracking AP| ParcelTracking OAuth-Carr-Client Active O V4 X
Post freight request for quotation

Freight Tendering All ¢ AP| Tendering_API OAuth-Carr-Client Active (i ] V 4 X
cancellation

Freight Tendering All Post freight quotation notification AP| Tendering_API OAuth-Carr-Client Active (i ] V4 X
Post freight order for subcontracting

Freight Subcontracting All AP| Subcontracting_API OAuth-Carr-Client Active (i ] V4 X
cancellation
Post freight order for subcontracting

Freight Subcontracting All ’ API Subcontracting_API OAuth-Carr-Client (i ] V4 X
notification

Public



Step 2: Test Outbound Connectivity

> After configuration, you should directly perform a connection test to your API server.

Public

QOutbound Connections

Services (11)
Service
Freight Tendering All
Freight Subcontracting All
Shipment Tracking All
Resource Tracking Parcel

Resource Tracking Parcel

Operation

*Posx freight request for quotation
Post freight order for subcontracting
Put order for tracking
Put order for tracking

Delete order for tracking

Message Format
API

APl

Communication Details
Tendering_AP1
Subcontracting_API
ShipmenTrack_API
ParcelTracking

ParcelTracking

Manage Alternate IDs

Authentication Details
OAuth-Carr-Client
OAuth-Carr-Client
OAuth-Carr-Client
OAuth-Carr-Client

OAuth-Carr-Client

Configure Inbound Connections  Manage Details

Status

Active

Active

Active

Active

Active

Create

1, [Fosrserves <]

With Default Payload

With Custom Payload

ar 7 x

#

X X X
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» The system generates a test freight order and attempts to send a call to your API server.

The below window is shown with the test freight order ID:

© Information

Test document created for FreightTenderingAll with ID: API_TEST_OUe4sgjVO0j
Please check Manage Integration Logs App to view the test result
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Step 3: Configure Inbound Connections

» Onthe Manage Network tab of your SAP Fiori launchpad, select the System Connections app.

Freight Order Management

Freight Execution

Public
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» Proceed as follows:
1. Choose Connection Settings in the upper-right corner.
2. Turn on the Enable Inbound Connections toggle.
3. Select the Integration Platform as Multi-Cloud.

Lonnecuon >etmngs

Outbound

A All the IP addresses in this list must be allowlisted for
outbound connections to work. Make sure that you
have added them to your allowlist, and enable
outbound connections.

Integration Platform#*

Multi-Cloud v

Inbound C

-
Enable Inbound Connections

(Integration Platform#*

ot Cloud v

Multi-Cloud

\

Neo (Deprecated)
\

m Cancel
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» New Multi-Cloud integration platform, you can generate OAuth credentials for inbound authentication

>

Public

from the app itself

Proceed as follows:

1. Select the list of Provider APIs that you want to connect to in SAP
Business Network for Logistics.

2. Choose Save.

3. Generate or view the credentials by choosing Show Service
Credentials.

Connection Settings

Outbound

A All the IP addresses in this list must be allowlisted for
outbound connections to work. Make sure that you
have added them to your allowlist, and enable
outbound connections.

Integration Platform*

Multi-Cloud v

Inbound C

Enable Inbound Connections
Integration Platform*

Multi-Cloud v
Provider APIs*

Freight Booking For Confirmation X 5 more v

[{9\ Hide Service Credemials]

Service Credentials

Client ID
®

Client Secret
®

@ Copy Authentication URL

@ Copy Host URL
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CreatePartner Connection (Shipper Tenant)

» On the Manage Network tab of your SAP Fiori launchpad, select the Configure Partner Connections

M @ Es
Dock Appointment Scheduling Freight Tracking Freight Execution Freight i [o]
inage Business Manage Notification Manage Locations Discover Business Invite Business Manage Invitations
Settings Partners Partns

B Q )

B

Settings

Define User Settings General Settings Configure Survey Assign Codes
Delivery Settings

Dock Appointment Scheduling

Manage Entities Manage Dock Manage Gate
Appointments Operations

Ea £115 65 15«

nt Week

Freight Tracking

Track Freight
Movement t

Public



> Go to the entry page of the Configure Partner Connections app and create Create New Partner Connection
for all API services that carrier provided:

< p.z- 7 Configure Partner Connections v [} @ ES

Standard® -

=]

ess Partner Net rk Partr
%, | a

Business Partner o Business Partner o Network Partner LEN B P Network Partner -
Type Val B 55 P D Network Partner Servi Credential Credential Stal C d O Changed On
No d: lable. Try adjusting the filter setting:
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> In the Configure Partner Connections app, choose Create.

Provide the following information:

» Business Partner ID Type = LBN ID

» Business Partner ID Value = Unique identifier representing the business partner.

> Service = Freight Subcontracting All =« s comecins

= Ml @® ES
Freight Ocean Booking All  stndare - ;
) N N . Create New Partner Connection
M * Business Partner Network Partner: Status
Shipment Tracking All a . 5w o @ romrns
. e R General Information
Partner Connections ~ Create
Business Partner ID Type:*
> Save & ACtivate R I LeN o - h I
Business Partner (LBN ID). *
I Carriero1 nlac Manual Acceptance (10010001551) v I
Network Partner (LBN 1D):
| ‘ [[“F:e-\gr\l Subcontracting All v ] I
‘ Business Partner Credential.

Custom Headers

JJJJJJJJJJ
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» Configure Partner Connections

< w Configure Partner Connections v

Standard” -
Business Partner: Network Partner: Status:
10010001551 X Q (=] Y a Active v
AR
Partner Connections (3)
Business Partner ID Business Partner ID " Network Partner LBN . Business Partner Network Partner —
T Value Business Partner D Network Partner Service Credential Credential Status Created On =
LBN ID 1001C Carrier01 FBC Manual - - Freight Subcontracting - - Active Nov 11, 2025,
Acceptance All 12:03:27PM
LBN ID 10010t Carrier01 FBC Manual 1001000 Partner FBC Manual Shipment Road - - Active Nov 10, 2025,
Acceptance Acceptance Tracking LTL 7:03:50PM
LBN ID 100100 Carrier01 FBC Manual - - Freight Ocean Booking - - Active Sep 8, 2022,
Acceptance All 11:28:58AM

M @ Es

Manage Credential Details

Adapt Filters (2)

Enter

Create b}

Changed On

Nov 11, 2025, >

12:03:27PM
Nov 10, 2025, >

7:03:50PM
Sep 8, 2022, >

11:28:58AM
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Your perspective matters

Q &A
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SAP Help / KBA articles

https://help.sap.com/docs/business-network-freight-collaboration

How to Integrate with SAP Business Network Freight Collaboration (Carrier APIs)

SAP Business Accelerator Hub

3441287 - Error; External communication is not configured by the shipper for
ShipmentTrackingAll

Public
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https://help.sap.com/doc/how-to-integrate-with-sap-business-network-freight-collaboration-carrier-apis/LBN/en-US/SAP_LBN_API_HowToGuide.pdf
https://help.sap.com/doc/how-to-integrate-with-sap-business-network-freight-collaboration-carrier-apis/LBN/en-US/SAP_LBN_API_HowToGuide.pdf
https://help.sap.com/docs/link-disclaimer?site=https%3A%2F%2Fapi.sap.com%2Fpackage%2FLbnFreightCollaborationTenderingSubcontracting%3Fsection%3DOverview
https://me.sap.com/notes/0003441287
https://me.sap.com/notes/0003441287
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