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As part of its commitment to safeguarding sensitive information, maintaining regulatory compliance, and ensuring trusted
third-party relationships, elm has developed these Data Protection Terms & Conditions ("T&C") to govern how Contractors

and Suppliers handle elm’s data throughout the course of their engagement.

These Terms and Conditions (T&C) form an integral component of any contractual relationship with elm. They are mandatory
for all parties that process, store, access, or manage elm's related data, systems, or environments, whether directly or through
subcontracted entities. They define the minimum legal, technical, and procedural obligations that Contractors/Suppliers must

meet to protect the confidentiality, integrity, and availability of elm data assets.

Adherence to these Terms and Conditions (T&C) is not only a contractual obligation but also an essential element in ensuring
the continuity, security, and success of the services provided to and from elm. Failure to comply may result in contractual

remedies, termination of the contractual relationship, or exposure to regulatory sanctions and penalties.
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(General Terms and Conditions)

1. In the event of any conflict or discrepancy in interpretation
between the Arabic and English texts of this T&C, the Arabic text
shall prevail and be relied upon for the interpretation and

implementation of the provisions of the T&C.

(Terms and Conditions)

1. Subject to the provisions of the agreement hereinafter referred
to as the ("Agreement”) to which these terms and conditions are
annexed, the Contractor/Supplier/Subscribed Party
acknowledges that all data processed, generated, accessed, or
stored in relation to the execution of the Agreement must be
considered the property of elm’s. This includes all intellectual
property rights in the data generated for elm’s. which must be
granted to the elm company irrevocably, unconditionally, and
immediately upon its creation.

The Contractor/Supplier/Subscribed Party is obligated to
classify such data in accordance with the classification standards

of elm prior to any hosting or storage activity.

2. The Contractor/Supplier/Subscribed Party must ensure full
protection of all systems and data under their management and
responsibility against cybersecurity threats, attacks, data breaches,
unauthorized access, or any other malicious activities, in relation to

the scope of the Agreement.

3. The Contractor/Supplier/Subscribed Party must implement
appropriate security and cybersecurity controls and precautions
to protect data during its transmission and storage, including
encryption technologies and mechanisms that ensure data

confidentiality and integrity.

4. The Contractor/Supplier/Subscribed Party is permitted to
access and use elm's data only to the extent strictly necessary to
fulfill  their
Contractor/Supplier/Subscribed Party guarantees that only its

obligations under this Agreement. The
authorized personnel must have access to elm's data, and such
access must be granted on a strictly need to know’ basis.

In any circumstance where elm’s data comes into the possession
of the Contractor/Supplier/Subscriber, they must ensure both
logical and physical segregation of elm’s data from any of its

internal environments.
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5. The Contractor/Supplier/Subscribed Party undertakes the
following:

a) To comply with all cybersecurity policies and requirements of
elm, in accordance with elm’s instructions and the applicable laws
and regulations in the Kingdom of Saudi Arabia, with respect to
the scope of this agreement and the processing of elm’s data
(including any applicable laws or regulations related to the
protection of personal data of individuals, whether citizens or
residents).

b) Adhere to any reasonable measures or procedures
communicated to the Contractor/Supplier/Subscribed Party by

elm concerning the protection of its data, at any time.

6. The Contractor/Supplier/Subscribed Party, along with all its
authorized personnel, affiliates, and subcontractors approved by
elm, must not disclose or share elm’s data with any third party
without obtaining prior written consent from elm.

In the event such consent is granted,  the
Contractor/Supplier/Subscribed Party must ensure that the third
party is contractually obligated to delete or return the data upon
termination of the contractual relationship, and is subject to the
cybersecurity, confidentiality, and data protection controls as
stipulated in this agreement.

Exceptions to this are cases where disclosure is required by the
applicable laws and regulations in the Kingdom of Saudi Arabia,
provided that elm is notified within one (1) day from the date of

disclosure.

7. The Contractor/Supplier/Subscribed Party undertakes to
immediately notify elm in the event of any suspicions or
indications of vulnerabilities, breaches, incidents, or threats that
may affect the protection of data, systems, or the environment
related to this agreement.

The Contractor/Supplier/Subscribed Party must also provide the
corrective measures and actions taken to mitigate such issues,
through the communication channels listed below, along with a
description of the root cause, nature of the incident, and the
response plan. elm reserves the right to take any additional
actions it deems appropriate in the event of a suspected or
reported incident:

®  Email address: soc@elm.sa

®  Contact Number: 0012887444 Ext. 333

8. The Contractor/Supplier/Subscribed Party shall, at the expense

of elm, grant elm the right to conduct audits to ensure the
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Contractor's/Supplier's/Subscriber's  compliance ~ with its
contractual obligations and with the applicable laws and

regulations pertaining to data protection and cybersecurity.

9. In the event that the Contractor/Supplier/Subscribed Party

manages  identities  or  systems of em, the
Contractor/Supplier/Subscribed Party must be obligated to
adopting and implementing internal policies and controls to
manage user access permissions to these identities or systems,
prevent unauthorized disclosure or modification, and protect the
reputation of elm's brand.

These measures must include, but not be limited to, employee
training and adopt approved secure mechanisms for detection

and monitoring.

10. The Contractor/Supplier/Subscribed Party, along with all its
authorized Personnel, shall, upon termination of the contract with
elm or upon expiration of the agreement, or cessation of the
purpose for retention or storage, whichever occurs first, and
within a period not exceeding thirty (30) days, destroy, or delete,
or return the data to elm, along with all related documents in a
usable format.

In the event of destruction or deletion at the request of elm, the
Contractor/Supplier/Subscribed Party must provide elm with
written confirmation that such destruction or deletion has
occurred, along with evidence thereof, while adhering to the best
standards for secure deletion and verification.

If the Contractor/Supplier/Subscribed Party needs to extend the
period, this must be done through an official request stating the
justification, submitted at least ten (10) days prior to the

expiration of the aforementioned period.

1. If any of elm’s data is damaged, lost, corrupted, or rendered
unusable due to the actions, negligence, or breach of obligations
of the Contractor/Supplier/Subscribed Party under this
agreement, including but not limited to:

a) Failure or inability of the Contractor/Supplier/Subscribed Party
to provide data migration services according to the agreed scope
of work.

b) Non-compliance or failure to adhere to Clause (5) above by the
Contractor/Supplier/Subscriber.

c) Any other breach by the Contractor/Supplier/Subscribed Party;
The Contractor/Supplier/Subscribed Party shall, without

prejudice to any other rights or compensation due to elm, and at
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its own cost and expense, carry out any necessary repairs to fix

or replace the damaged, lost, or corrupted data of elm.

12. If elm’s data is damaged, lost, or corrupted due to reasons
attributable to elm, the Contractor/Supplier/Subscribed Party
must upon receiving a written request from elm and to the
extent reasonably feasible undertake corrective remedial actions
that are reasonably necessary to restore elm’s data, as reasonably
requested by elm.

Such requested actions must be carried out at elm’s cost and
expense, with the costs and expenses calculated according to
prevailing material prices at the time of the request to perform

these repairs.

13. elm reserves the right to amend or update these terms and
conditions to reflect any changes in applicable laws, regulations,
directives issued by any regulatory or governmental authority, or
internal

Elm company’s policies; And the

Contractor/Supplier/Subscribed Party must comply with all

updated requirements within the timeframe specified by elm.
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(Terms and Conditions for Cloud Computing and Hosting Services)

1. In the event that the Contractor/Supplier/Subscribed Party is a
provider of cloud computing services or uses such services to host
and store elm’s data for the purpose of delivering services under
this agreement, the Contractor/Supplier/Subscribed Party must
comply with the following obligations, and elm reserves the right
to terminate the service in case of non-compliance with
contractual requirements:

a) Grant elm the right to classify the data and return it in a usable
format upon the termination of the service.

b) Segregate and isolate elm's data environments from
environments belonging to other entities.

¢) Host and store elm'’s data in data centers located within the
territory of the Kingdom of Saudi Arabia, which are licensed and

accredited by the relevant regulatory authorities;

In the event there is a need to share or store data outside the
Kingdom, the Contractor/Supplier/Subscribed Party must notify

elm in advance and obtain its written approval.
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(Terms and Conditions for Hosting or Processing Sensitive Data or Critical Systems)

1. When providing or performing any services that involve access

to sensitive data or the management of elm's sensitive systems,
the Contractor/Supplier/Subscribed Party must conduct
background checks and security screening of individuals prior to

their assignment.

2. All remote access operations, managed cybersecurity services,
or outsourced services related to elm must be performed
exclusively from within the Kingdom of Saudi Arabia and must be
monitored and operated solely within its territory.
Such operations must be carried out by licensed entities within
the Kingdom that comply with the Cloud Computing Controls
issued by the National Cybersecurity Authority, considering the
classification of elm's data hosted by them; Under no
circumstances wil the service be outsourced outside the
Kingdom.
3. In the event the Contractor/Supplier/Subscribed Party needs to
share or store elm'’s data outside the borders of the Kingdom, due
to the nature of the services provided, the
Contractor/Supplier/Subscribed Party must notify elm in advance
and obtain its written approval before taking any such action.
This request must be formally justified and compliant with the

requirements of the applicable data protection regulations.

4. In the event data sharing with a third party is authorized, the
Contractor/Supplier/Subscribed Party must reclassify the data to
the minimum level necessary to fulfill the purpose of such sharing.
Prior to any data transfer takes place, appropriate data masking or

obfuscation techniques must be applied in accordance with best

practices and national regulatory standards, including those issued
by the National Cybersecurity Authority (NCA) and the Saudi Data
and Artificial Intelligence Authority (SDAIA).
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(Terms and Conditions for Managing Social Media Accounts and Platforms)

1. In the event that the Contractor/Supplier/Subscribed Party
manages social media accounts or platforms, they must be
obligated to comply with elm's cybersecurity requirements and
policies, as well as the applicable laws and regulations.
Additionally, the Contractor/Supplier/Subscribed Party must
adopt and implement internal policies and controls to manage
user access permissions to these accounts, prevent unauthorized

postings, and protect elm’s brand reputation. These measures

Jolgill lais of wllus g chiiall/sgall/dleiall glé Jl> (8.1
ol go¥l Sluluwy lilhia 4818 Gubiy pjilid elaizdl
wls clegpiilly dabi¥l phul Ll 48630 ple 4840 s sasinall
slaicl L)l 4863l dysgewll dyyell d4laall L8 loy Jasall dlall
Joog wlboMo 8 phoill bilgog dysls cluluw  iuaisy
dooaw Loy W zpoall e piill gicg wblusl) gronsiuall
oriboall Cupi bl ein Jadig ple dSpi) dyledll dodell
oc Eodlg 8Ly Baima wiehzly dblially sol) Sl slaicly

o)l sgimall of dugal Jlisl cidls

Page 7 of 8
Confidential - Juéo



must include, but not be limited to, employee training and
adopting approved secure mechanisms for detection and

monitoring, and specific procedures for detecting and reporting

cases of identity impersonation or harmful content.
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(Terms and Conditions for Secure API Integration)

. In the event the agreement permits the diyy o byl yidiall/sjgall/s8leiall puir 448658 wuls Jls 8.1

Contractor/Supplier/Subscribed Party to interconnect between ol izt Slizoy dnzly dhwlgy Ciidiall/sigall/s8leiall diyg ple
elm’s environment and the Contractor/Supplier/Subscribed idall/sigall/s8laiall phi N> oo Mg diol dbpyby ygS

Party's environment via an API, such interconnection must be
implemented in a secure manner. This must be ensured by the
Contractor/Subscribed Party’s commitment to implementing the
cybersecurity standards/requirements of elm related to

connection and secure integration.
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