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Introduction to cXML solutions

SAP Ariba applications map data to and from documents using commerce eXtensible Markup Language (cXML).
cXML is an open language defined by public Document Type Definitions (DTDs). These DTDs define cXML so that it
is extremely flexible.

SAP Ariba provides cXML solution guidelines and recommendation to supplement the general description of cXML
provided by the cXML reference guide at http://www.cxml.org.

cXML recommended usage [page 14]
About data mapping [page 14]
Maximum document size [page 15]

About cXML versions [page 15]

cXML recommended usage

SAP Ariba applications use a specific implementation of the cXML language. To interact successfully with SAP
Ariba applications through cXML, you must understand the cXML behavior of those applications.

In particular you need to understand and work with the external cXML behavior of Ariba Network and your
procurement or invoicing solution from SAP Ariba.

About data mapping

cXML is a general-purpose language for conveying commerce-related information. Organizations use it to
communicate business data between diverse applications through Ariba Network using data mapping.

For example, trading partners use cXML for communicating purchase orders. When buying organizations generate
cXML purchase orders, they include data from their Enterprise Resource Planning (ERP) systems and procurement
systems. They route these purchase orders to their suppliers through Ariba Network. Suppliers then extract data
from the purchase orders and use that data within their order-fulfillment systems.

Trading partners’ back-end systems must be able to map data either to or from the cXML documents. The default
configurations of these external systems do not always have the data or formatting necessary for the cXML
protocol. Even if messages are well-formed cXML, the actual data within these elements might have many
variations. This inconsistency affects both buying organizations and suppliers, and can lead to longer integration
times.

Use the Ariba guidelines and recommendations to implement consistent data between trading partners. They
provide best practices for the conversion of back-end-system data to cXML to help prevent variation in the data
transferred between trading partners.

cXML solutions guide
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Maximum document size

The maximum size of cXML purchase orders, ship notices, order confirmations, and invoices is 40 MB or 10,000
lines. All other Ariba Network documents are limited to 4 MB or 1,000 lines.

The maximum size of attachments is configurable per customer. Customers can set the limit for attachments
between 10 MB and 100 MB. The attachment limit applies to the total size of all attachments associated with the
document. During file upload, attachment files are converted to plain ASCII text using base64 encoding, which
increases the file size by approximately 35%. Therefore, the actual file size limit is 65% of the configured maximum
limit. For example, if the maximum allowed limit is set to 10000 KB, then the actual total attachment file size users
can add is 6500 KB. If you attempt to add an attachment that exceeds this limit, Ariba Network displays a warning
and does not allow you to add the attachment.

The Ariba Network limits the size of documents it can display to 1,000 line items. If a purchase order or invoice is
larger than 1,000 lines, you can see only the header of the document when you open it. The line item details cannot
be viewed. To download the complete document, you can open it and download the file in CSV format.

About cXML versions

New versions of cXML are periodically released as the cXML standard is enhanced. cXML-enabled applications
must be able to detect the cXML version of received documents and process those documents appropriately.

Notification of cXML changes

SAP Ariba notifies you about new cXML releases and changes in cXML behavior through Ariba Network and SAP
Ariba Support. Look in your Ariba Network account for notices of new cXML versions. Also, make sure the
notification email addresses in your Ariba Network account are up-to-date.

Additional references

e cXML Release Notes on http:/www.cxml.org
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cXML data conventions

Use cXML data conventions to ensure data consistency among multiple trading partners. cXML provides data
conventions for numbers, money elements, units of measurement, names, postal addresses, telephone numbers,
data and time, and extrinsic elements.

Number format [page 16]

Money element [page 17]
UnitOfMeasurement element [page 18]
Name formats [page 20]
PostalAddress element [page 20]
TelephoneNumber element [page 22]
Date and Time format [page 24]

Extrinsic elements [page 24]

Number format

The World Wide Web Consortium (W3C) XML Data Proposal defines data types used by cXML.
For more information about the W3C proposal, see (http:/www.w3c.org/TR/1998/NOTE-XML-data-0105) .
W3C provides the following information about numeric data:

“A number, with no limit on digits, may potentially have a leading sign, fractional digits, and optionally an exponent.
Punctuation as in US English.”

Numbers in cXML use “punctuation as in US English.” Other restrictions and options are:

e Do not include symbols such as “$" or “%".

e Useonly a period (.) as the decimal separator.

® You can optionally use commas (,) as thousands separators.
e Scientific notation is not allowed.

Correct examples:

<Discount>23</Discount>
<Discount>4.01</Discount>
<Discount>3001.01</Discount>
<Discount>3,001.01</Discount>

Incorrect examples:

<Discount>1.34%</Discount>
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Should not include the percent symbol (%).

<Discount>1234,00</Discount>

Decimal separator must be a period (.).

<Discount>123.567.890</Discount>

Thousands separators are optional and if used, they must be commas (,).

Money element

The money element describes the data format to use for monetary values. It also provides attributes for specifying

an alternate currency and amount.

Example

<Money currency="USD">1.34</Money>

Specify currency with three-letter ISO 4217 currency codes. For a list of these codes, see Currency Codes [page

406].

Money format

cXML follows the W3C XML recommendation to use “punctuation as in US English.” Do not include currency

symbols, such as “$”

Correct examples:

<Money currency="USD">1234.00</Money>
<Money currency="USD">1,234.00</Money>

Incorrect examples:

<Money currency="USD">$1.34</Money>
Should not include the dollar symbol ($).

<Money currency="US dollar">1.34</Money>
Incorrect ISO currency code.

<Money currency="USD">1234,00</Money>

Decimal separator must be a period (.).
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i Note

Although “XXX" is a valid currency code in ISO 4217, Ariba Network does not support the use of “XXX" as the
currency code.

alternateCurrency and alternateAmount attributes

For cXML documents involving countries that use different currencies, you might need to include alternate
currency and amount information.

cXML provides the alternateCurrency and alternateAmount attributes for this describing alternate currency
information.

Example

<Money currency="USD" alternateCurrency="EUR” alternateAmount="14.28">12.34 </Money>

You might also need to use these attributes to specify a “local” currency in invoices. For more information, see
Mandatory Buyer VAT ID and Supplier VAT ID [page 311].

Ariba Buyer 7.0 and later implements these attributes.

UnitOfMeasurement element

Use United Nations Units of Measure (UNUOM) codes to describe how items are packaged or delivered.

The following table lists frequently used UNUOM codes:

UNUOM Code Meaning

EA each

BX box

DZN dozen

GRO gross

HUR hour

KGM kilogram

LBR pound

M4 monetary units
RO roll
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UNUOM Code Meaning

RL reel
PR pair
PK pack

For more information, see Unit of Measure Codes [page 406].

Ariba Network can translate documents between cXML and Electronic Data Interchange (EDI). cXML and EDI UN
EDIFACT both use the UNUOM standard, so Ariba Network performs no code translation between them. However,
EDI X12 uses the ANSI UOM standard, so Ariba Network must translate UOM codes. Some UOM codes are the
same in both standards, some codes are different, and some codes appear in both standards but mean different
units of measurement.

Itis vital that trading partners use UOM codes that map correctly. Do not use custom UOM codes, because the
translation behavior is unknown and might produce inappropriate codes.

Some commonly encountered UOM mapping problems are:

Buying organizations might want to convey “so much money’s worth of time” in labor requisitions. They should
implement purchase orders to order by hour (HUR) or by units of money (M4). The code M4 means “monetary
units” in both UNUOM and ANSI UOM.

Trading partners might want to use the illegal code DOL or $ to mean “US dollars.” To measure items in units of
money, use code M4.

Many buying organizations use ANSI UOM codes in their internal systems. If they accidentally allow ANSI UOM
codes to appear in cXML documents, and Ariba Network translates those documents to X12 EDI, some codes
might work, but others will produce incorrect data. To prevent confusion, they must use UNUOM codes in
cXML.

For example, the code RL means “reel” in UNUOM and “roll" in ANSI. If a buying organization erroneously
orders using RE for reel, the resulting X12 EDI purchase order happens to use the correct ANSI code for reel.
The supplier might recognize that the item is sold in rolls and reject the purchase order. Or, the supplier might
accept the purchase order and generate an X12 EDI invoice using the incorrect ANSI code RO for roll. Ariba
Network translates RO to D65, which would cause an invoice-to-purchase-order mismatch.

The following table shows the mapping for RL and RO:

UNUOM Code ANSI UOM Code Meaning
RL RE reel

RO RL roll

D65 RO round

Correct examples:

<UnitOfMeasure>EA</UnitOfMeasure>
<UnitOfMeasure>M4</UnitOfMeasure>
<UnitOfMeasure>HUR</UnitOfMeasure>

Incorrect examples:

<UnitOfMeasure>$</UnitOfMeasure>
<UnitOfMeasure>DO</UnitOfMeasure>
<UnitOfMeasure>DOL</UnitOfMeasure>
<UnitOfMeasure>HOUR</UnitOfMeasure>
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Name formats

Procurement system implementations should parse name strings and determine how they are formatted. The code
performing this parse must know whether a name is a personal name, a company name, or something else.

<Name xml:lang="en-US">Workchairs, Inc.</Name>
<Name xml:lang="en-US">Smith, Bob</Name>

Personal name formats should match the national locale specified in the Name element by the xm1 : 1ang attribute.
For English names, use “last, first [middle].”

Prefixes, such as Dr., should appear after the first name. Suffixes should appear after the last name: “last [suffix],
first [prefix].” For example, Dr. Bob Smith Il would be:

<Name xml:lang="en-US">Smith III, Bob Dr.</Name>

PostalAddress element

The cXML specification defines the data requirements for Name, DeliverTo, and Street portions of a
PostalAddress element loosely. It makes a relatively clear distinction between DeliverTo and Street
information. Describe delivery data as an end point known to delivery services such as the Postal Service.

An address can be directed to a specific person, identifying that person in either the Name or first DeliverTo
element of the PostalAddress element. In common usage, an address might appear as:

John Smith

c/0 Acme, Inc.

1565 Charleston Rd., M/S B.1
Mountain View, CA 94043

or

Acme, Inc.

Attn: John Smith

1565 Charleston Rd., M/S B.1
Mountain View, CA 94043

cXML supports both forms. It puts the first line into a Name element, the second into a DeliverTo element and the
third into a Street element. The resulting cXML documents contain addresses with personal names in either the
Name or DeliverTo element.

Many organizations do not include the company name at all. However, they should consistently use one format and
include the company name in all addresses. When mail stop is included it should appear in the second DeliverTo
element.
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Example

<Name xml:lang="en">Acme, Inc</Name>
<PostalAddress name="Headquarters">

<DeliverTo>John Smith</DeliverTo>

<DeliverTo>M/S B.1l</DeliverTo>

<Street>1565 Charleston Rd.</Street>

<City>Mountain View</City>

<State>CA</State>

<PostalCode>94043</PostalCode>

<Country isoCountryCode="US">United States</Country>
</PostalAddress>

Multiple lines in street element

Split street elements where a comma might appear into additional street elements. Ariba Network supports
four street elements per address.

For example, 1565 Charleston Rd., Suite 45 should appear as two Street elements:

<Street>1565 Charleston Rd.</Street>
<Street>Suite 45</Street>

For information about transformations performed on the street element by Ariba Network see cXML
Transformations on Ariba Network [page 401]

Country, State, and PostalCode elements

A PostalAddress element requires that you provide a Country element with an i soCountrCode attribute.
Without the Country element, a PostalAddress elementis incomplete.

The Country value is a human-readable country name.

For the i soCountryCode attribute value, use ISO 3166-1 two letter codes. For more information, see Country
Codes [page 407].

If isoCountryCode="Us", then the state element is required and must be a valid US Postal Service two-letter
state abbreviation; for example, Tx for Texas. PostalCode is also required and it must be a valid five- or nine-digit
US Postal Service zip code. If using nine-digit zip codes, do not include a dash separator.

If isoCountyCode="CA", then the state element is required and must be a valid Canada Post two-letter province
abbreviation; for example, oc for Quebec. PostalCode is required and must be a valid six-character Canada Post
Postal Code. The format must be ASASA9, with no space or separator.

The PostalCode element should never contain a dash (-). It is up to the receiving application to format the postal
code for display. For example, a U.S. purchase order might contain:

<PostalCode>940431234</PostalCode>
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Applications should display it for users as:
94043-1234

Correct example:

<State>FL</State>
<PostalCode>342300001</PostalCode>
<Country isoCountryCode="US">United States</Country>

Incorrect example:

<State>FLA</State>
<PostalCode>34230-0001</PostalCode>
<Country isoCountryCode="USA">United States</Country>

“FLA" is not a valid US Postal Service state code. Postal codes should not contain dashes. “USA” is not a valid ISO
3166-1 country code.

i Note

Do not confuse the Country element with the CountryCode element. Use Country in postal addresses and
CountryCode in telephone numbers.

TelephoneNumber element

Complete telephone numbers consist of three elements: country code, area or city code, and dialed number.

cXML TelephoneNumber elements have the following format:

<TelephoneNumber>
<CountryCode isoCountryCode="US">1</CountryCode>
<AreaOrCityCode>650</AreaOrCityCode>
<Number>9306200</Number>

</TelephoneNumber>

Example of a London phone number:

<TelephoneNumber>
<CountryCode isoCountryCode="UK">44</CountryCode>
<AreaOrCityCode>20</ArealOrCityCode>
<Number>78628500</Number>

</TelephoneNumber>

CountryCode element

The CountryCode element contains an ISO 3166-1 two letter country code and an ITU dialing code.

For ISO 3166-1 Country Codes, see Country Codes [page 407]. For ITU dialing codes, see Dialing Codes [page 410].
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i Note

The ITU dialing code is not an ISO 3166-1 numeric country code (the United States has the value “840" in that
system.)

Correct examples:

<CountryCode isoCountryCode="US">1</CountryCode>
<CountryCode isoCountryCode="CA">1</CountryCode>
<CountryCode isoCountryCode="FR">33</CountryCode>
<CountryCode isoCountryCode="MC">377</CountryCode>

i Note

A single ISO Country Code can address multiple countries.

Incorrect examples:

<CountryCode isoCountryCode="US">US</CountryCode>

Contains no ITU dialing code.

<CountryCode isoCountryCode="US">011</CountryCode>

Contains “011", which is the escape code for international dialing from the United States, instead of the ITU dialing
code.

i Note

Do not confuse the Country element with the CountryCode element. Use Country in postal addresses and
CountryCode in telephone numbers.

AreaOrCityCode and Number elements

Area and city codes have different lengths depending upon the locality. Dialing “escape” codes and country codes
sometimes also appear in the Number element.

Donotadd “1" inthe AreaOrCityCode element.
Do not use punctuation suchas “ (800) 555-5555" in the Number element.

Correct example:

<AreaOrCityCode>800</AreaOrCityCode>
<Number>5555555</Number>

Incorrect examples:

<AreaOrCityCode>1800</AreaOrCityCode>
<Number>5555555</Number>
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Contains a “1" before the area code.

<AreaOrCityCode>800</AreaOrCityCode>
<Number>555-5555</Number>

Telephone number should not contain punctuation.

Date and Time format

Use ISO 8601 format for date and time values. The format is YYYY-MM-DDThh :mm: ss-hh :mm.
For example:

<OrderRequestHeader orderID="3333" orderDate="2001-12-20T09:25:57+01:00" type="new">

The “+01:00" component means one hour ahead of UTC (Coordinated Universal Time). Do not convert the time
component to UTC time; leave it as local time.

Incorrect examples:

19990817T2335352
2000-3-18T11:33:32

Both examples lack the required timezone information.

timestamp attribute

The Ariba Network treats the cxML@t imestamp attribute differently for different types of documents.

e Documents posted by Buyers (for example, Orders): The Ariba Network does not validate the t imestamp value
for documents posted by buyers. The timestamp can be any string, including a null string.

e Documents posted by Suppliers (for example, Invoices): The Ariba Network requires a valid t imestamp value
in ISO 8601 format for all documents posted by suppliers. By default, the Ariba Network uses the system date
and time zone of the host (Pacific Standard Time) for the timestamp value. If the selected date is not the
current date, the timestamp will be set to noon of that day.

Extrinsic elements

Extrinsic elements define additional information that falls outside more standard commerce interactions, but which
may be valuable to some organizations for their transactions. Ariba supports some extrinsics by default.

Ariba Buyer 6.1 and 7.0 include a different set of extrinsics. By default, Ariba Buyer 6.1, includes the extrinsics
"User" and "CostCenter". By default, Ariba Buyer 7.0 includes the extrinsics "UniqueName", "UserEmail",
and "CostCenter". Any additional extrinsics would have to be agreed upon between the buying organization and
the supplier.
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i Note

For older Ariba Buyer installations, it is recommended that buying organizations change "User" to
"UniqueName" and notify their suppliers.

For a list of transformations performed on extrinsics by Ariba Network, see cXML Transformations on Ariba
Network [page 401]
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Document addressing and security

cXML documents travel between geographically disparate applications through corporate intranets and the public
Internet. To keep business data confidential and to protect against unauthorized access, cXML-enabled
applications support secure communication.

Overview of document security [page 26]

HTTPS connections [page 27]

cXML document authentication [page 29]

Digital certificates [page 32]

About cXML credentials [page 35]

Required credentials [page 40]

End points integration with Ariba Network adapters [page 48]
Quick enablement [page 50]

Overview of document security

Secure communication is made possible through two mechanisms: document encryption and document
authentication.

Document encryption

Applications encrypt cXML documents before transmission by sending them through HTTPS connections.

HTTPS is a secure form of HTTP (HyperText Transfer Protocol) that is supported by most Web servers and Web
browsers. It protects network communication by encrypting data so that unauthorized parties are unable to
interpret it.

For more information about HTTP, see HTTPS Connections [page 27].

cXML document authentication

Applications authenticate received cXML documents to check their validity. Authentication ensures that each
document is from a recognized organization.

Because cXML-enabled applications communicate through the Internet, they must perform authentication on all
received cXML documents to prevent unauthorized access.
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For more information about document authentication, see cXML Document Authentication [page 29].

HTTPS connections

Ariba Network is a service available on the public Internet. All cXML documents it receives or sends travel on the
Internet. To ensure secure document transmission through the Internet, Ariba Network requires all incoming and
outgoing connections to be established through HTTPS.

HTTPS connections allow web servers and clients to encrypt cXML documents for safe transmission over the
Internet.

Ariba Network does not initiate or accept plain HTTP connection requests. Therefore buying organizations, cXML-
enabled suppliers, and service providers must support HTTPS.

HTTPS relies on encryption provided by a cryptographic protocol called Transport Layer Security (TLS). TLS adds
cryptological enhancements to TCP/IP (Transmission Control Protocol/Internet Protocol), the communications
protocol of the Internet.

e To receive cXML documents from Ariba Network, external Web servers (including the Ariba Buyer 8.1 or later
Punchin site) must accept HTTPS connection requests and create HTTPS connections. You must install an TLS
Web server certificate from a trusted certificate authority on your Web server. For more information about
these certificates, see Overview of Digital Certificates [page 32].

e To send cXML documents to Ariba Network, all cXML-enabled applications must be able to initiate HTTPS
connection requests.

All URLs entered in Ariba Network accounts must have values that begin with https://.

Ariba Network members must perform specific tasks to support HTTPS communications.

Related Information

HTTPS For Buying Organizations [page 27]
HTTPS For Suppliers and Service Providers [page 28]

HTTPS for buying organizations

You must configure Ariba Buyer and SAP Ariba Sourcing to send documents to Ariba Network URLs prefaced with
HTTPS.

Ariba Buyer and SAP Ariba Sourcing can successfully initiate HTTPS connections with Ariba Network because they
come with a preinstalled CA certificate that enables them to recognize the issuer of Ariba Network's TLS certificate.

For complete information on setting up HTTPS communication between SAP Ariba applications, see the Ariba
Spend Management Integration Guide.
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If you use the collaborative invoicing Punchin site, it must be enabled to accept HTTPS communication from Ariba
Network. Also, you must ensure all URLs entered in your Ariba Network account specify HTTPS in web addresses.

How to check URLs in Ariba Network accounts
(Collaborative Invoicing Punchln sites)

If you use a Collaborative Invoicing Punchln site, check that your URLs use HTTPS.

Procedure

1. Loginto your Ariba Network account.

2. Inthe Configuration area of your account, ensure the cXML ProfileRequest URL uses "https://".

Results

Ariba Network caches your cXML profile. You can clear this cache by clicking the Reset Profile button in your
account. For more information, see Using the Profile Transaction [page 63].

HTTPS for suppliers and service providers

Enable HTTPS on Web servers connected to your cXML applications, and ensure all URLs entered in your Ariba
Network account specify https:// addresses.

How to enable HTTPS on Web servers

Web servers used by your cXML applications must support HTTPS.

Procedure

1. Ensure that your Web server is capable of supporting Transport Layer Security (TLSv1.1 or TLSv1.2).

2. Ensure that your Web server is configured for DNS (Domain Name Service).

3. Purchase and install an SSL Web server certificate. For more information, see Obtaining a Digital Certificate
[page 34].

Follow your Web server's instructions for installing the certificate.
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4. Ensure you send proper HTTPS headers in responses.

5. (Optional) Configure your Web server to disallow non-secure cXML HTTP requests.

How to check URLs in your Ariba Network account

Set up your ProfileRequestURL, PunchOutSetupRequest, and OrderRequest URLs to support HTTPS.

Procedure

1. Log onto your Ariba Network account.

2. Inthe Configuration area of your account, ensure all cXML URLs use “https://". You can configure the following
cXML URLs in your account:

o ProfileRequest URL
o PunchOutSetupRequest URL
o OrderRequest URL
3. If you support the cXML Profile transaction, ensure your ProfileResponse returns https URLs.

Ariba Network caches your cXML profile; you can clear this cache by clicking the Reset Profile button in your
account. For more information, see Using the Profile Transaction [page 63].

4. If you support the cXML PunchOut or ProviderSetup transactions, it is strongly recommended that you return
https URLs in your PunchOutSetupResponse Or ProviderSetupResponse documents.

cXML document authentication

Ariba Buyer, SAP Ariba Sourcing, Ariba Network, and cXML-enabled sites (such as PunchOut sites) are all
applications that send and receive cXML documents. These applications authenticate all cXML documents they
receive to ensure they are from valid organizations.

Available authentication methods

When you configure your Ariba Network account, you select from two available cXML authentication methods:
shared secret, or digital certificate.

e Shared Secret: (default) You enter a confidential text string into your Ariba Network account and configure
your cXML application with that same string (if the shared secrets do not match, documents cannot be
delivered). Then, those applications insert the shared secret string in cXML documents they generate. Each
application authenticates received cXML documents by comparing the shared secret in them to the one it
knows.
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Shared secret authentication is simple to set up, it is free, and it requires little maintenance. To learn how to
specify your shared secret, see the Ariba Network Account Management Guide (for suppliers) or the Ariba
Network Buyer Administration Guide (for buying organizations).

i Note

SAP Ariba Cloud Integration Gateway does not support shared secret in the cXML payload. If suppliers
send shared secret, SAP Ariba Cloud Integration Gateway will remove this information before sending the
document to Ariba Network.

Digital Certificate: You purchase and maintain a client digital certificate from a trusted certificate authority.
Then, you enter that certificate into your Ariba Network account. Ariba Network and your application refer to
that digital certificate for authentication. The certificate does not appear in the cXML document or attached to
the document; instead, the TLS protocol exchanges it before the document exchange takes place.

Digital certificate authentication requires more setup, certificates cost money, and they expire over time.
However, it might be more compatible with your organization's security strategy.

i Note

Buying organizations that use digital certificate authentication cannot use the Ariba Buyer Collaboration
Punchln site. The Punchlin site supports only shared secret authentication.

Certificate authentication set up

Organizations can set up digital certificates as an alternative to shared secrets for authenticating cXML
documents. To set up digital certificate authentication, obtain a signed client certificate, install it in your Ariba
Network account, and change the URLs to which you post documents.

How to install your certificate on Ariba Network

To set up certificate authentication on Ariba Network you must install a digitally signed certificate.

Procedure

o woN e

30

Obtain a signed digital certificate from a Certificate Authority trusted by SAP Ariba.
Log in to your Ariba Network account. You must have account administrator privileges.
Go to the Configuration area of your account and click cXML Setup.

Set Authentication Method to “Certificate”

On your computer, open the signed certificate keystore file from the certificate authority in a text editor, such
as Notepad.

Copy the text, starting with " —---- BEGIN CERTIFICATE----- " and ending with
M END CERTIFICATE----- "
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7. Paste the text into the Certificate text box on Ariba Network.

i Note

You can also use a backup digital certificate. Ariba Network uses the backup certificate if your primary
certificate becomes invalid. Backup certificates are useful when your primary certificate expires or when
you need to perform certificate maintenance

8. Click Save.

Next Steps

Digital certificates expire after a predetermined period of time. It is your responsibility to periodically obtain
updated certificates from your certificate authority and install them on Ariba Network.

Changing your Ariba Network URLs

Configure your cXML-enabled application to use the cXML Profile transaction to obtain the Ariba Network URLs for
posting documents.

Ariba Network has a different set of URLs for shared-secret-authenticated and certificate-authenticated cXML
documents. For example:

Data cen- Authentica-

ter tion method  Legacy Ariba Network URL Integration only Ariba Network URL
us shared secret  https://service.ariba.com/service/transaction/  https://service-2.ariba.com/service/transac-
cxml.asp tion/cxml.asp
certificate https://certservice.ariba.com/service/transac-  https://certservice-2.ariba.com/service/trans-
tion/cxml.asp action/cxml.asp
i Note

SAP Ariba supports using TLS 1.0 until April 5, 2018. Starting April 6, 2018, SAP Ariba recommends that you
use TLS 1.1 or TLS 1.2 and the integration only Ariba Network URLs for cXML traffic. The Legacy Ariba Network
URL is then used as the browser URL for SAP Ariba applications.

The certificate URL works for both certificate- and shared-secret-based authentication.

The Profile transaction is the best way to look up the latest URLs for posting cXML documents.

i Note

Suppliers cannot use self-signed certificates, but can use HTTPS to connect to SAP Ariba Cloud Integration
Gateway for cXML.
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Authenticate Ariba Network’s Certificate

If your cXML application authenticates Ariba Network by verifying Ariba Network's client certificate, verify
certificate fields that do not change, such as Subject Distinguished Name and Issuer Distinguished Name. Do not
verify certificates based on fields that regularly change, such as validity period or serial number.

Digital certificates

Digital certificates are integral to secure cXML communication. They are used both for enabling HTTPS
connections and for authenticating cXML documents.

Related Information

Overview of Digital Certificates [page 32]
About Client and Server Certificates [page 33]
Trusted Certificate Authorities [page 33]
Encryption Strength [page 33]

Domain Name in Server Certificates [page 33]

Obtaining a Digital Certificate [page 34]

Overview of digital certificates

Digital certificates use public key cryptography, which is a form of cryptography that uses two keys called a
matched keypair. The matched keypair consists of a private key, which is known only to the owner of the keypair,
and a public key, which is available to anyone.

The components of the matched keypair are related mathematically so that the encrypted text created using one
component of the keypair can be decrypted by using only the other component of the keypair.

You obtain a signed certificate by sending a certificate signing request signed with your private key and containing
your public key to a trusted certificate authority, which sends back a signed certificate containing your public key
and signed with their private key.

i Note

Digital certificates expire after a predetermined period of time. When they expire, HTTPS connection requests
to your Web servers are rejected, and certificate-based cXML document authentication fails. You are
responsible for renewing your certificates in a timely manner.
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Client and server certificates

Server certificates are used for TLS, which is required for accepting HTTPS connection requests. These certificates
are also called Web server certificates, secure server certificates, and secure server IDs. Client certificates are used
for “certificate-based cXML document authentication.”

For more information about HTTP, see HTTPS Connections [page 27]. For more information about cXML
authentication, see cXML Document Authentication [page 29].

You can use a single certificate as both a server and a client certificate, depending on the information the certificate
authority includes:

e |f X.509v3 or Netscape extended key usage sections are present, the certificate cannot be used for any
purpose not specified by the certificate (for example, server or client).

e |f X.509v3 or Netscape extended key usage section are not present, the certificate can be used for any
purpose (including server and client).

If you plan to use a single certificate for both TLS and certificate based authentication, ask your certificate
authority to issue one that is both a server and a client certificate.

Trusted certificate authorities

You can use a signed digital certificate issued by any issuing organization. It must reference a root certificate from a
Certificate Authority (CA) trusted by SAP Ariba. To get information about the CAs currently trusted by SAP Ariba or
to register a CA to be trusted by SAP Ariba, contact SAP Ariba Support.

Encryption strength

SAP Ariba recommends use of 128-bit encryption or greater.

Common encryption strengths are 40, 56 and 128 bits; The greater the encryption bit width, the stronger the
encryption, and the more secure the TLS connection.

Note that “128-bit certificates” are not necessary to support 128-bit encryption. Most “40-bit certificates” support
128-bit encryption or greater. “128-bit certificates” enable server-gated cryptography, which Ariba Network does
not use. In most cases, you can use less expensive “40-bit certificates”; consult with your certificate authority
about supported encryption strengths.

Domain name in server certificates

The CN (Common Name) field in server certificates for HTTPS must be a fully qualified DNS domain name of a Web
server. For example, a fully qualified DNS domain name takes the form "https/www.example.com".

You must enter the same name in the transactive URL fields the Configuration area of your Ariba Network account
and the name contained in your cXML ProfileResponse. Do not use IP addresses, because you cannot enter IP
addresses in your Ariba Network account.
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Use a separate certificate for each DNS name that clients will attempt to connect to. Certificate names do not
specify Web server ports, so multiple Web server instances on different ports can use the same certificate.
However, multiple Web servers cannot share a single certificate.

How to obtain a digital certificate

Obtain a signed digital certificate from a Certificate Authority trusted by SAP Ariba.

Procedure

1. Use your Web server or a third party tool, such as keytool or i keyman, to generate a Certificate Signing
Request (CSR). This is a file for describing your organization to a certificate authority.

2. Submit the CSR to an Ariba Network trusted certificate authority and request a Base64-encoded X.509 V3
Class 3 signed digital certificate.

Request a server certificate for TLS or a client certificate for certificate based authentication. You might be able
to obtain a certificate that works for both purposes; for more information, see About Client and Server
Certificates [page 33]

3. The certificate authority returns a signed certificate.

Digital certificate files can be in binary Distinguished Encoding Rules (DER) format or base64-encoded Privacy-
Enhanced Mail (PEM) format.

The contents of the file must begin with:

-——— BEGIN CERTIFICATE ----

Likewise, the file must end with:

-—-—— END CERTIFICATE ----

Next Steps

® To use the certificate to enable HTTPS, see HTTPS connections [page 27].
® To use the certificate for cXML document authentication, see cXML document authentication [page 29].
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About cXML credentials

cXML credential elements in the header of each cXML document identify the sender and receiver organizations.

Related Information

Supported ID domains [page 35]

Multiple credentials [page 36]

Case sensitivity [page 37]

Domain changes [page 38]

NetworkID and older versions of Ariba Buyer [page 38]

DigitalSignature element [page 39]

Test accounts [page 39]

Supported ID domains

SAP Ariba applications use a number of domains for cXML credential IDs.

NetworkID—A unique alphanumeric value assigned to every organization registered on Ariba Network; for
example, AN01000000123. Organizations can see their own and their trading partners’ NetworkIDs by logging
on to Ariba Network.

DUNS—A unique number assigned to organizations by Dun & Bradstreet; for example, 942888711. To request a
Dun & Bradstreet D-U-N-S® number or to see if your organization already has one, go to http:/www.dnb.com.
AribaNetworkUserId—A login name of an Ariba Network user. These names typically have the format of an
email address; for example, judy@workchairs.com. This domain is not preferred, because if users change
their login names, cXML documents might fail to route.

PrivateId—(for quick enablement or supplier connectivity only) A unique alphanumeric value defined by a
buying organization for a particular supplier; for example, Supplier123. When Ariba Network receives
documents from buying organizations, it maps these IDs to NetworkID. When Ariba Network sends
documents to buying organizations, it maps suppliers’ NetworkID, DUNS, and AribaNetworkID to
PrivateId. Suppliers cannot use this domain.

ProviderId—(for quick enablement only) A unique alphanumeric value defined by a service provider for a
particular supplier; for example, supplier123. When Ariba Network receives invoices from service providers,
it attempts to map these IDs to NetworkID or PrivateId. Ifit cannot map IDs, it sends the invoices to the
buying organization's Unassigned Invoices page. Buying organizations and suppliers cannot use this domain.
VendorID—Supplier unique name, which is the supplier ID in a buyer's ERP system. It is an alphanumeric
value. The combination of VendorID and VendorSiteID forms the vendor compound key, which uniquely
defines a supplier. Ariba Network can use the vendor compound key for quick enablement. When Ariba
Network receives documents from buying organizations, it maps these IDs to NetworkID. Suppliers cannot
use this domain. This domain is applicable to buyers using on-demand SAP Ariba Procurement solutions and
buyers using Ariba Document Automation or Purchase Order Automation with the Oracle Fusion Middleware
adapter.
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VendorSiteID—Supplier location site ID and supplier location contact ID. Includes two IdReference
domains, SiteIDand siteAuxID. These values come from the buyer's ERP system. This alphanumeric value
is part of the vendor compound key. (See vendor 1D for more information.) Suppliers cannot use this domain.
This domain is applicable to buyers using on-demand SAP Ariba Procurement solutions and buyers using Ariba
Invoice Automation or Purchase Order Automation with the Oracle Fusion Middleware adapter.
SystemID—(for supplier connectivity only) A unique alphanumeric value defined by a buying organization for a
particular business application; for example, sSap1. When Ariba Network receives documents containing this ID
domain, it associates them with the business application and Bill To addresses configured in the buyer's
account.

sspprivateID—(On-demand SAP Ariba Procurement solutions only) An automatically generated supplier
location private ID (called the Ariba Network Private ID in SAP Ariba Procurement solutions). This ID is
generated in SAP Ariba Procurement solutions for each supplier location. It uniquely identifies a supplier
location. Prior to release 12s2, this value was sent using the PrivateID domain. To ensure proper routing of
legacy documents that use privateID for specifying this auto-generated value, Ariba Network uses both
SSPPrivatelIDand PrivateID to find matching suppliers in documents sent from the SAP Ariba solution.
Outbound documents do not include the sspprivateID domain. They use the PrivatelD domain to include the
supplier location private ID value. Suppliers cannot use this domain.

For more information about PrivatelId, ProviderId, VendorID, and VendorSitelID, see quick enablement
[page 50].

Multiple credentials

The From, To, and Sender elements can each optionally contain multiple Credential elements. The purpose of
supplying multiple credentials is to identify a single organization using different domains. For example, an
organization might be identified by including both a D-U-N-S number and a NetworkID number.

Example

<To>

<Credential domain="partition-oraclelQ7">
<Identity>1001134</Identity>

</Credential>

<Credential domain="DUNS">
<Identity>123456789</Identity>

</Credential>

<Credential domain="NetworkID">
<Identity>AN1000000123</Identity>

</Credential>

</To>

36
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Example

Here is an example of the To credential from SAP Ariba Procurement solutions, which includes vendor1ID and
VendorSiteID

<To>

<Credential domain="NetworkId”>
<Identity>AN01000252747</Identity>

</Credential>

<Credential domain="PrivateID”>
<Identity>v2034</Identity>

</Credential>

<Credential domain="”"SSPPrivateID”>
<Identity>sid498 1000195 1000027</Identity>

</Credential>

<Credential domain="VendorID”>
<Identity>v2034</Identity>

</Credential>

<Credential domain="VendorSiteID”>
<Identity>

<IdReference domain="SiteID” identifier="MainSite”>
<IdReference domain="SiteAuxID” identifier="contact2”>

</Identity>

</Credential>

</To>

The receiving system should validate all credentials with domains it recognizes, and it should reject the document if
any credentials with recognized domains do not match an organization it knows. It should also reject the document
if any two credentials in the same From, To, or Sender section appear to refer to different entities.

The receiving system should reject the document if there are multiple credentials in a To, From, or Sender section
that use different values but use the same domain.

i Note

SAP Ariba Cloud Integration Gateway does not support multiple credentials in the header of the message, and
the sender or receiver credentials must be ANIDs.

Case sensitivity

The case sensitivity of credential data depends on the credential domain. NetworkID and DUNS values are case-
insensitive; AribaNetworkUserId, PrivateId, ProviderId, VendorID, VendorSiteID, and SSPPrivatelID
values are case sensitive.

For example, applications should not distinguish between the NetworkID values “anl234"” and “AN1234."

Applications should treat the domain names themselves (NetworkID, DUNS, and AribaNetworkUserId,
Privateld, ProviderId, VendorID, VendorSitelID, and SSPPrivatelID) as case insensitive, so for example,
DUNS and duns are the same.
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Domain changes

Ariba Network might change credential domains in documents routed to suppliers. In any cXML document routed
to suppliers, Ariba Network changes AribaNetworkUserIdto NetworkID in From credentials.

For example, as a PunchOutSetupRequest document routes from a buyer to a supplier, Ariba Network changes

<From>
Credential domain="AribaNetworkUserId">
<Identity>tom@abcd.com</Identity>
</Credential>

to

<From>
<Credential domain="NetworkID">
<Identity>AN01000000123</Identity>
</Credential>

NetworklID and older versions of Ariba Buyer

Some suppliers might not have D-U-N-S numbers. If they have customers using earlier versions of Ariba Buyer,
those suppliers must be able to interpret NetworklID values used in the DUNS credential domain in
PunchOutSetupRequest and OrderRequest documents.

For buying organizations using earlier versions of Ariba Buyer

Administrators using earlier versions of Ariba Buyer must load new suppliers using the NetworkID value in the
DUNS domain, if that is the only value provided by the suppliers.

For suppliers with customers using earlier versions of Ariba Buyer

cXML-enabled suppliers can receive a mismatched domain value pair, where the domain is always DUNS, but the
value could be Networkld or DUNS, depending on what buying organizations have configured for suppliers.

cXML-enabled suppliers without D-U-N-S numbers that have customers on earlier versions of Ariba Buyer must be
able to interpret NetworklID values in credentials, regardless of the domain. (For the greatest level of compatibility,
cXML-enabled suppliers should interpret NetworklD and DUNS values, regardless of the domain in the To
Credential.)

For example:

<To>
<Credential domain="DUNS">
<Identity>AN01000000123</Identity>
</Credential>
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</To>

or
<To>
<Credential domain="NetworkID">
<Identity>AN01000000123</Identity>
</Credential>
</To>
or
<To>
<Credential domain="DUNS">
<Identity>123456789</Identity>
</Credential>
</To>

To avoid having to implement this workaround, cXML-enabled suppliers should obtain D-U-N-S numbers, enter
them into their Ariba Network accounts, and communicate them to their customers for use within Ariba Buyer.

DigitalSignature element

The cXML specification defines an element named DigitalSignature inthe Sender element. SAP Ariba
applications do not use this element.

i Note
Do not insert this element in cXML documents.

To authenticate documents, use either shared secrets or digital certificates. For information about authentication
of documents passed between applications and Ariba Network, see cXML document authentication [page 29].

Test accounts

cXML applications should support both Ariba Network production accounts and Ariba Network test accounts. Test
accounts are used by organizations during development of their applications to keep test data separate from
production data.

Ariba applications considers test accounts to be completely separate from production accounts.

To denote organization IDs for test accounts, append “-T" to the ID string.

Example

<Credential domain="DUNS">
<Identity>942888711-T</Identity>
</Credential>
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<Credential domain="NetworkID">
<Identity>AN6565656565-T</Identity>
</Credential>

Applications should not distinguish between “-T" and “-t”; they should be case-insensitive.

Required credentials

Every cXML document routed to a cXML server must contain specific credentials in the Header section.
Credentials are specified in the From, To and Sender elements. They allow receiving systems to identify,
authenticate, and authorize parties.

As cXML documents travel to their destinations, intermediate nodes (such as Ariba Network) change the sender
element. The sender element always specifies the most recent node in the transmission chain.

Related Information

Ariba Buyer Credentials [page 40]

Ariba Marketplace, Standard Edition [page 43]
Service Providers [page 44]

Supplier Credentials [page 45]

Ariba Buyer credentials

Credentials are required in transactions between Ariba Buyer, suppliers, and Ariba Network.

Buyer to supplier

® OrderRequest

® PunchOutSetupRequest

Element Content
From Ariba Buyer
To Supplier
Sender Ariba Buyer

For more information about credential limitations of older versions of Ariba Buyer, see NetworkID and Older
Versions of Ariba Buyer [page 38].
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Example

<From>
<Credential domain="AribaNetworkUserId">
<Identity>admin@acme.com</Identity>
</Credential>
</From>
<To>
<Credential domain="DUNS">
<Identity>942888711</Identity>
</Credential>
</To>
<Sender>
<Credential domain="AribaNetworkUserId">
<Identity>admin@acme.com</Identity>
<SharedSecret>abracadabra</SharedSecret>
</Credential>
<UserAgent>Ariba Buyer 7.0.6</UserAgent>
</Sender>

Buyer to Ariba Network

® GetPendingRequest

L SubscriptionContentRequest
SubscriptionListRequest
SubscriptionStatusUpdateRequest
SupplierListRequest
SupplierDataRequest
OrderStatusSetupRequest

Element Content
From Ariba Buyer
To Ariba Network
Sender Ariba Buyer
Example

<From>

<Credential domain="AribaNetworkUserId">
<Identity>admin@acme.com</Identity>
</Credential>
</From>
<To>
<Credential domain="AribaNetworkUserId">
<Identity>admin@ariba.com</Identity>
</Credential>
</To>
<Sender>
<Credential domain="AribaNetworkUserId">
<Identity>admin@acme.com</Identity>
<SharedSecret>abracadabra</SharedSecret>
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</Credential>
<UserAgent>Ariba Buyer 7.1</UserAgent>
</Sender>

Supplier Punchin

Ariba Buyer 8.1 and later with the Supplier Punchin Portal accepts cXML ProfileRequest documents sent by

Ariba Network.

® profileRequest

Element Content
From Ariba Network
To Ariba Buyer
Sender Ariba Network
Example

<From>

<Credential domain="NetworkID">
<Identity>AN10000001</Identity>
</Credential>
</From>
<To>
<Credential domain="NetworkID">
<Identity>AN100000123</Identity>
</Credential>
</To>
<Sender>
<Credential domain="NetworkID">
<Identity>AN10000001</Identity>
<SharedSecret>abracadabra</SharedSecret>
</Credential>
<UserAgent>Ariba Network</UserAgent>
</Sender>
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Ariba Marketplace, Standard Edition

Credentials are required in transactions between Ariba Marketplace, Standard Edition (AM-SE), suppliers, and
Ariba Network.

Supplier to marketplace

® pProviderSetupRequest during configuration

® OrderStatusSetupRequest

Element Content
From Supplier

To Ariba Network
Sender Marketplace

Marketplace to supplier

® PrivateOrganizationRequest

Element Content
From Marketplace
To Ariba Network
Sender Marketplace
Example
<From>
<Credential domain="NetworkID">
<Identity>AN6565656565</Identity> <!-- identity of the marketplace -->
</Credential>
</From>
<To>

<Credential domain="AribaNetworkUserId">
<Identity>admin@ariba.com</Identity>
</Credential>
</To>
<Sender>
<Credential domain="NetworkID">
<Identity>AN6565656565</Identity>
<SharedSecret>abracadabra</SharedSecret>
<!-- shared secret of marketplace -->
</Credential>
<UserAgent>Ariba Marketplace 7.5</UserAgent>
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</Sender>

The order is forwarded to the supplier by Ariba Network using PunchOut.

Service providers

Credentials are required in transactions between service providers, suppliers, and Ariba Network.

Supplier to service provider

® pProviderSetupRequest during configuration

Element Content
From Supplier
To Service provider
Sender Ariba Network
Example
<From>
<!-- Supplier's identity -->

Credential domain="NetworkID">
<Identity lastChangedTimestamp="2000-03-12T18:39:09-08:00">
AN01333333333
</Identity>
</Credential>
</From>
<To>
<!-- Service provider's identity -->
Credential domain="NetworkID">
<Identity>AN01222222222</Identity>
</Credential>
</To>
<Sender>
<Credential domain="AribaNetworkUserId">
<Identity>admin@ariba.com</Identity>
<SharedSecret>abracadabra</SharedSecret>
</Credential>
<UserAgent>Ariba Network v20</UserAgent>
</Sender>
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Supplier credentials

Credentials are required in transactions between suppliers and Ariba Network.

Supplier to Ariba Network

® GetPendingRequest
® profileRequest

® CatalogUploadRequest

Element Content
From Supplier

To Ariba Network
Sender Supplier
Example

<From>

<Credential domain="NetworkID">
<Identity>AN10000000123</Identity>
</Credential>
</From>
<To>
<Credential domain="NetworkID">
<Identity>AN01000000001</Identity>
</Credential>
</To>
<Sender>
<Credential domain="NetworkID">
<Identity>AN10000000123</Identity>
<SharedSecret>abracadabra</SharedSecret>
</Credential>
<UserAgent>Our order-receiving system 3.0</UserAgent>
</Sender>

Ariba Network to supplier

® profileRequest initiated by Ariba Network

Element Content
From Ariba Network
To Supplier
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Element Content

Sender Ariba Network

Example

<From>
<Credential domain="NetworkID">
<Identity>AN01000000001</Identity>
</Credential>
</From>
<To>
<Credential domain="NetworkID">
<Identity>AN10000000123</Identity>
</Credential>
</To>
<Sender>
<Credential domain="NetworkID">
<Identity>AN01000000001</Identity>
<SharedSecret>abracadabra</SharedSecret>
</Credential>
<UserAgent>Ariba Network</UserAgent>
</Sender>

Buyer to supplier

® profileRequest initiated by buyer
® OrderRequest

® StatusUpdateRequest

® PaymentRemittanceRequest

® TimeCardRequest

Element Content
From Buyer

To Supplier
Sender Ariba Network
Example

<From>

<Credential domain="NetworkID">
<Identity>AN01000000456</Identity>
</Credential>
</From>
<To>
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<Credential domain="NetworkID">
<Identity>AN10000000123</Identity>
</Credential>
</To>
<Sender>
Credential domain="NetworkID">
<Identity>AN01000000001</Identity>
<SharedSecret>abracadabra</SharedSecret>
</Credential>
<UserAgent>Ariba Network</UserAgent>
</Sender>

Supplier to buyer

® ConfirmationRequest
® ShipNoticeRequest
® TnvoiceDetailRequest

® TimeCardRequest

Element Content
From Supplier
To Buyer
Sender Supplier
Example

<From>

<Credential domain="NetworkID">
<Identity>AN10000000123</Identity>
</Credential>
</From>
<To>
<Credential domain="NetworkID">
<Identity>AN01000000456</Identity>
</Credential>
</To>
<Sender>
<Credential domain="NetworkID">
<Identity>AN10000000123</Identity>
<SharedSecret>abracadabra</SharedSecret>
</Credential>
<UserAgent>Our order-receiving system 3.0</UserAgent>
</Sender>
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End points integration with Ariba Network adapters

The cXML Adapter supports end points integration for the following solutions for Ariba Network Adapter for
Oracle® Fusion Middleware, Ariba Network Adapter for SAP NetWeaver®, Ariba Network Transport Adapter, SAP
Ariba Buying and Invoicing™, and SAP Ariba Buying™.

The Ariba Network Adapters allow data exchange between your external ERP system and Ariba Network. If you
have configured an end point for your external ERP system in Ariba Network, then you must maintain the end point
information in the channel configuration file of the respective Ariba Network Adapter.

Note: An end point is applicable only to outbound documents that are sent from your ERP system to Ariba
Network.

When your Ariba Network Adapter receives an outbound document from your external ERP system, the network
adapter appends the end point information to the cXML and then posts the document to Ariba Network. For
example, when creating the cXML header for a purchase order, your network adapter checks if the end point
information is maintained in the channel configuration file.

If you create a purchase order using an Ariba procurement solution and send that to a supplier through Ariba
Network, the end point information is appended to the cXML and the document is then posted to the Ariba
Network. SAP Ariba checks to see if the end point information is maintained as part of your site profile.

Note: If you configure an end point for your SAP Ariba procurement solution in Ariba Network, be sure to work with
your SAP Ariba Support representative to maintain the end point information as part of your organization’s Site
Profile.

The network adapter or procurement solution includes the end point in the cXML header as part of the From
element as explained below:

<Header>
<From>
<Credential domain="NetworkId">
<Identity>AN02000076701</Identity>
</Credential>
<Credential domain="SystemID">
<Identity>ARB2</Identity>
</Credential>
<Credential domain="EndPointID">
<Identity>ERPEndPoint2</Identity>
</Credential>
</From>
<To>
<Credential domain="NetworkID">
<Identity>AN02000076720</Identity>
</Credential>
</To>
<Sender>
<Credential domain="NetworkID">
<Identity>AN02000076701</Identity>
<SharedSecret>sharedsecret</SharedSecret>
/Credential>
<UserAgent>Buyer</UserAgent>
</Sender>
</Header>
<Request>
OrderRequest>....

ERPENndPointl is the value that you have configured in the communication channel in SAP NetWeaver or channel
configuration file.
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i Note

In a single ERP configuration, you do not need to include in the System ID in the <From> credential.

End point integration with Ariba Network adapters

A new configuration parameter, endpoint added to the channel configuration file captures the end point
information you configure in Ariba Network for your external ERP system. This parameter is optional. Set it only if
you have configured an end point for your external ERP system in Ariba Network.

i Note

This procedure is applicable only to the Ariba Network Adapter for Oracle Fusion Middleware and Ariba
Network Transport Adapter.

How to enable end point integration for outbound
documents

You can enable end point integration for outbound documents.

Procedure

1. Open the channel configuration file for the respective adapter.
2. Specify values for the relevant parameters.

3. Save the channel configuration file.

Enabling end point integration for Ariba Network Adapter
for SAP NetWeaver

In the Model Configurator, open the communication channel relevant to the outbound transaction you are
configuring. Under Communication Channel, doublERPEndPointl is the value that you have configured in the
communication channel in SAP NetWeaver or channel configuration file.

i Note

In a single ERP configuration, you do not need to include in the System ID in the <From> credential.

cXML solutions guide
Document addressing and security PUBLIC 49



End points integration in a multiple ERP setup

If your account has been enabled for multiple external ERPs and end point support in Ariba Network, then you must
create system IDs corresponding to the different ERP systems, as well as an end point for each system ID.

For documents that are sent from Ariba Network to the ERP, the network adapter uses the system ID to identify the
ERP systems that receive those documents. Therefore, it is sufficient to create only one end point with the same
name for all system IDs.

When creating the cXML header for a purchase order, your network adapter checks if the end point information is
maintained in the channel configuration file or communication channel in SAP NetWeaver. If it is, then the network
adapter includes the end point in the cXML header along with the system .

Example
<Header>
<From>
<Credential domain="NetworkId">
<Identity>AN02000076701</Identity>
</Credential>
<Credential domain="SystemId">
<Identity>ARB2</Identity>
</Credential>
<Credential domain="EndPointID">
<Identity>ERPEndPointl</Identity>
</Credential>
</From>
<To>
<Credential domain="NetworkID">
<Identity>AN02000076720</Identity>
</Credential>
</To>
<Sender>
<Credential domain="NetworkID">
<Identity>AN02000076701</Identity>
<SharedSecret>welcomela</SharedSecret>
</Credential>
<UserAgent>Buyer</UserAgent>
</Sender>
</Header>
<Request>
<OrderRequest>....

ERPEndPointl is the value that you have configured in the communication channel in SAP NetWeaver or channel
configuration file and ARB2 is the system ID.

Quick enablement

Ariba Network quick enablement allows buying organizations and invoice conversion service (ICS) providers to
create new Ariba Network accounts on behalf of suppliers.

The buyers create these accounts by specifying the supplier's company information in a Correspondent element
in the header of purchase orders, invoices, payment proposals, CC invoices (invoices sent from the SAP Ariba
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procurement solution or the ERP system), and collaboration requests to the supplier or invoices from the supplier.
Ariba Network uses this information to create the supplier's account.

Buying organization or service provider accounts must be enabled for quick enablement. ICS quick enablement
must be enabled by SAP Ariba Support. Ariba Network ignores the Correspondent element for accounts that
have not been enabled.

The Correspondent element is available in cXML 1.2.016 or later. It specifies the supplier's company information
with a Contact element and it can optionally use a preferredLanguage attribute to specify the supplier's
preferred language. Any documents Ariba Network sends to the supplier will be in that language, if it is supported.
If preferredLanguage is not specified or if it specifies a language that is not supported, Ariba Network sends
documents to the supplier in English.

Following are the types of documents that can be used for quick enablement:

® Purchase orders (see Using purchase orders [page 51])

® |nvoices (see Using ICS invoices [page 53])

® Payment proposals (see Using payment proposals [page 55])

e CC Invoices (invoices sent from the Ariba procurement solution or the ERP system) (see Using CC invoices
[page 57])

e Request for Quotations (see Using request for quotations [page 597)

e Tax IDs (see Using tax IDs [page 61])

Using purchase orders

Procurement applications add the Correspondent element in purchase orders to create Ariba Network accounts
for suppliers and to send them the purchase orders through email or fax.

The following example shows the header of a purchase order for quick enablement:

<?xml version="1.0" encoding="UTF-8"?2>

<!DOCTYPE cXML SYSTEM
"http://xml.cxml.org/schemas/cXML/1.2.016/cXML.dtd">

<cXML payloadID="125xyzkjlkwx" timestamp="2006-04-20T23:59:45-07:00">

<Header>
<From>
<Credential domain="NetworkID">
<Identity>AN20000000123</Identity> <!-- ID of buyer -->
</Credential>
</From>
<To>
<Credential domain="PrivateId">
<Identity>SupplierABC</Identity> <!-- ID of new supplier-->
</Credential>

<Correspondent preferredlLanguage="en-US">
<Contact role="correspondent">

<Name>ACME Supply, Inc.</Name>

<PostalAddress name="default">
Street>123 Main Street</Street>
<Street>Suite 101</Street>
<City>Beamont</City>
<State>TX</State>
<PostalCode>77705</PostalCode>
<Country isoCountryCode="US">United States</Country>

</PostalAddress>
<Email name="routing">orders@acme.com</Email>
<!—- Email address for routing the PO -->
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<Phone name="work">
<TelephoneNumber>
<CountryCode isoCountryCode="US">1</CountryCode>
<AreaOrCityCode>650</AreaOrCityCode>
<Number>1234567</Number>
</TelephoneNumber>
</Phone>
<Fax name="routing"> <!—Fax number for routing the PO -->
<TelephoneNumber>
<CountryCode isoCountryCode="US">1</CountryCode>
<AreaOrCityCode>650</AreaOrCityCode>
<Number>5555555</Number>

</TelephoneNumber>
</Fax>
</Contact>
</Correspondent>
</To>
<Sender>
<Credential domain="NetworkID">
<Identity>AN20000000123</Identity> <!-- ID of buyer -->
<SharedSecret>abracadabra</SharedSecret>
</Credential>
<UserAgent>Our Procurement App V2.0</UserAgent>
</Sender>
</Header>

How buying organizations specify supplier IDs

Buying organizations use the PrivateId domaininthe To Credential toidentify the supplier. Buying
organizations using SAP Ariba Procurement solutions also use the VvendorID, VendorSiteID, and
SSPPrivateIDdomains.

Ariba Network assigns the supplier a NetworkID (AN-ID), but the buying organization can continue to use the
other domains [page 35] in subsequent documents.

How buying organizations specify routing

Buying organizations include either the supplier's email address or fax number in the Contact element to instruct
Ariba Network how to route the purchase order. The Email or Fax element must have a name="routing"
attribute.

Ariba Network rejects purchase orders that do not provide the name="routing" attribute.

i Note

If buying organizations provide both Email and Fax elements, Ariba Network rejects the purchase orders due
to conflicting routing information.
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Taking ownership of accounts

Ariba Network routes the purchase order to the supplier along with an invitation to log in and complete the
registration process. Ariba Network encourages suppliers to take ownership of these accounts.

If the buying organization uses the Ariba Network standard account capability to enable suppliers, the supplier
registers a standard account on Ariba Network. If the buying organization doesn't use the standard account
method, the supplier registers an enterprise account.

i Note

Quick enablement purchase orders sent to standard accounts aren't subject to supplier fees. Quick enablement
purchase orders sent to enterprise accounts are subject to supplier fees. For enterprise accounts, if suppliers
don't register and pay the necessary fees if they become chargeable, Ariba Network rejects purchase orders
addressed to them. For more information about supplier fee thresholds, see the subscriptions and pricing page.

Ariba Network uses the data in the Contact element to populate fields in the supplier's account. The Name,
Street, City, and Country elements inthe Contact element are required.

After the supplier logs in and takes ownership of the account, Ariba Network ignores any Correspondent element
in subsequent purchase orders sent to that supplier, because the supplier might have set account values such as
preferred routing method, company name, or company address.

Using ICS invoices

Invoice conversion service providers add the Correspondent element in invoices to create Ariba Network
accounts for suppliers.

i Note

For detailed information on ICS invoices and the invoice conversion process, see the Ariba Network guide to
invoice conversion.

The following example shows the header of an ICS invoice for quick enablement:

<?xml version="1.0" encoding="UTF-8"?2>

<!DOCTYPE cXML SYSTEM
"http://xml.cxml.org/schemas/cXML/1.2.016/InvoiceDetail.dtd">

<cXML payloadID="125xyzkjlkwx" timestamp="2006-04-20T23:59:45-07:00">

<Header>
<From>
<Credential domain="ProviderId">
<Identity>supplierl23</Identity> <!-- ID of new supplier —-->
</Credential>

<Correspondent preferredLanguage="en-US">
<Contact role="correspondent">

<Name>ACME Supply, Inc.</Name>

<PostalAddress name="default">
<Street>123 Main Street</Street>
<Street>Suite 101</Street>
<City>Beamont</City>
<State>TX</State>
<PostalCode>77705</PostalCode>
<Country isoCountryCode="US">United States</Country>
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</PostalAddress>
<Email name="routing">sales@acme.com</Email>
<!—- Email address for routing the Invoice-->
<Phone name="work">
<TelephoneNumber>
<CountryCode isoCountryCode="US">1</CountryCode>
<AreaOrCityCode>650</AreaOrCityCode>
<Number>1234567</Number>
</TelephoneNumber>
</Phone>
<Fax name="work">
<TelephoneNumber>
<CountryCode isoCountryCode="US">1</CountryCode>
<AreaOrCityCode>650</AreaOrCityCode>
<Number>1234567</Number>
</TelephoneNumber>

</Fax>
</Contact>
</Correspondent>
</From>
<To>
<Credential domain="NetworkID">
<Identity>AN20000000123</Identity> <!-- ID of buyer -->
</Credential>
</To>
<Sender>
<Credential domain="NetworkID">
<Identity>AN200000777</Identity> <!-- ID of service provider -->
<SharedSecret>abracadabra</SharedSecret>
</Credential>
<UserAgent>Nifty Invoice Scanning V2.0</UserAgent>
</Sender>
</Header>

How service providers specify supplier IDs

Service providers identify suppliers with the PrivateIdor ProviderId domain inthe Fromelement.

® The PrivatelIddomainis used if the supplier already exists.

® The ProviderIddomainis used if the service provider cannot match the supplier on the paper invoice to a
supplier on the buying organization's PO report or vendor master file. The first time the service provider is uses
a particular provider ID, Ariba Network sends the invoice to the Unassigned Invoices page of the buying
organization's Ariba Network account. Ariba Network uses the quick enablement process to create a private
supplier account for the supplier.

Taking ownership of accounts

Suppliers must contact SAP Ariba Support to take ownership of quick enablement accounts created through
invoicing.

If the buying organization uses the Ariba Network standard account capability to enable suppliers, the supplier
registers a standard account on Ariba Network. If the buying organization doesn't use the standard account
method, the supplier registers a full-use account.
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Ariba Network uses the data in the Contact element to populate fields in the supplier’'s account. The Name,
Street, City, and Country elementsinthe Contact element are required.

Using payment proposals

Procurement applications use the Correspondent element in payment proposals to create Ariba Network
accounts for suppliers and to send them the payment proposals through email.

Example

<?xml version="1.0" encoding="UTF-8"?>

<!DOCTYPE cXML SYSTEM
"http://xml.cxml.org/schemas/cXML/1.2.016/cXML.dtd">

<cXML payloadID="125xyzkjlkwx" timestamp="2006-04-20T23:59:45-07:00">

<Header>
<From>
<Credential domain="NetworkID">
<Identity>AN20000000123</Identity> <!-- ID of buyer -->
</Credential>
</From>
<To>
<Credential domain="PrivateId">
<Identity>SupplierABC</Identity> <!-- ID of new supplier—-->
</Credential>

<Correspondent preferredLanguage="en-US">
<Contact role="correspondent">
<Name>ACME Supply, Inc.</Name>
<PostalAddress name="default">
<Street>123 Main Street</Street>
<Street>Suite 101</Street>
<City>Beamont</City>
<State>TX</State>
<PostalCode>77705</PostalCode>
<Country isoCountryCode="US">United States</Country>
</PostalAddress>
<Email name="routing">payment@acme.com</Email>
<!—— Email address for routing the Payment Proposal -->
<Phone name="work'">
<TelephoneNumber>
<CountryCode isoCountryCode="US">1</CountryCode>
<AreaOrCityCode>650</AreaOrCityCode>
<Number>1234567</Number>
</TelephoneNumber>

</Phone>
</Contact>
</Correspondent>
</To>
<Sender>
<Credential domain="NetworkID">
<Identity>AN20000000123</Identity> <!-- ID of buyer -->
<SharedSecret>abracadabra</SharedSecret>
</Credential>
<UserAgent>Our Procurement App V2.0</UserAgent>
</Sender>
</Header>
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How buying organizations specify supplier IDs

Buying organizations identify suppliers with the PrivateId domaininthe To Credential. Buying organizations
using SAP Ariba Procurement solutions also use the VendorID, VendorSiteID, and SSPPrivateID domains.

Ariba Network assigns the supplier a NetworkID (ANID), but the buying organization can continue to use the other
domains [page 35] in subsequent documents.

How buying organizations specify routing

Buying organizations can include only the supplier's email address in the Contact element to instruct Ariba
Network how to route the payment proposal. The Email element must have a name="routing" attribute.

Ariba Network rejects purchase orders that do not provide the name="routing" attribute.

i Note

e Ariba Network does not support the fax element for payment proposal.

e |f buying organizations provide both the Email and Fax elements, Ariba Network rejects the payment
proposals due to conflicting routing information.

e |f the supplier declines to take ownership of the account, the buying organization can't send additional
payment proposals to this supplier through Ariba Network.

® Ariba Network supports only cXML version 1.2.016 and later for quick enablement payment proposals.

e Ariba Network does not support attachments in payment proposals. If a payment proposal contains an
attachment, Ariba Network ignores it, but processes the payment proposal.

How private suppliers take ownership of accounts

Ariba Network routes an invitation to the private supplier to log in and complete the registration process. Ariba
Network encourages private suppliers to take ownership of these accounts.

If the buying organization uses the Ariba Network standard account capability to enable suppliers, the supplier
registers a standard account on Ariba Network. If the buying organization doesn't use the standard account
method, the supplier registers an enterprise account.

Once the private supplier logs in and takes ownership of the account, the supplier can view the payment proposal.
All subsequent notifications for the payment proposals are sent to the supplier through email.

Ariba Network uses the data in the Contact element to populate fields in the supplier's account.

Quick enablement payment proposals are not subject to supplier fees. For more information about supplier fee
thresholds, see the subscriptions and pricing page.
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Using CC invoices

A CCinvoice is a cXML copy request document that contains an attached invoice sent from SAP Ariba

Procurement solutions or the ERP system. The quick enablement through CC invoices must be enabled on the

buyer's Ariba Network account.

Ariba Network stores a copy of the invoice originating from the ERP system. Suppliers can then log into their Ariba
Network account and view the status of their invoices and monitor the progress of the invoice through your invoice

reconciliation process.

External systems use the Correspondent element in CC invoices to create Ariba Network accounts for suppliers

who are not yet registered on the Ariba Network and send them the welcome letters through email.

Example

<?xml version="1.0" encoding="UTF-8"?>

<!DOCTYPE cXML SYSTEM
"http://xml.cxml.org/schemas/cXML/1.2.016/cXML.dtd">

<cXML payloadID="125xyzkjlkwx" timestamp="2006-04-20T23:59:45-07:00">

<Header>
<From>
<Credential domain="NetworkID">
<Identity>AN20000000123</Identity> <!-- ID of buyer -->
</Credential>
</From>
<To>
<Credential domain="PrivateId">
<Identity>SupplierABC</Identity> <!-- ID of new supplier—-->
</Credential>

<Correspondent preferredLanguage="en-US">
<Contact role="correspondent">
<Name>ACME Supply, Inc.</Name>
<PostalAddress name="default">
<Street>123 Main Street</Street>
<Street>Suite 101</Street>
<City>Beamont</City>
<State>TX</State>
<PostalCode>77705</PostalCode>
<Country isoCountryCode="US">United States</Country>
</PostalAddress>
<Email name="routing">payment@acme.com</Email>
<!—— Email address for routing the CC Invoice-->
<Phone name="work">
<TelephoneNumber>
<CountryCode isoCountryCode="US">1</CountryCode>
<AreaOrCityCode>650</AreaOrCityCode>
<Number>1234567</Number>
</TelephoneNumber>

</Phone>
</Contact>
</Correspondent>
</To>
<Sender>
<Credential domain="NetworkID">
Identity>AN20000000123</Identity> <!-- ID of buyer -->
<SharedSecret>abracadabra</SharedSecret>
</Credential>
<UserAgent>Our Procurement App V2.0</UserAgent>
</Sender>
</Header>
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How buying organizations specify supplier IDs

Buying organizations identify suppliers with the PrivateId domaininthe To Credential. Buying organizations
using SAP Ariba Procurement solutions also use the VendorID, VendorSiteID, and SSPPrivateID domains.

Ariba Network assigns the supplier a NetworkID (ANID), but the buying organization can continue to use the other
domains [page 35] in subsequent documents.

How buying organizations specify routing

Buying organizations can include only the supplier's email address in the Contact element to instruct Ariba
Network how to route the CC invoice. The Email element must have a name="routing" attribute.

Ariba Network rejects purchase orders that do not provide the name="routing" attribute.

i Note

e Ariba Network does not support the fax element for CC invoices sent from SAP Ariba Procurement
solutions or the ERP system.

e |f buying organizations provide both the Email and Fax elements, Ariba Network rejects the CC invoices
due to conflicting routing information.

e |f the supplier declines to take ownership of the account, the buying organization cannot send additional
CC invoices to this supplier through Ariba Network.

e Ariba Network supports only cXML version 1.2.016 and later for quick enablement CC Invoice.

e Ariba Network supports attachments in CC invoices sent from SAP Ariba Procurement solutions or ERP
systems.

e Buying organizations must customize their Cl applications if they want to use Cl for transmitting
attachments with CC invoices.

How private suppliers take ownership of accounts

Ariba Network routes an invitation to the private supplier to log in and complete the registration process. Ariba
Network encourages private suppliers to take ownership of these accounts.

If the buying organization uses the Ariba Network standard account capability to enable suppliers, the supplier
registers a standard account on Ariba Network. If the buying organization doesn't use the standard account
method, the supplier registers a full-use account.

Once the private supplier logs in and takes ownership of the account, the supplier can view the CC invoices sent
from the SAP Ariba Procurement solutions or the ERP system. All subsequent notifications on the CC invoices are
sent to the supplier through email.

Ariba Network uses the data in the Contact element to populate fields in the supplier's account.

Quick enablement CC invoices sent from SAP Ariba Procurement solutions or the ERP system are subject to
supplier fees only when the private supplier has taken ownership of a full-use account on Ariba Network. Private
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suppliers who have not yet taken ownership of their account can continue to receive CC invoices without being
charged for them. For more information about supplier fee thresholds, see the subscriptions and pricing page.

Using request for quotations

Procurement applications add the Correspondent element in the quoteRequest document to create Ariba
Network accounts for suppliers.

Example

<?xml version="1.0" encoding="UTF-8"?>
<!DOCTYPE cXML SYSTEM "http://xml.cxml.org/schemas/schemas/cXML/1.2.025/Quote.dtd">
<cXML payloadID="123@jnk" timestamp="2013-11-19T11:50:11+00:00" version="1.2.025">
<Header>
<From>
<Credential domain="NetworkId">
Identity>AN02000533043</Identity>
</Credential>
</From>
<To>
<Credential domain="NetworkId">
<Identity>AN02000533043</Identity>
</Credential>
</To>
<Sender>
<Credential domain="NetworkID">
<Identity>AN02000533043</Identity>
<SharedSecret>sharedsecret</SharedSecret>

</Credential>
<UserAgent>Procurement App 2.0</UserAgent>
</Sender>
</Header>
<Request deploymentMode="production">
<QuoteRequest>

<QuoteRequestHeader
requestID="2021.2215" requestDate="2014-03-06T23:25:01.000-07:00"
type="new" openDate="2014-03-10T23:13:49.000-07:00" currency="USD"
xml:lang="en" loseDate="2014-03-17T00:00:00.000-07:00"
quoteReceivingPreference="winningOnly" >
<SupplierSelector matchingType="invitationOnly">
<SupplierInvitation>
<OrganizationID>
<Credential domain="VendorID">
<Identity>2210</Identity>
</Credential>
</OrganizationID>
<Correspondent>
<Contact>
<Name xml:lang="en">New Inv Inc</Name>
<PostalAddress>
<DeliverTo>922 West</DeliverTo>
<Street>15th Avenue</Street>
<City>California</City>
<State>CA</State>
<PostalCode>93504</PostalCode>
<Country isoCountryCode="US"></Country>
</PostalAddress>
<Email>vp@abc.com</Email>
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<Phone>
<TelephoneNumber>
<CountryCode isoCountryCode="US"></CountryCode>
<AreaOrCityCode>ca</ArealOrCityCode>
<Number>2342344</Number>
</TelephoneNumber>
</Phone>
<URL></URL>
</Contact>
</Correspondent>
</SupplierInvitation>
</SupplierSelector>

<Description xml:lang="" >Quote for AS1l</Description>
<ShipTo>
<Address isoCountryCode="US" addressID="409" >

<Name xml:lang="en" >P2- Los Angeles</Name>
<PostalAddress name="P2- Los Angeles" >
<Street>1022 Sepulveda Blvd</Street>
<Street>Suite 1000Address2</Street>
<Street>Address3</Street>
<City>El Segundo</City>
<State>California</State>
<PostalCode>90245</PostalCode>
<Country isoCountryCode="US" >United States</Country>
</PostalAddress>
<Phone>
<TelephoneNumber>
<CountryCode isoCountryCode="US" />
<AreaOrCityCode/>
<Number/>
</TelephoneNumber>
</Phone>
<Fax>
<TelephoneNumber>
<CountryCode isoCountryCode="US" />
<AreaOrCityCode/>
<Number/>
</TelephoneNumber>
</Fax>
</Address>
</ShipTo>
</QuoteRequestHeader>
</QuoteRequest>
</Request>

How buying organizations use supplier organization IDs

Buying organizations use the Correspondent element to store the contact information of the supplier. Ariba
Network uses the OrganizationIDinthe quoteRequest document to identify if the supplier is a new or existing
supplier.

For SAP, Oracle, and PeopleSoft domains, buying organization identify suppliers using the NetworkID or
VendorID, VendorSitelD, and SiteAuxIDdomains.

If the supplier does not exist on Ariba Network, the contact information is used to send the quote letter inviting the
supplier to register and respond to the request for quote (RFQ) posting on SAP Ariba Discovery.

For more information about Credential domains, see Supported ID domains [page 35].
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How buying organizations specify email routing

Buying organizations can include the supplier's email address in the Contact element to instruct SAP Ariba
Discovery where to route the quote letter invitation to the supplier.

i Note

® Ariba Network supports cXML version 1.2.025 and later for quick enablement through requests for
quotation.
e Ariba Network supports attachments and comments in the RFQ document.

How SAP Ariba Discovery invites private suppliers to take ownership
of accounts

If the supplier does not exist, SAP Ariba Discovery sends the quote automation invitation to the private supplier to
complete the registration process.

Once the private supplier logs in and takes ownership of the account, the supplier can log in to view the request for
quote (RFQ) posting from the buyer. All subsequent notifications for the RFQ document are sent to the supplier
through email.

Ariba Network uses the data in the Contact element to populate fields in the supplier's account.

Using tax IDs

Tax IDs are applicable only to buyers and suppliers that are set up for quick enablement through Tax IDs using XML
invoices sent from Brazil. To enable this feature, a buyer must contact SAP Ariba Support and configure their Tax
IDs.

Once configured, buyers can view the TaxIDs for their organization from their Ariba Network account.

A supplier sends an NFe, CTe, and CCe invoice to a buyer through Ariba Network in an XML format. These invoices
can be sent through an email or posted to Ariba Network where they are converted to the cXML file. For more
information on sending these invoices, please contact SAP Ariba Support.

i Note

e Ariba Network accepts and processes the NFe invoices only if the buyer has a configured TaxID on Ariba
Network.

e Once the NFe invoice is successfully processed on Ariba Network, suppliers can send the TaxID in the
domain for the cXML credential element.
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How Ariba Network uses TaxID to identify buyers

Ariba Network identifies buyers using the TaxID domain.

When a supplier sends an NFe invoice, Ariba Network verifies that the Tax ID for the buyer is configured on Ariba
Network. If the Tax ID exists, Ariba Network also verifies that the buyer has an active trading relationship with the
supplier using the information on the NFe invoice.

Ariba Network creates a new private supplier if the supplier does not exist on Ariba Network. Buyers can invite the
supplier (vendor) by starting supplier enablement for the vendor on Ariba Network.

i Note

Buyers must verify the supplier email address before starting supplier enablement for them. For more
information about supplier enablement, see Enabling suppliers on Ariba Network.

How suppliers can take ownership of accounts

Suppliers can use the trading relationship invitation letter to log in to Ariba Network and register as a new supplier
or use an existing account on Ariba Network.

Quick enablement through Tax ID is not subject to supplier fees. For more information about supplier fee
thresholds, see the subscriptions and pricing page.

For more information about invoices from Brazilian suppliers, see the Ariba Network guide to invoicing.
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Profile transaction

Every cXML server must accept the Profile transaction. This transaction allows cXML clients to find out which
cXML requests servers support and their URLs. It enables applications to obtain the latest transaction URLs
automatically without requiring manual intervention.

Using the Profile transaction [page 63]
ProfileRequest document [page 65]
ProfileResponse document [page 66]

ProfileResponse implementation hints and restrictions [page 67]

Using the Profile transaction

Ariba Network, suppliers, and service providers send and receive ProfileRegquest documents. Buying
organizations send ProfileRequest documents, and they receive them if they use the Ariba Collaboration
Punchin site or SAP Ariba Sourcing.

Sending ProfileRequest documents

All cXML applications obtain Ariba Network's URLs by sending a ProfileRequest document to a predetermined
URL.

To find out Ariba Network’s URLs, post a ProfileRequest document to the URL for cXML transactions. Ariba
Network has a different set of URLs for shared-secret-authenticated and certificate-authenticated cXML
documents. For example:

Data cen- Authentica-

ter tion method Legacy Ariba Network URL Integration only Ariba Network URL
us shared secret  https://service.ariba.com/service/transaction/  https://service-2.ariba.com/service/transac-
cxml.asp tion/cxml.asp
certificate https://certservice.ariba.com/service/transac-  https://certservice-2.ariba.com/service/trans-
tion/cxml.asp action/cxml.asp
i Note

SAP Ariba supports using TLS 1.0 until April 5, 2018. Starting April 6, 2018, SAP Ariba recommends that you
use TLS 1.1or TLS 1.2 and the integration only Ariba Network URLs for cXML traffic. The Legacy Ariba Network
URL is then used as the browser URL for SAP Ariba applications.

Each trading partner could have a different set of URLs on Ariba Network. For each of your trading partners, send a
ProfileRequest document to Ariba Network to obtain Ariba Network's URLs for that organization. Cache these
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URLs for up to 24 hours and use them for all communication to that trading partner. You can reduce
communication overhead by querying for a trading partner's URLs only if you have documents to send to that
organization.

To obtain Ariba Network’s URLs, use Ariba Network's ID (NetworkID: ANO1IOOOOOOOO01) in the To credential of the
ProfileRequest document. To obtain a trading partner’'s URLs on Ariba Network, use that partner's ID in the To
credential of the ProfileRequest document.

Receiving ProfileRequest documents

Ariba Network queries cXML applications to find out their supported transactions and their URLs.

The following table lists where Ariba Network sends ProfileRequest documents for each type of application:

Application Ariba Network Queries its cXML Profile by...

Supplier cXML Sites Posting ProfileRequest documents to suppliers’ cXML-enabled sites (such as PunchOut
sites) by using the URL suppliers enter in the Profile URL field in their Ariba Network accounts.

Ariba Buyer 8.0 and earlier Not supported.

Ariba Buyer 8.1 and later Posting ProfileRequest documents to the Ariba Collaboration Punchin site using the URL that
buying organizations enter in the Profile URL field in their Ariba Network accounts.

SAP Ariba Sourcing Posting ProfileRequest documents to SAP Ariba Sourcing using the URL that sourcing organ-
izations enter in the Profile URL field in their Ariba Network accounts.

i Note

If the Profile URL field for your account is empty, Ariba Network routes cXML documents to one of the following
destinations, in this order:

® Anend point destination configured for your account
e For orders: a cXML routing method configured for your account

From Credential element

In ProfileRequest documents sent by Ariba Network, the From credential identifies the initiating trading partner.

cXML servers (such as supplier PunchOut sites) should not use this From credential to decide which services and
URLs to provide. Ariba N