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< Back

Data sources

Standard fields

Field source

Standard

Standard

Standard

Standard

Standard

Licensed fields

Field source

Financial

Financial

Financial

Category weights

Field

Number of lawsuit

Country risk score

Number of liens

Years since
bankruptcy

UCC filing count

Field

Name: DS_TEST_1 Z
and above which a supplier should be considered risky for the field for risk exposure
calculations.
(a) Safer to riskier — indicates value below 'less than' has LOW impact and above
‘greater than' has HIGH impact and in-between value has medium impact.
(b) Riskier to safer — indicates values below ‘less than' has HIGH impact and above
‘greater than' has LOW impact and in-between value has medium impact.
It is defaulted to option (a)
o Less than value
s Greater than value

Exposure override field - When enabled, it overrides the risk exposure calculation and
changes the weight of the selected field to High. When a supplier has a contributing
factor of High risk for one of these fields, the score will automatically be set to 100.

(a) Overall risk exposure — Set High risk exposure for the supplier overall risk exposure
and risk category exposure

(b) Risk category exposure — Set the risk exposure to High for the risk category.

(c) None — Standard risk exposure calculation applies

Please refer to the examples below for the 'less than value and greater than value' fields:

o If the threshold type is saferToRiskier then anything less than 2 is low, between 2 and 4
is medium and above 4 is high.

o If the threshold type is riskierToSafer then anything less than 2 is high, between 2 and 4
is medium and above 4 is low.

Licensed fields are defined as those fields that are contributing factors from a licensed 3rd party
provider. This information will be available for Compliance and Financial data and onlv

?

E

MORE score - current

MORE credit limit -
current

MORE probability of
default

shold order Less than Greater than
afertoris | s ] [ 0 ] L 1

iskier to s _|_sn

afertoris | s ] [ 5 ] [ 7

iskiertos | 2 ] [ 1 ] [ 7

afertoris = s/ ] [ 5 ] [ 10

First <

shold order Less than Greater than

] [ 1000000

[ Financial | s ] [ Text v ] [ D,C,CC,CCC, B,BE ] [ High v ] [ v ]
[ Financial v ] [ Numetic v ] [ None v ] [ Riskiertos = N ] [ 500000
[ Financial v ] [ Numeric v ] [ None v ] [ Safertoris | s ] [ 10

| [ =0
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Data center

Build powerful domain specific applications to address your customer needs using a
rich environment and user friendly tools offered by SAP Ariba.
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E Supplier Data API With Pagination
v
Rele
\ Iment Detail
Environment Description Value
‘‘‘‘‘‘ cument

e YA Ak, [Developer (BRSEHE)) fRig >

[Supplier Management (754 VY ER)] ICFE9
H&. FIATIEE/L API ZHEERTEET (B EO EAIIC
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Risk Category Information API

Supplier Data API

Supplier Data AP| With Pagination

Supplier Data APl With Pagination

[ Version v4 (Active)

v

POST /vendorDataRequests/ This API will fetch all the Vendor details

This AP will fetch all the vendor details in increments of 500 vendors per page in either JSON or CSV specified in request body. Optionally you can pass on

additional filter parameters to get only a subset of vendors. APl accepts query param $skip to get the next page response.

Parameters

Name

request *

(body)

Description
request
Example Value Mode!

{
"smVendorIds": [
"string”
1,
"businessUnitList": [
"string"”
1e
"categoryList": [
"string”

1.
"outputFormat": "CSV",

"preferredLevelList": [
0

1r

"qualificationStatusList": [
"Unknown"

1:

"regionList": [
"string”

do

“registrationStatusList": [
"Unknown"
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Supplier Data API with Pagination: Z® API %
{EAY 5&. SAP Ariba Supplier Lifecycle and
Performance F£71=[& SAP Ariba Supplier
Information and Performance Management (¥L
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R, &8, 5. @BEIRR. ERSIEOFMGE
DY T4V T—RERETDI4T7 b TTY)
r—a EERT AIENTEET,

H A 421, [Developer (BIFE)] $Ai >
[Supplier Management (754 &EE)] 12585
9 5&. FIFATIRE/L APl R TEET (BEDE
BIIZRRESNET), Supplier Data API with
Pagination WT/RENTLVET,

SM R4 D &, Risk Category Information API
for Supplier Risk Exposure Z#EHALTHT51¥L
RNIVDEREEET H=-OITBELGT—E QR F
T,

HITZ14YD SM RUF 1D #BRIGT DI
Supplier Data API with Pagination Z{#ERALE Y
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Supplier risk administration

HOME  SUPPLERRISK  SUPPLERMAMAGEMENT  MORE..v

M admin lrk

HOME SUPPLIER RISK

SUPPLIER MANAGEMENT MORE... v

Import supplier-related data

File type: Suppliers

Import data such as suppliers, supplier contacts, preferred suppliers, and sourcing factory data.

mport Import summary

lad a sample file to see its format. Sample file *

{ly available data

port

Export

Choose File No file chosen
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o [HFTSANYAR—T 1225 DEITRIR] LER—FSE:
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Risk Category Information API for Supplier Risk Exposure [Z&Y. 7\ —I[d. SAP Ariba Supplier Risk D777/ )L CEHRIN TS YT
FAVICHTIAVLRILDT—E3EEBMT 5 EMTEFTS,

SAP Ariba APIs
) ANALYTICS ~ ARIBANETWORK  C9DRGF  CATALOG ECTPR  KNKNS7  NETWORK SUPPLIERS ~ PROCUREMENT RB 1 JURCIN U EMI
&
REST Ri : F—
o isk Category Information API for Supplier Risk Exposure

Risk Category Information API for Supplier Risk Exposure

The Risk Category Information API for Supplier Risk Exposure allows buyers to add supplier level data to suppliers monitored in SAP Ariba Supplier Risk profiles.

For complete documentation of this API, see Risk Category Information APl for Supplier Risk Exposure.
Rate Limit (Requests): 5/second, 300/minute, 18000/hour

Release Notes

This is the first version.
Environment Details

Environment Description Value

Sandbox (Mockbox) URL Sandbox environment with mock sample data. This is not your hitps://openapi.qa.cobalt.ariba.com:8443/api/risk-category-information/v1/sandbox

test or pro

nvironment.

Production & Test URL Runtime URL to access your test and production realm https://openapi.qa.cobalt.ariba.com:8443/api/risk-category-information/v1/prod

environments
OAuth Server URL Prefix

QAuth Server used by the Cloud Business Applications. https://svescdevimobile.scl-labl.ariba.com

Detailed Documentation | Download A

Schemes

HTTPS
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Compliance Data APl Compliance Data AP allows buyers o add external compliance data to the supported risk categories for existing suppliers in SAP Ariba Supplier Risk

/suppliers/{smVendorId}/compliances Adds compliance data to the supported risk categories for a specified supplier

This operation will add compliance data for a single supplier. If the supplier does not already have compliance data, the new data is created. If the supplier already has compliance data, it is
updated.

Parameters

[suppliers/{snVendorId}/compliances Replaces compliance data in the supported risk categories for a specified supplier

This operation will replace complianca data for a single supplier. To delete the existing compliance data for a specified supplier, send an empty response body. To replaca the existing compliarice
data for a specified supplier, send the replacment data in the response body.

Parameters

© 2021 SAP SE or an SAP affiliate company.All rights reserved. | CONFIDENTIAL
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Risk Category Information API for Supplier Risk Exposure

Z‘--";:."

ComplianceData ¢
sanctionIndicatorStatus string

Enum:

Array [ 4 ]
watchlistIndicatorStatus string

Enum:

Array [ 4 ]

supplierScreenedAt string

note string

evidences [Evidence ¢
uniqueld string
source string
provider string
penaltyAmount integer
isoCurrencyCode string
url string
effectiveStartDate string
effectiveEndDate string

supportingIndicatorStatus string

note string

H
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Evidence ¢
uniqueld string
source string
provider string
penaltyAmount integer
isoCurrencyCode string
url string
effectiveStartDate string
effectiveEndDate string

supportingIndicatorStatus string

note string

=tHH: Risk Category Information API for Supplier Risk Exposure

NI AVTSATURT—ET4—ILK
EEDTA—TVLDHITT,

L, ST —2EER LUV TA—TY
rDBITT,

18




27BH: Risk Category Information API for Supplier Risk Exposure

HERE D B TR 38

SAP Ariba Developer Portal DfERAEICEAT 5 HHR—rEL T, LT O KSGERBEMNRE SN TIOET,

« A—H—TFhHHOUrEERTEL. Developer Portal TERT 37— avw &89 5h5%

- FIATEEL: API T 57TV r—a a1k T 5HEDFIE

« OAuth FBEER—2ILEHAHAL AL

SAP Ariba Developer Portal DNV THAREFERAL TSV, COHARIZIE LTOUIONLTIEATEET,

https://help.sap.com/viewer/b61dd8c7e22c4fe489f191f66b4c48d6/cloud/en-US/8907b13c87e240639be8f546251bl1e35.html
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LUTIX, 20O API OFERBICRRINAAREEDHIIS—Avt—CD—ETT . UTORERIE. AV TSATURT—REEBH T H1-8HIZ. Risk
Category Information API for Supplier Risk Exposure (213 39T DREBEZ R T ARIFERLED,

Error Message Description
code
400 Realm name should not be empty The query URL doesn’t specify your realm. Construct a new query URL including the realm name and retry your request.
400 Body for PATCH cannot be null / empty Your JSON request body must have data. PATCH creates compliance data for suppliers that don't have any, and updates
compliance data for suppliers that already have some.
400 Could not find supplier with smVendorId XXX in realm YYY The specified realm doesn’t contain a supplier with the specified SM Vendor ID. Check to make sure the specified realm
name and smVendorlD are correct, then resubmit your request.
400 You cannot submit more than 108 evidences at a time Your JSON request body specifies too much evidence. The maximum amount of evidence for compliance data in a single
request is 100. Split your request into multiple requests with no more evidence than 100.
400 Please check the value of sanctionIndicatorStatus, value should not be null/empty. Accepted values Your JSON request body is missing the status that tells you if a SANCTION was found for the supplier. Add one of the
are: VIOLATION_FOUND, VIOLATION_NOT_FOUND, VIOLATION_EXPIRED, NOT_SCREENED. accepted values.
400 Please check the wvalue of watchlistIndicatorStatus, value should not be null/empty. Accepted values Your JSON request body is missing the status that tells you if the supplier is on a WATCHLIST. Add one of the accepted
are: VIOLATION_FOUND, VIOLATION_NOT_FOUND, VIOLATION_EXPIRED, NOT_SCREENED. values.
400 Invalid supplierScreenedAt. Required date format is yyyy-MM-dd Your JSON request body specifies an invalid date format for supplierScreenedAt. The valid date format is yyyy-MM-dd.
400 Invalid effectiveStartDate. Required date format is yyyy-MM-dd Your JSON request body specifies an invalid date format for effectiveStartDate. The valid date format is yyyy-MM-dd.
400 Invalid effectiveEndDate. Required date format is yyyy-MM-dd Your JSON request body specifies an invalid date format for effectiveEndDate. The valid date format is yyyy-MM-dd.
400 Realm ¥YY in the request does not match with realms in the token. Available realms in token are The specified realm in your request doesn’t match the list of realms from the token. Change the realm in your request to
*AAA,BBB,CCC” one of the available realms in the token.
400 Realm ¥YYY in the request is not available in SR. The specified realm in the request isn't available in your supplier risk system.
400 Please check the realm in request. Realm value should not be null or empty. The specified realm in your request can’'t be empty. Add the realm in your request.
400 Error parsing Json request body. Error at line: x column: y There's an error in the data of your JSON request body. Correct the data in the line and column location.
400 supplierScreenedAt should not be a future date Your JSON request body specifies an invalid date for supplierScreenedAt. The date you screened the supplier for
compliance data can't be in the future. Change the date and resubmit.
400 Invalid parameter smVendorId The query URL has an incorrect smvendorId. Correct the SM Vendor ID and resubmit your request.
500 Error deleting compliance data Resubmit your request later.
500 Error inserting compliance data Resubmit your request later.
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HITSA4vTaT7AILIC FL [REBSLVE] 27
NEASNTLET,
ZDRAIVIZIE., /31 —H Risk Category
Information API for Supplier Risk Exposure % {5
Compliance Information LTH IS4 TaT7AIILICTYRR—rg5%a0T
High 547 AEERT S THBERET
|

100.0/100.0 summary of supplier Wiolation found Saund Feb 23, 2020

summary of supplier Wiolation found Violaticre an20 . [: :/70547:/X'IE§$&] ﬁﬁiﬁ (: [j: . u-F 0)'|'EHE$E 75‘\_ %
TRRSN, I —F—HDHERTELLIITG>TLE

Risk exposure Risk incidents Regulatory & legal Enriched corporate info Environmental & social Financial risk

7.
Evidence ﬁ%”ﬁ*-g—%/%*ﬁo)*ﬂigleagTé/_h
I HEE DM

Lorem ipsum dolor sit amet, consect .. Sanction ‘G0 1070.5 Mar 7, 2020 Mar 6, 2020 %*ﬁa) Eim -

ipsum dolor sit amet, consectetur .. Sanction USe Mar 7, 2020 Mar 6, 2020 X‘O\U __:/7 E ("5'7054‘\"(:§?J'L'CZ7U _:>
o | - ' IHEFENFBOBFRET)

_ e i - BRAAEOL BROYTSAYIcHLTREENT

providerName lest.org sit amet, consectetur adipiscing € .. Sanction USD 1040.5 Mt Mar 6, 2020 'l%#&@EE[:l—ﬁ—b§77tXf§6$5[:7’;”35

providerName test.org amet, consectetur adipiscing elit .. Sanction USD 1030.5 Mar 7, 2020 j—
o

providerName

providerMame

providerMame

First < Last WViewiM

Risk incidents

] Title Article date Sub-incident Source Language Feedback reported « ZY Zgg&%}gli‘ [fEﬁﬂ]EBJ:U‘}f] ATl ) 0)%2%
f nity With 5G  Aug 6, 2020 Corporate Partnership forbes.com English ,_E % il‘, 35 _g_
. COBITIE. TS VIHIBEBLHY, FEED
BT A — LR A EERELL TRESA
TWBT=8. BZEED [B] LHoTLFET,
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Risk exposure Risk incidents Regulatory & legal Enriched corporate info

Compliance Information

Regulatory & legal
. Note
High
100.0/100.0 summary of supplier
summary of supplier
Evidence

Provider Source Note
providerName test.org Lorem ipsum dolor sit amet, consect ..
providerName test.org ipsum dolor sit amet, consectetur ..
providerName test.org dolor sit amet, consectetur adipisc ..
providerName test.org sit amet, consectetur adipiscing e ..
providerName test.org amet, consectetur adipiscing elit ..

Risk incidents

Article date

[_| Title

I:I AWS And Vodafone Focuses On Unlocking Enterprise Opportunity With 5G Aug 6, 2020
And Edge Computing

l:l Vodafone's Summer Sale offers up to FIVE times the data on selected plans  Aug 6, 2020

Environmental & social

Sanction

Violation found

Violation found

Type

Sanction

Sanction

Sanction

Sanction

Sanction

Sub-incident

Corporate Partnership

Contracts

Watchlist

Violation not found

Penalty amount

USD 1070.5

USD 1060.5

USD 1050.5

USD 1040.5

USD 1030.5

forbes.com

thesun.ie

Financial risk

Screened Date

Start date End Date

Mar 7, 2020 Mar 6, 2020
Mar 7, 2020 Mar 6, 2020
Mar 7, 2020 Mar 6, 2020
Mar 7, 2020 Mar 6, 2020
Mar 7, 2020 Mar 6, 2020

First ¢ > Last Viewing: 1/2

English

English

Feedback center
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CDT—RIDBETIFEWN =, 1V —HIEHR

ZADALTUWEWMEE. COEIVIVIFEATE

RSB ENHBYET,

o TANAHY - FIBHEE/ERDOY—X

« URL - http:// E£1=1Z https:// THREDIY

o J—hF-ZHIFERBERD I —ILETT, KR
SINBEXFHIL 25 XF T, YIRADRA A
FEhtEdE. RYT7YTTEMBEREERT
BIEMTEET,

- BA®R A - ERMIBES-BF (ATRETHNIL)

s ¥TH-ERIETL-Bf (RIRETHNIL)

[JRIAVSTUN o avIclid, BB LU
SEURIATINIZRIE LT EN TS EERIL
FERNEENTT, hnld,. TS5/ TOT7
AND [VRIAVT IR BTIZRTSNDBYRY
AT URERICLEHEDTY,
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W Risk exposure

(December 01,2020) (1]
100
High
100+
75

50

254

Compliance Indicators (2) ~

« Watchlist : Violation found

* Sanction : Violation found

Asiiss
0 JS‘ :9 T T 1 T T T T 4’ 4[1/ ’\V 1 1
o o v 0 " e’ " % b b 0 (& b
rs’%@ ’%’bo te""ée b és % i % Obsf %ﬂ”? K r e%bﬁ‘» sﬁ’éﬂz erab&r e,hb@r
i’ ", "2 i o o s 2 2
M Risk exposure Regulatory & legal Environmental & social Operational Financial
Regulatory & legal (25 %) Environmental & social (25 %) Operational (25 %) Financial (25 %)
High Low Unknown Unknown

Labor compliance (1) v
Legal (1) v

Enriched corporate information
1)

v
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« COYTFAVIERRABYET .
FEE [B] NERSH. YURVREDOBERENUATOLSIZEK
ESNFET,

HIFHE = NE [F]

BEHR=mE (5]

ZEEDLEZ] X BEDRETE [2FMEYR
FEE] ITHESNTVET,

« FIRBEFEERICATIERIE. REIXIRAVREICIRE
T4—ILRELTEENTVA=O. SO DERIFERERZYE
d—o

s YITFAVITHTERY)—ZU T BNETEINTERMNRD
Mof-EE . FEEERFERICEATLERD [ZHELY
RHE] VRIATIVICHTHERELT—ERTRSINFET,

o [AVTSATURIBE] SRNLED)VITHE. HTS5/4vT0

T7AILDHFHLL FREIES KWE] 2T HFHE NA Vv —DHEM
(FEL TR LG E R TEE T
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Subject: For your information: Supplier alerts and provider evaluation updates are available in SAP Ariba Supplier Risk
IAdverse media alerts
Based on your supplier subscriptions, the below alerts are available for suppliers you are following.

Supplier name Incident type Severity Received

United Parcel Service, Inc. Regulatory Compliance Issue High June 1, 2020

Go To alerts in the Alert feed tile on the Supplier Risk dashboard.
Third-party provider
The suppliers you are following have been submitted for evaluation to a third-party provider. Below are the supplier evaluation updates from the provider.

Supplier name Provider name Risk category Received

Xpo Logistics, Inc. DNB Financial June 2, 2020

Risk Category Information API for Supplier Risk Exposure

The suppliers you are following have been updated with information provided by your buyer via the Risk Category Information API for Supplier Risk
|=xposure. Below are the suppliers that have been updated.

Supplier name Risk category Received

Xpo Logistics, Inc. Legal and Regulatory November 11, 2020

https://svcdev8ss.ariba.com/Sourcing/Main?realm=ERPCustomer to access the supplier 360° profile and see the
evaluation updates.

Suppliers may have been inactivated in SAP Ariba Supplier Management by your organization. As a result, you may
notice the following changes in your SAP Ariba Supplier Risk supplier subscriptions:

Inactive suppliers have been removed from your dashboard
Alert notification emails have been inactivated for these suppliers
These suppliers are ineligible for submission for risk evaluation by a licensed provider

To see the list of inactive suppliers, please sign in to SAP Ariba Supplier Risk at
https://svcdev8ss.ariba.com/Sourcing/Main?realm=ERPCustomer and select the inactive supplier status from the supplier
list page in the dropdown.

Thank you,
SAP Ariba Supplier Risk
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HA: Risk Category Information API for Supplier Risk Exposure

Subject: For your information: Supplier alerts and provider evaluation updates are available in SAP Ariba Supplier Risk
Adverse media alerts

Based on your supplier subscriptions, the below alerts are available for suppliers you are following.

Supplier name Incident type Severity Received

Sample Supplier 4 Regulatory Compliance Issue High December 14, 2020
Sample Supplier 5 Regulatory Compliance Issue High December 14, 2020
Sample Supplier 1 Complaint Medium December 15, 2020
Sample Supplier 2 Complaint Medium December 14, 2020

Low severity alerts are not included in this email but you can see them by clicking Go To alerts in the Alert feed tile on the Supplier Risk
dashboard.

[ Third-party provider

[Your Supplier Risk realm is enabled with licensed providers. The suppliers you are following have been submitted for evaluation however,
there are currently no updates.

Supplier name Provider name Risk category Received
No provider updates found.
Risk Category Information API for Supplier Risk Exposure

[The suppliers you are following have been updated with information provided by your buyer via the Risk Category Information API for
Supplier Risk Exposure. Below are the suppliers that have been updated

Supplier name Risk category Received
Sample Supplier 1 Legal and Regulatory December 15, 2020
Sample Supplier 2 Legal and Regulatory December 15, 2020

You can also sign in to SAP Ariba Supplier Risk by clicking this link https://svcdev8ss.ariba.com/Sourcing/Main?realm=ERPCustomer to
access the supplier 360° profile and see the evaluation updates.

Suppliers may have been inactivated in SAP Ariba Supplier Management by your organization. As a result, you may notice the following
changes in your SAP Ariba Supplier Risk supplier subscriptions:

- Inactive suppliers have been removed from your dashboard
- Alert notification emails have been inactivated for these suppliers
- These suppliers are ineligible for submission for risk evaluation by a licensed provider

[To see the list of inactive suppliers, please sign in to SAP Ariba Supplier Risk at
https://svcdev8ss.ariba.com/Sourcing/Main?realm=ERPCustomer and select the inactive supplier status from the supplier list page in the
dropdown.

I Thank you,
SAP Ariba Supplier Risk

[This is an automatically generated email. Please do not reply to this email.
© 2020 SAP SE. All rights reserved
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« [SM B MEFEITHD CSV IIVRR—MLEBZFEAL T, TS5/ E SMARUA ID Z#HT 50D T7AIVEERTHEELTEET,

+ Risk Category Information API for Supplier Risk Exposure TEIET 41FHIC. BAFER (EARDOEFESLGLE) PEFEEOELMEANFER
EEAB.BAICEYETONTOSITHRED ID PEMBHOEESLE) 28DAILEATEFEA, ZETEIDEFARIATHIEDRR

©204%&%@@@L)@m@htsreserved. | CONFIDENTIAL 27



https://developer.ariba.com/api/

