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Introducing: Risk Category Information API for Supplier Risk Exposure

Customer challenge

Tracking and alerting for risk compliance
violations is a core tenet of the SAP Ariba Risk
platform. Currently, SAP Ariba Supplier Risk
allows customers to bring in Watchlist and
Sanction screening data via a single 3" party
licensed provider integration.

Complex organizations require more options for
data sources, and Compliance Officers want to
ensure that any compliance violations
immediately flag a supplier as high risk.

Solution area

SAP Ariba Supplier Risk
SAP Ariba APIs
SAP Ariba Developer Portal
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Meet that challenge with

A new external API allows customers to bring in
compliance information such as Sanction and Watchlist
violation screening results - with supporting evidence
information - into Supplier Risk from a home grown
system or a compliance partner of their choice.

Sanction and watchlist fields are introduced as standard
fields in the risk configuration. Violations will be set as a
default setting with a weight of high for the risk exposure
calculation. When suppliers are screened and have

sanction or watchlist violations, overall and the legal and
regulatory exposure can be configured to be high (100).

Sanctions and Watchlist screening information that is
brought in via this APl will be now presented in a new
regulatory and legal tab within the supplier profile.

Implementation information

This feature is automatically on for all customers with
the applicable solutions and is ready for immediate use.

Experience key benefits

Customers now have the flexibility to include a variety
of data sources in their SAP Ariba Risk application -
including data from standard and add-on licensed
providers plus custom fields through the external API.

Sanction and watchlist violations are now standard
fields, contributing to the risk exposure and mapped to
the legal and regulatory risk category.

By default, sanction and watchlist violations will
influence risk exposure to high risk (100) with the
setting of the exposure override field (see ARI-13242).

Compliance information now readily visible in a new
regulatory and legal tab within the supplier profile.

Prerequisites and Restrictions

The customer must have an entitlement to SAP Ariba
Supplier Risk.
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Customer implementation teams will enable this feature through a series of three tasks:

Step 1: Risk configuration:

The Supplier Risk Manager must create and activate a new draft of the risk configurator. This will present the new fields for sanction, watchlist and exposure override.
These fields will have default settings for the exposure override field. This activation must be completed prior to pushing any supplier level data via the Risk Category
Information API for Supplier Risk Exposure.

The weight field for sanction and watchlist is set to HIGH by default.

When utilizing the exposure override (see ARI-13242), the corresponding risk category MUST be contributing to the risk exposure. The category weight must be set to
1% or higher.

Step 2: Risk category information API for supplier risk exposure API configuration:

Log into the developer portal to access the API: https://developer.ariba.com/api/ - users can log into their existing account or create a new account by following the login
instructions

SM VENDORID is the unique identifier that is required to import supplier-level information via the Risk Category Information API for Supplier Risk Exposure. The
customer must identify suppliers via the SM VENDORID. Several options exist for exporting SM VENDORIDs

The Supplier Data API with Pagination can be utilized to retrieve valid supplier SM Vendor IDs.
A manual CSV export process from SM Admin area creates a file to identify suppliers and their SM VENDOR IDS
SLP customers may use the Manage->Supplier Data Snapshots to download the onboarding report which contains all vendor ids as well

The information you submit in the Risk Category Information API for Supplier Risk Exposure cannot include personal information (such as personal phone numbers) or
sensitive personal information (such as birth dates, government ID, or financial account numbers assigned to individuals). You can only submit publicly available business
information.

Step 3: Display of data in the Supplier Risk user interface:

Compliance information imported via API will be presented in the SAP Ariba Risk user interface on a new Regulatory and Legal tab
Sanction and/or watchlist violations will be contributing factors and listed in the risk exposure tab of the supplier profile

Based on the default settings of the risk exposure, sanction and/or watchlist violations will drive the risk exposure to a High exposure (100) for the suppliers with
violations
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Step 1: Configure Risk Exposure
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Reparts

mport data

Configure alerts

Customize supplier alerts

Content and senvice providers

Adverse media feedback center

Preparation for template upgrade

Manage upgrades

Configure periodic reviews

Supplier risk administration

Standard fields

Field source

Standard

Supplier risk exposure
API

Supplier risk exposure
API

Name: CompliancePITest12 /

* Anew Exposure feature is
introduced; which overrides the
standard exposure calculation
when selected.

Activate

‘ Save || Cancel

Select from the Overall risk

Field configuations exposure or Risk category
exposure options
+ By default, Sanction and Watchlist
) field exposure override is set to
Field Risk category Field type Field value Weight Threshold order Less than Greater than Exposure override ' Overall exposure
Judgement count Operational 42 | | Numeric v Low v | Safertoriskier gy | | 1 - None \Y; Overall risk exposure will set the
i A T P - : Overall and Category exposure
- egulatory &1y ext v | | Violation foun ig v v one v .
- to HIGH when the supplier has a
. Nore ’ contributing factor of high risk.
Watchst Reguiatory &1 2 | | Text v | | Violation found High v v

Risk Category exposure will set
the category only exposure to
HIGH.

Risk category exposure

» As afirst step, the Risk Manager should create a new draft of the risk configurator to display
the new standard sanction and watchlist fields and the exposure override field.
+ Sanction and watchlist fields have been introduced as standard fields to the risk

configurations and are mapped to the Regulatory and legal risk category.
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Weight is set to HIGH,; this is a
required setting when selecting the
exposure override field. This will
impact the exposure to 100.
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Suppler risk administration

API

Reports
Configure risk exposure { Back Name: ComplianceAPITest1? /
Cancel

Import data
Configure lerts

DEERTIE  Category weights Fedonfgrtons OO -
Customize supplier alerts

. Standard fields

Content and service providers ?
Adverse media feedback ceter Field source Field Risk category Field type Field value Weight Threshold order Less than Greater than Expostre overide '
e e Standard Judgement count ‘ Operational v} ‘ Numeric v} ‘ Low v ‘ ‘ Salertoriskier |\ ‘ ‘ 1 ‘ ‘ 4 ‘ ‘ None VJ
Manage upgades Supplie isk exposure  Sancfion ‘ Regulatory & v‘ ‘ Tei v‘ ‘ Violation found ‘ ‘ High V‘ ‘ V‘ Risk category

] \ ,\ ' \ 2 '
Configure periodic reviews ’ o . o . \

more than zefo to override risk exposure
calculations,
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When settings are not correct
Risk managers will see the
respective tab turn Red.

The error must be corrected
before the version of the risk
configuration can be save
and activated.

When setting the exposure
override field, the
corresponding risk category
MUST be contributing to the
risk exposure on the
Category Weight tab.

The Regulatory and legal
category must have a weight
of at least 1%.

The error may appear on the
second page of the standard
fields; user may need to view
page 2/2 to view error.
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Supplie isk administration Sanction and watchlist fields are preset to one of the
- Field : Sanction available 4 values. Sanction and watchlist violations
i ek [Py e are the only contributor. to t_he risk exposure {ind are
i — set as the default contributing factor with a high
. B == = 5 influence to the risk exposure. This High weight
o : caegoyvegns | PR cannot be changed.
Gt s s St ek ol i The 4 values that a buyer can provide for
e e ok e Feldsouce eshodorer  Les tan : compliance screening are listed here. This
T Sandad udgement ot S — - weroinis ] [ 1 : information will be presented in the regulatory and
- e T = T T o T Y e legal tab of the supplier profile.
API
R, T = e e o o — Vjola_tion found-. supplier scrfeened and a
i violation of sanction or watchlist was
found. This scenario impacts risk exposure
suplier isk acministration with High weight by default.
Violation not found- supplier was screened
o Field : Watchlst [sne | cocet | e | but no violation of a sanction or watchlist was
found. There is no impact to risk exposure for
conferesers Feldd  ievee Rik (Lo, M-mecium, Hoigh) this status.
S—— sanded el . ] Supplier screened and not found- the
TV— Pt soce — Rt ¢ O st Vesguy | | Sedosr  lesten e o supplier was screened but the entity was not
e s dgenencout = ==l B : N v found in the database. There is no impact to
T s St - - - JL v Rkt | v risk exposure for this status.
B ) ot [v] [ Jv) (oot ) (W v v (e [ Supplier not screened- the buyer has not
screened the supplier for compliance
- = | e violations. There is no impact to risk exposure

for this status.
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< Back Name: DS_TEST_ 1 #
and above which a supplier should be considered risky for the field for risk exposure S
calculations. ’)
(a) Safer to riskier — indicates value below ‘less than' has LOW impact and above ™
Data Sources T ‘greater than' has HIGH impact and in-between value has medium impact. L . When a user C|ICkS the ’) the h8|p
b) Riskier to safer — indicates values below ‘less than' has HIGH impact and above H H
© A . - en e information screen opens where a user
‘greater than' has LOW impact and in-between value has medium impact. i A
Standard fields It is defaulted to option (a) can access information about any tab of
e Less than value 1 1 1
Field source Field « Greater than value eshold order Less than Greater than the rISk Conflguratlon'
] o Exposure override field - When enabled, it overrides the risk exposure calculation and ° The exposure Override information has
Standard Number of lawsuit f
changes the weight of the selected field to High. When a supplier has a contributing afertoris |« ] [ 0 ] L 1 P .
factor of High risk for one of these fields, the score will automatically be set to 100. been added tO the Standard f|8|dS!
il : . n . . . . - - - - -
Standard Country risk score (a) Overall risk exposure — Set High risk exposure for the supplier overall risk exposure iskier to s__sws licensed fields and custom field section in
and risk category exposure = | h | - f t t
Standard Number of liens (b) Risk category exposure — Set the risk exposure to High for the risk category. afertoris =\ ] [ 5 ] [ 7 oniine help information section.
(c) None — Standard risk exposure calculation applies
Standard Years since Please refer to the examples below for the ‘less than value and greater than value' fields: iskier tos |\ ] [ 1 ] [ 7
bankruptcy o If the threshold type is saferToRiskier then anything less than 2 is low, between 2 and 4
is medium and above 4 is high.
Standard UCC filing count o |If the threshold type is riskierToSafer then anything less than 2 is high, between 2 and 4 afertoris = ] [ 5 ] [ 10
is medium and above 4 is low.
Licensed fields are defined as those fields that are contributing factors from a licensed 3rd party First <
provider. This information will be available for Compliance and Financial data and onlv
Licensed fields
Cancel
Field source Field ashold order Less than Greater than
Financial MORE score - current [ Financial | s ] [ Text v ] [ D,C,CC,CCC,B,Bi ] [ High v ] [ v ]
Financial MORE credit limit - [ Financial | ] [ Numeric v ] [ None v ] [ Riskiertos | s ] [ 500000 ] [ 1000000
current
Financial MORE probability of [ Financial v ] [ Numeric v ] [ None v ] [ Safertoris = N\ ] [ 10 ] [ 50
default
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Step 2:
Configure Risk Category Information API for Supplier Risk
Exposure —
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< C (@ @ developerariba.com/api/home hx¢ v e ‘

SAP SAPAribaAPIs

In order for customers to view the External API; Risk Category Information
API for Supplier Risk Exposure; Compliance, they should use this link:
https://developer.ariba.com/api/

SAP Ariba APls

The customer can either use their credentials to log in, or click the “sign up”
link if they do not have an account.

4 X% N %N
B— — > — »h \Vk'\_ ‘

Data center

Already have a SAP Connect SSO login?

Build powerful domain specific applications to address your customer needs using a

rich environment and user friendly tools offered by SAP Ariba.
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SAP  SAP Ariba APIs-US

Help v Lisa Gangewere v

REST

Supplier Data APl With Pagination

tive) ¥

“?l Once the customer has signed in, they should
navigate to Developer Area -> Supplier
Management to view the available APIs (found on
the left hand of the screen)

&

Release Notes

Environment Details

Environment Description Value

(found on the left hand of the screen)

Natailad NAar " AR
Detailed Documentation

Schemes

HTTPS

11
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REST

External Approval API for Sourcing and Supplier

Management

Questionnaire Details-Kept for backward
compatibility only

Risk Category Information API

Supplier Data API

Supplier Data API With Pagination

Supplier Data APl With Pagination

/vendorDataRequests/ This API will fetch all the Vendor details

Parameters

Name

request *

(body)

This API will fetch all the vendor details in increments of 500 vendars per page in either JSON or CSV specified in request body. Optionally you can pass on
additional filter parameters to get only a subset of vendors. API accepts query param $skip to get the next page response.

Try it out

Description
request
Example Value Mode!

{
"smVendorIds": [
"string”
1e
"businessUnitList": [
"string”

1s
"categoryList": [

"string”
1.
"outputFormat": "CSV",
"preferredLevelList"”: [
]
1.
"qualificationStatusList”: [
"Unknown"
1s
"regionList": [
"string”
1.
"registrationStatusList": [
"Unknown"
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» Supplier Data APl with Pagination: Using this

API, you can create a client application to retrieve
supplier data from your SAP Ariba Supplier
Lifecycle and Performance or SAP Ariba Supplier
Information and Performance Management (new
architecture) solution, including supplier names,
addresses, registration, qualification, and
preferred statuses, and questionnaire details.

Once the customer has signed in, they should
navigate to Developer Area -> Supplier
Management to view the available APIs (found
on the left hand of the screen). The Supplier
Data API with Pagination is displayed

SM VENDORID is the unique identifier that is
required to push supplier level information via the
Risk Category information API for Supplier Risk
Exposure.

The Supplier Data API with Pagination should be
utilized to fetch supplier SM Vendor ID.

12
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- Risk Category Information API for Supplier Risk Exposure

Supplier risk administration

M admin link

Link to SM admin

Configure sk expesure

HOVE  SUPPLERRISK  SUPPLERMAMAGEMENT  WORE..v

SUPPLIER RISK

ERMANAGEMENT ~ MORE...v

Import supplier-related data

File type: Suppliers

Import data such as suppliers, supplier contacts, preferred suppliers, and sourcing factory data.

mport mport summary
\ad a sample file to see its format. Sample file

tly available data Export

Choose File | No file chosen

Click Data import or export.
Depending whether you use SLP or SIPM, from the File type dropdown choose one of the following:
If you use SLP, choose Suppliers.

If you use SIPM, choose Suppliers from Sourcing

© 2021 SAP SE or an SAP affiliate company. All rights reserved. | CONFIDENTIAL

A customer may also manually create an export CSV file to
obtain a list of all suppliers and their SM VENDOR ID’s from
their realm.

From the dashboard, navigate to SM Administration. Available
paths depend on the groups to which your user belongs.

In sites that include SM Administration, members of the SM
Ops Administrator, SM ERP Admin, or Customer
Administrator group can select Manage SM Administration.

Members of the Supplier Risk Manager group can access SM
Administration from the SAP Ariba Supplier Risk dashboard:

click the gear-shaped settings icon, then choose Import
data Link to SM admin.

Click Export to generate a CSV file.
You can find the SM vendor ID for each vendor in this file.

13
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SLP customers may use the Manage->Supplier Data Snapshots to download the onboarding report which contains all vendor ids.

Please access the information links below for detailed information related to the Supplier Data Snapshot report

* How to run supplier onboarding supplier reporting:
https://help.sap.com/viewer/f081c6c38fb7466a84d746a7998bfeOe/cloud/en-US/00736bc3df2944ad9bed8815chb7df76a.html

» Supplier Onboarding Progress report reference:
https://help.sap.com/viewer/f081c6c38fb7466a84d746a7998bfe0e/LATEST/en-US/cbh16676b27f04624b9d6cac0fd588924.html

© 2021 SAP SE or an SAP affiliate company. All rights reserved. | CONFIDENTIAL
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https://help.sap.com/viewer/f081c6c38fb7466a84d746a7998bfe0e/cloud/en-US/00736bc3df2944ad9bed8815cb7df76a.html
https://help.sap.com/viewer/f081c6c38fb7466a84d746a7998bfe0e/LATEST/en-US/cb16676b27f04624b9d6cac0fd588924.html

Step 2:
Configure Risk Category Information API for Supplier Risk
Exposure
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The Risk Category Information API for Supplier Risk Exposure allows buyers to add supplier level data to suppliers monitored in SAP Ariba
Supplier Risk profiles.

SAP  sAPAriba APIs

& ANALYTICS  ARIBA NETWORK CIDRGF  CATALOG ECTPR KNKNS7  NETWORK SUPPLIERS ~ PROCUREMENT  QO0Z1SC RBX892  STRATEGIC SOURCING SUPPLIER MANAGEMENT
& . .

* Once the customer has signed in,
B REST Risk Category Information API for Supplier Risk Exposure they should navigate to Developer

Risk Category Information API for Supplier Risk Exposure

oo Area -> Supplier Management to
view the available APIs (found on
the left hand of the screen). The

The Risk Category Information API for Supplier Risk Exposure allows buyers to add supplier level data to suppliers monitored in SAP Ariba Supplier Risk profiles.

For complete documentation of this API, see Risk Category Information API for Supplier Risk Exposure RlSk Category |nf0rmati0n API for
Rate Limit (Requests): 5/second, 300/minute, 18000/hour SUDp”er R|Sk EXpOSUI’e iS

displayed.

Release Notes

This is the first version.

Environment Details

Note: With the release of the Risk

Environment Description Value K i
i ) e R o S Category Information API for Supplier
Sandbox (Mockbox) URL Sandbo nment with mock sample data. This is not your https://openapi.qa.cobaltariba.com:8443/api/risk-category-information/v1/sandbox . i

test or production environment R|sk Exposure’ the R|Sk Category
Production & Test URL Runtime URL to access your test and production realm https://openapi.qa.cobalt.ariba.com:8443/api/risk-category-information/vl/prod |nf0rmat|0n APl |S deprecated

environments
OAuth Server URL Prefix OAuth Server used by the Cloud Business Applications https://svcscdevimobile.scl-labl.ariba.com Please begln mlgratlng any

applications deprecated APIs or

Detailed Documentation | Dorlosd A versions to version 1 of the Risk

Category Information API for Supplier

Schemes Risk Exposure instead.
-_HTTPS
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Compliance Data APl Compliance Data AP! allows buyers to add external compliance data to the supported risk categories for existing suppliers in SAP Ariba Supplier Risk

/suppliers/{smVendorId}/compliances Adds compliance data to the supported risk categories for a specified supplier

This operation will add compliance data for a single supplier. If the supplier does not already have compliance data, the new data is created. If the supplier already has compliance data, it is
updated.

Parameters

[suppliers/{snVendorId}/compliances Replaces compliance data in the supported risk categories for a specified supplier

This operation wil replace compliance data for a single supplier. To delete the existing compliance data for a specified supplier, send an empty response body. To replace the existing compliarice
data for a specified supplier, send the replacment data i the response body.

Parameters

© 2021 SAP SE or an SAP affiliate company. All rights reserved. | CONFIDENTIAL

This operation will add compliance
data for a single supplier.

If the supplier does not already have
compliance data, the new data is
created.

If the supplier already has compliance
data, it is updated.

There are some mandatory fields
required to import supplier data —
Realm name, Smvendorid and
compliance data.

This operation will replace compliance
data for a single supplier.

To delete the existing compliance data
for the specified supplier, send an
empty request body.

To replace the existing compliance
data for a specified supplier, send the
replacement data in the response
body.

17
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Risk Categary Information API for Supplier Risk Exposure

[ Version vl [Active) ¥

ComplianceData |

sanctionIndicatorStatus string

Enum:

Array [ 4]
watchlistIndicatorStatus string

Enum:

Array [ 4]

supplierScreenedAt string

note string

evidences [Evidence ¢
uniqueld string
sQurce string
provider string
penaltyAmount integer
isoCurrencyCode string
url string
effectiveStartDate string
effectiveEndDate string

supportingIndicatorStatus string

note string

This is an example of the compliance
data field definitions format

This is an example of the evidence
data definitions and format

© 2021 SAP SE or an SAP affiliate company. All rights reserved. | CONFIDENTIAL

Evidence ¢
uniqueld string
source string
provider string
penaltyAmount integer
isoCurrencyCode string
url string
effectiveStartDate string
effectiveEndDate string

supportingIndicatorStatus string

note string

18
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Detailed feature information

For help regarding how to use the SAP Ariba Developer Portal, including:
« How to set up user accounts/register applications for use on the developer portal

» Step-by-step instructions on how to create an application that consumes the APIs available
* How to incorporate the OAuth authentical portal

Please use the SAP Developer help guide found in the following link:

https://help.sap.com/viewer/b61dd8c7e22c4fe489f191f66b4c48d6/cloud/en-US/8907b13c87e240639be8f546251b1e35.html

© 2021 SAP SE or an SAP affiliate company. All rights reserved. | CONFIDENTIAL
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Introducing: Risk Category Information API for Supplier Risk Exposure

Here is a list of error messages that may be encountered when using this API. Use this information to troubleshoot your queries to the Risk
Category Information API for Supplier Risk Exposure when updating compliance data.

400

400

400

400

400

400

400

400

400

400

400

400

400

400

400

500

500

Error
code

Message

Realm name should not be empty

Body for PATCH cannot be null / empty

Could not find supplier with smVendorId XXX in realm YYY

You cannot submit more than 188 evidences at a time

Please check the value of sanctionIndicatorStatus, value should not be null/empty. Accepted walues

are: VIOLATION_FOUND, VIOLATION_NOT_FOUND, VIOLATION_EXPIRED, NOT_SCREENED.

Please check the value of watchlistIndicatorStatus, value should not be null/empty. Accepted values

are: VIOLATION_FOUND, VIOLATION_NOT_FOUND, VIOLATION_EXPIRED, NOT_SCREENED.
Invalid supplierScreenedAt. Required date format is yyyy-MM-dd

Invalid effectiveStartDate. Required date format is yyyy-MM-dd

Invalid effectiveEndDate. Required date format is yyyy-MM-dd

Realm YYY in the request does not match with realms in the token. Available realms in token are
' AAA,BBB,CCC’

Realm YYY in the request is not available in SR.
Please check the realm in request. Realm value should not be null or empty.
Error parsing Json request body. Error at line: x column: y

supplierscreenedAt should not be a future date

Invalid parameter smVendorId
Error deleting compliance data

Error inserting compliance data

Description

The query URL doesn’'t specify your realm. Construct a new query URL including the realm name and retry your request.

Your JSON request body must have data. PATCH creates compliance data for suppliers that don't have any, and updates
compliance data for suppliers that already have some.

The specified realm doesn’t contain a supplier with the specified SM Vendor ID. Check to make sure the specified realm
name and smVendor|D are correct, then resubmit your request

Your JSON request body specifies too much evidence. The maximum amount of evidence for compliance data in a single
request is 100. Split your request into multiple requests with no more evidence than 100.

Your JSON request body is missing the status that tells you if a SANCTION was found for the supplier. Add one of the
accepted values.

Your JSON request body is missing the status that tells you if the supplier is on a WATCHLIST. Add one of the accepted
values.

Your JSON request body specifies an invalid date format for supplierScreenedAt. The valid date format is yyyy-MM-dd.
Your JSON request body specifies an invalid date format for effectiveStartDate. The valid date format is yyyy-MM-dd.
Your JSON request body specifies an invalid date format for effectiveEndDate. The valid date format is yyyy-MM-dd.

The specified realm in your request doesn’t match the list of realms from the token. Change the realm in your request to
one of the available realms in the token.

The specified realm in the request isn’'t available in your supplier risk system.
The specified realm in your request can’'t be empty. Add the realm in your request.
There's an error in the data of your JSON request body. Correct the data in the line and column location.

Your JSON request body specifies an invalid date for suppliersScreenedAt. The date you screened the supplier for
compliance data can't be in the future. Change the date and resubmit.

The query URL has an incorrect smvendorId. Correct the SM Vendor ID and resubmit your request.
Resubmit your request later.

Resubmit your request later.

© 2021 SAP SE or an SAP affiliate company. All rights reserved. | CONFIDENTIAL
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Step 3.
Data Displayed in the Supplier Risk User interface
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Risk exposure Risk incidents

Regulatory & legal

High

100.0/100.0

Evidence

Provider Source
providerName testorg
providerName test.org
providerName test.org
providerName test.org
providerName test.org

Risk incidents

Regulatory & legal

Enriched corporate info

Compliance Information
Note
summary of supplier

summary of supplier

MNote

Lorem ipsum dolor sit amet, consect ..
ipsum dolor sit amet, consectetur ..
dolor sit amet, consectetur adipisc ..
sit amet, consectetur adipiscing e ..

amet, consectetur adipiscing elit ..

Title Article date
one Focuses On Unlocking Enterprise Opportunity With 5G = Aug 6, 2020

L £ IMPUting
Vodafone's Summer Sale offers up to FIVE times the data on selected plans  Aug 6, 2020

Environmental & social

Sancie

Violation found

Vielation found

Sanction

Sanction

Sanction

Sanction

Sanction

Sub-incident

Corporate Partnership

Contracts

Financial risk

Watchlist Screened Date
aund Feb 23, 2020
Violatiche 2020,
First
Penalty amount Stan date End Date
S0 1070.5 Mar 7, 2020 Mar 6, 2020
USe Mar 7, 2020 Mar 6, 2020
UsD 1050.5 2020 Mar 6, 2020
USD 1040.5 M Mar &, 2020
UsSD 10205 Mar 7, 2020
First Last Viewl T
Source Language Feedback reported
forbes.com English
thesun.ie English

Feedback center

© 2021 SAP SE or an SAP affiliate company. All rights reserved. | CONFIDENTIAL

A new Regulatory & legal tab was introduced to the
Supplier profile

This tile will include all compliance evidence
information the buyer pushes into the supplier
profile using the Risk Category Information API for
Supplier Risk Exposure

Compliance information area provides information
that will allow the user to view a list of:
summary notes for the sanction and/or watchlist
Sanction detall
Watchlist detail
Screened at date which provides a date stamp
of when the supplier was screened
Over time the user will be able to access the
history of the information that has been provided
for each individual supplier.

This Risk exposure represents the Regulatory &
legal category exposure

In this example, the exposure is HIGH because the
supplier has a sanction and the override exposure
field was set as a default

22



Introducing: Risk Category Information API for Supplier Risk Exposure

Risk exposure

High

Evidence
Provider
providerName
providerName
providerName
providerName

providerName

100.0/100.0

Risk incidents

Regulatory & legal

Source

test.org

test.org

test.org

test.org

test.org

Risk incidents

Title

Regulatory & legal

Enriched corporate info

Compliance Information
Note
summary of supplier

summary of supplier

Note

Lorem ipsum dolor sit amet, consect ..
ipsum dolor sit amet, consectetur .
dolor sit amet, consectetur adipisc ..
sit amet, consectetur adipiscing e ..

amet, consectetur adipiscing elit .

Article date

AWS And Vodafone Focuses On Unlocking Enterprise Opportunity With 5G Aug 6, 2020

And Edge Computing

Vodafone's Summer Sale offers up to FIVE times the data on selected plans  Aug 6, 2020

Environmental & social

Sanction

Violation found

Violation found

Type

Sanction

Sanction

Sanction

Sanction

Sanction

Sub-incident

Corporate Partnership

Contracts

Financial risk

Watchlist

Violation not found

Penalty amount

USD 1070.5

USD 1060.5

USD 1050.5

USD 1040.5

USD 1030.5

forbes.com

thesun.ie

Start date

Mar 7, 2020

Mar 7, 2020

Mar 7, 2020

Mar 7, 2020

Mar 7, 2020

First

English

English

Screened Date

I'4

Feedback center

>

End Date

Mar 6, 2020

Mar 6, 2020

Mar 6, 2020

Mar 6, 2020

Mar 6, 2020

Last Viewing: 1/2

© 2021 SAP SE or an SAP affiliate company. All rights reserved. | CONFIDENTIAL

The Evidence section of this tab summarizes
the details supporting the sanction and/or
watchlist for this supplier and is displaying
information for reference.

The data is not mandatory and therefore, if the
buyer has not included information this section
may be blank.

* Provider- source of the sanction/watchlist

* URL - a link that should start with http:// or
https://”.

* Note- this is a freeform field and will display
25 characters, the user can hover to see the
popup for more information.

« Start date - if available, the date the violation
began

« End date - if available, the date the violation
ended.

The Risk incident section includes the adverse
media that is mapped to the Regulatory and
legal risk category. These are the same risk
incidents that appear in the risk incidents tab of
the supplier profile.
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W Risk exposure

(December 01,2020) [i]

100
High—
100+
754
504
254

resssssd
0 T T T

T T T
S Se Se Se 0 0
e? 7 Pt ey %, %,
&, . s &) ON b6, bg,

,06'

M Risk exposure Regulatory & legal

Regulatory & legal (25 %)

100 1

High Low

Environmental & social (25 %)

Compliance Indicators (2) A Labor compliance (1) v

Legal (1) v
« Watchlist : Violation found egal (1)

Enriched corporate information
(1)

v

 Sanction : Violation found

b, K b,
€ 2 € 2 e 2> Og 24

(8 0

Environmental & social M Operational

0

Unknown

Operational (25 %)

T T
A,
O Org,
’77(,@, 'b/,s,
%

Financial

T T 1

A
O,,@,b Ol,slh
e, e,
s 2 29

Financial (25 %)

0

Unknown
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* In this example, the overall Risk exposure is High (100)
and Legal & regulatory exposure is High (100).

* Supplier has a violation.

The High risk exposure is generated The risk configuration
default settings are set to:

Sanction = High weight
Watchlist = High weight
Exposure override is defaulted to Overall

* A Sanction or Watchlist violation is a contributing factor
since they are now a standard field in the risk configuration.

* When a supplier is screened with violation found, the
Sanction or watchlist violation will be listed as a contributing
factor to the Legal & regulatory risk category

» Auser will be able to click the “Compliance Indicator” label
and will be taken to the new regulatory and legal tab of the
supplier profile to view the supporting evidence provided by
the buyer.
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Subject: For your information: Supplier alerts and provider evaluation updates are available in SAP Ariba Supplier Risk

I Adverse media alerts
Based on your supplier subscriptions, the below alerts are available for suppliers you are following.
Supplier name Incident type Severity Received

United Parcel Service, Inc. Regulatory Compliance Issue High June 1, 2020

(Go To alerts in the Alert feed tile on the Supplier Risk dashboard.

Third-party provider

[ The suppliers you are following have been submitted for evaluation to a third-party provider. Below are the supplier evaluation updates from the provider. ° Suppller R'Sk users WhO are fO”OW|ng
Supplier name Provider name Risk category Received Supp“ers that are updated with Risk
Xpo Logistics, Inc. DNB Financial June 2, 2020 _C:ategory |n'-f0rmati0r-] WI” re(_:eive

information in the daily email

(Risk Category Information API for Supplier Risk Exposure nOtIflcatlonS tha‘t the Suppller has .

I _ _ . , _ , _ , o been updates with data from the Risk
"he suppliers you are following have been updated with information provided by your buyer via the Risk Category Information API for Supplier Risk

Exposure. Below are the suppliers that have been updated. Category |nf0rmati0n API for Supp“er
Supplier name Risk category Received R|Sk EXpOSure
Xpo Logistics, Inc. Legal and Regulatory November 11, 2020

https://svcdev8ss.ariba.com/Sourcing/Main?realm=ERPCustomer to access the supplier 360° profile and see the
evaluation updates.

Suppliers may have been inactivated in SAP Ariba Supplier Management by your organization. As a result, you may
Nnotice the following changes in your SAP Ariba Supplier Risk supplier subscriptions:

Inactive suppliers have been removed from your dashboard
Alert notification emails have been inactivated for these suppliers
These suppliers are ineligible for submission for risk evaluation by a licensed provider

[To see the list of inactive suppliers, please sign in to SAP Ariba Supplier Risk at
https://svcdev8ss.ariba.com/Sourcing/Main?realm=ERPCustomer and select the inactive supplier status from the supplier
list page in the dropdown.

' Thank you,
SAP Ariba Supplier Risk

© 2021 SAP SE or an SAP affiliate company. All rights reserved. | CONFIDENTIAL
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Subject: For your information: Supplier alerts and provider evaluation updates are available in SAP Ariba Supplier Risk

JAdverse media alerts

Based on your supplier subscriptions, the below alerts are available for suppliers you are following.

Supplier name Incident type Severity Received

Sample Supplier 4 Regulatory Compliance Issue High December 14, 2020
Sample Supplier 5 Regulatory Compliance Issue High December 14, 2020
Sample Supplier 1 Complaint Medium December 15, 2020
Sample Supplier 2 Complaint Medium December 14, 2020

Low severity alerts are not included in this email but you can see them by clicking Go To alerts in the Alert feed tile on the Supplier Risk
dashboard.

[Third-party provider

Your Supplier Risk realm is enabled with licensed providers. The suppliers you are following have been submitted for evaluation however,

there are currently no updates. » Supplier Risk users who are following
Suppiier name Provider name Risk category Received suppliers that are updated with Risk
No provider updates found. Category Information will receive
Risk Category Information API for Supplier Risk Exposure information in the daily email
notifications that the supplier has
been updates with data from the Risk
Supplier name Risk eategory Recetved Category Information API for Supplier

Sample Supplier 1 Legal and Regulatory December 15, 2020 .
Risk Exposure

[The suppliers you are following have been updated with information provided by your buyer via the Risk Category Information API for
Supplier Risk Exposure. Below are the suppliers that have been updated

Sample Supplier 2 Legal and Regulatory December 15, 2020

[You can also sign in to SAP Ariba Supplier Risk by clicking this link https://svcdev8ss.ariba.com/Sourcing/Main?realm=ERPCustomer to
laccess the supplier 360° profile and see the evaluation updates.

Suppliers may have been inactivated in SAP Ariba Supplier Management by your organization. As a result, you may notice the following
changes in your SAP Ariba Supplier Risk supplier subscriptions:

- Inactive suppliers have been removed from your dashboard
Alert notification emails have been inactivated for these suppliers

- These suppliers are ineligible for submission for risk evaluation by a licensed provider

[To see the list of inactive suppliers, please sign in to SAP Ariba Supplier Risk at
https://svcdev8ss.ariba.com/Sourcing/Main?realm=ERPCustomer and select the inactive supplier status from the supplier list page in the
dropdown.

[ Thank you,
SAP Ariba Supplier Risk

[This is an automatically generated email. Please do not reply to this email.
© 2020 SAP SE. All rights reserved
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Detailed feature information and best practices

© 2021 SAP SE or an SAP affiliate company. All rights reserved. | CONFIDENTIAL

As a first step, the Supplier Risk user with Risk Manager permissions should create a new draft of the risk configurator. This will present the
standard Sanction and watchlist and Exposure override fields with the out of the box default settings for the exposure override field. This
should be completed prior to importing any supplier level data via the Risk Category Information API for Supplier Risk Exposure.

The weight field for sanction and watchlist is set to High by default but is configurable
The override exposure field is on by default for the sanction and watchlist standard fields and set to Overall Exposure.

When utilizing the exposure override the corresponding risk category MUST be contributing to the risk exposure — the category weight must
be set to 1% or higher.

In risk configuration, there are 2 pages of standard fields; if there is an error on the field settings tab of the risk configuration; the user
should view page 2/2 to check for the possible error.

To access the Risk Category Information API for Supplier Risk Exposure, Log into the developer portal to access the API:
https://developer.ariba.com/api/

When using the Risk Category Information API for Supplier Risk Exposure, the customer must identify suppliers via the SM Vendor ID. SM
vendorid is the unique identifier when importing supplier level information

The Supplier Data API with Pagination should be utilized to fetch supplier SM Vendor ID.
Customers can also use a manual CSV export process from SM ADMIN to create a file to identify suppliers and SM VENDOR IDS.

The information you submit in the Risk Category Information API for Supplier Risk Exposure cannot include personal information (such as
personal phone numbers) or sensitive personal information (such as birth dates, government ID, or financial account numbers assigned to
individuals). You can only submit publicly available business information.
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