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Feature at a Glance
Introducing: Enhanced engagement risk management with controls framework
Customer challenge

Solution area

Meet that challenge with 
SAP Ariba

Implementation information

Experience key benefits

Prerequisites and Limitations

Ease of implementation      
Geographic relevance global

SAP Ariba Supplier Risk To enable this feature, please submit a Service 
Request to have this feature turned on for you. jointly 
with Engagement Risk management. This feature 
activates Issue management which should also be 
configured. Consulting services are recommended for 
highly complex template customization requirements.

Entitlement to SAP Ariba Supplier Risk.

SAP Supplier Risk Issue Management feature should 
also be turned on and implemented in order to create 
issues during engagement risk process

Customers lack a framework to apply the appropriate 
risk due diligence for supplier engagements. They 
cannot ensure the proper risk controls are applied to 
meet regulatory and mandated corporate risk control 
requirements.  It is also difficult to identify the correct 
risk stakeholders needed to complete the controls in a 
timely and effective manner. When risks are identified, 
it’s difficult to engage the supplier or third party and 
relevant stakeholders in order to mitigate the risk. This 
increases the time and cost to ensure compliance to 
risk due diligence and to meet regulatory requirements 
to mitigate supplier and third party risk.

A supplier or third-party engagement risk 
assessment is a defined process to apply the 
appropriate level of risk due diligence when engaging 
with the supplier or third party

This feature provides a enhanced framework to 
manage that process, automatically identifying the 
correct risk stakeholders, identifies appropriate risk 
controls to distribute, recommends suppliers that 
already meet the risk controls to fast track 
engagements and integrates issue management to 
mitigate risks that are identified during the process. 

For Buyers, this feature reduces the time required to 
minimize the risk of supplier engagements. It reduces 
overall supplier risk by identifying the appropriate risk 
controls per regulatory or corporate policies and 
ensures the right stakeholders are engaged to 
complete those controls. It speeds up the process to 
engage suppliers while reducing the risk associated 
with each engagement.

For suppliers, it reduces the time required to comply 
with regulatory controls and allows reuse of their 
inputs across engagements, saving time and money.

some complexity
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Feature at a Glance
Introducing: Enhanced engagement risk management with controls framework
Detailed feature information
This feature introduces the next generation of supplier or third-party engagement risk assessment project framework. It applies the commodity, region, and department  
to which the engagement applies to determine the organizational and regulatory risk controls necessary to assess and mitigate the potential risk involved with a 
supplier or third-party engagement. It automatically identifies the required stakeholders to complete the controls, provides visibility and traceability to the controls, and 
integrates issue management to assess and resolve any risks that are identified during the process. 

1. Request and Engagement

Users who want to 
assess a new supplier or 
other third party, contract, 
or other engagement for 
potential risk fill out and 
submit an Engagement 
Risk Request.

2. Complete Business Details

The requester completes an 
engagement request filter 
questionnaire and provides 
basic details such as the 
request title and the 
commodities, regions, and 
departments involved. The 
filter questionnaire might 
include questions about the 
criticality, materiality, or 
outsourcing impact of the 
engagement.

3. Inherent Risk Screening

Next an inherent risk screening 
questionnaire determines which 
risk controls and assessment 
questionnaires are required for 
assessing the engagement's risk. 
The answers to questions in the 
filter questionnaire determine some 
of the questions included in the 
inherent risk screening, and the 
answers to the questions in the 
inherent risk screening determine 
the required risk controls

4. Select Supplier

The requester selects the 
supplier. The user sees 
suppliers who already have 
effective controls completed for 
the engagement. Requesters 
can opt to save time by 
choosing a fast-tracked supplier 
for the engagement, or choose 
another supplier with a clear 
understanding of how many 
controls still need to be 
assessed.

5. Review Request and get 
Approvals

The requester reviews the 
information they have 
provided before submitting 
the request for approval. 
Then required approvers 
review the submitted 
engagement request and 
approve or deny it.

6. Start evidence & control 
process

The responsible user 
sends the detailed 
assessment 
questionnaires for all of 
the engagement's open 
controls to identified 
recipients. 

7. Collect Evidence & 
Approve/Deny

•Recipients are notified of the 
assessments they need to fill 
out. 
•Suppliers fill out risk 
assessments on the Ariba 
Network. 
•Approvers might approve 
or deny individual 
questionnaires in this stage

8. Review Risk Control 
Effectiveness

Risk control owners review 
the answers to submitted 
risk assessment 
questionnaires and mark 
them effective or 
ineffective.

9. Review, Approve or Deny 
the Engagement

Approvers review the 
overall engagement risk 
assessment project, 
including the 
effectiveness of its 
controls, and approve or 
deny the engagement.

10. Issue Management

At any time between when the request is 
submitted and the engagement is 
completed or canceled, the requester and 
governance experts can create issues to 
highlight potential problems with the 
engagement as a whole, and control 
owners can raise issues with specific 
controls. Stakeholders then complete 
tasks and add comments to track and 
resolve those issues.
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10. Issue Tracking & Remediation*

6. Evidence Collection 
Controls & Effectiveness Review

1. Create Engagement Request

2. Complete Business
Detail

3. Inherent Risk 
Screening

4. Select Supplier 
(system recommended)

5. Request Review  
Submit & Approve

6. Start Risk 
Controls & 
Evidence 

Processing

7. Evidence 
Collection 7. Control Review 8. Control

Effective
9. Final Project 

Review

9. Engagement 
Approved / 

Denied

Create Risk Issue 
at Control Level Remediate Issue Resolution 

Review
Resolution 
Accepted?

Residual Risk 
Status at 

Engagement 
Level

Send Issue, risk 
type & rating to 
Contract WS

Yes

No

SAP Best Practice Process Flow 

Yes

* For details, refer to knowledge transfer document: Issue Tracking and Remediation Enhancements - Configurable content and approval workflows_SRISK-36 from Jul 2018 Release

Feature at a Glance
Introducing: Enhanced engagement risk management with controls framework

Requestor

Approver

Control
Recipients /
Governance 
Experts 

Supplier / 
Third Party
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Risk processes driven by mapping business details, commodity, region and business unit to inherent risk questions and the 
appropriate risk controls

• Automates regulatory and corporate risk controls to reduce overall supplier risk
• Provides traceability to regulatory requirements
• Ensures correct stakeholders identified early in the process, decreasing the time to risk compliance for an engagement
• Required governance experts review and approve at key steps in the process, improving compliance and reducing risk 
• Risk Issues identified are linked to risk controls and managed in a project framework to remediate problems quickly 

Risk policy framework reduces risk by automating risk processes
• Inherent and Residual risk scores calculated at risk category level providing visibility into supplier risk
• Intelligent supplier recommendations can fast track engagements to suppliers who already meet risk controls, reducing 

cost and time of complying with risk processes and regulations

Ability to reuse assessments completed across SLP and SR reduces duplicate effort and data entry for 
suppliers 

• Links Supplier Lifecycle and Performance (SLP) and Supplier Risk (SR) processes 

Enhanced engagement risk management with controls framework: 
Capabilities & Benefits 
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1. Create engagement request
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2. Compete Business Details

Attribute mapping master data: 

Engagement Request Filter Questionnaire looks at 
commodity, Region and Department to determine which 
screening questions are presented using the master data 
mapping.



9PUBLIC© 2018 SAP SE or an SAP affiliate company. All rights reserved.  ǀ

3. Complete Inherent Risk Screening Questions

Screening questions displayed per the 
commodity / region / department filters 

chosen and business details
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4. Select supplier page – top of screen 

Responses to the screening questions trigger 
specific controls, again based on master data 
mappings provided in the Engagement Request 
Container Project
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4. Select supplier step (this is what is shown at the bottom of the screen) 

Select the Supplier associated with the Engagement 
Request. Click “Review Request.”
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5. Review request – top of screen
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5. Review request – bottom of page

Shows the control assessments that are 
recommended and any that are 

recommended that may have previously 
been completed (none shown here)

Submit the request after filling 
in and reviewing all request 

details
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5. Request details page – top of page This is the view once the request is 
submitted 

Summary information about the 
Engagement Request

Required workflow / tasks
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5. Request details page – bottom of page 

Filter questions and answers

Screening questionnaire 
questions and answers

Supplier being evaluated
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5. Request approval 
View of approval step
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6. Request details page 

Once Engagement is Approved, the User 
click on ‘Start’ in order to send the 

recommended  assessments 
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Notification that the assessment was 
successfully sent
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Supplier e-mail Notifications 
Notifications sent via e-mail to suppliers to 

respond to assessment questions
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7. Supplier questionnaire page 

Risk questionnaires for the supplier to complete 
appear under the “questionnaire” section on the Ariba 
network.

All modular questionnaires appear here as well.

Suppliers can respond to all assessments by clicking 
on the name of the assessment. 
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7. Buyer user viewing Engagement Request details page 

Assessments are now in 
completed status. Clicking 
on ‘View’ takes the user to 
the assessment responses 
page. 

ITDR check Singapore review has been 
triggered because the assessment (call tree) 
was completed
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8. Control effectiveness review page 

User marks the control review as effective or ineffective based on the control review 
responses 
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8. Process flow (will be renamed from ‘Approval flow’)

Once the control review is marked as “effective”, the task is 
completed and the decision node at that point of the workflow 

becomes green. 
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9. Final Project Review

Once all controls have been completed and reviewed, 

the engagements is approved or denied.
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This feature is “off” by default. 
In order to enable the feature in a realm, please submit a Service Request to Ariba Customer 
Support to enable the following features: 

1. New engagement request process (ID: SR-EngagementRequest)

2. Questionnaire Management (ID: SM-6130)

3. “Supplier360Questionnaire” in SM admin, as this will give access to Questionnaire Tile in the 
Supplier 360

Note: The following capabilities supported on the current engagement risk process are not yet built in the enhanced 
engagement risk manage with controls framework:

• Inherent risk scores

• Optional supplier selection during request submission

• Ad-hoc risk controls / assessments 

Enhanced engagement risk management with controls framework - How to 
enable feature

https://app184.lab1.ariba.com:7445/Sourcing/Main/aw?awh=r&awssk=FueMY8t.

