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Important notice

This information reflects the status of SAP Ariba solution planning as of January 2018. All such
Information is the Confidential Information of SAP Ariba (per the contract between or companies),
and must not be further disclosed, as stated in the confidentiality clause of that contract. This
presentation contains only intended guidance and is not binding upon SAP Ariba to any particular
course of business, product strategy, and/or development. Its content is subject to change without
notice. SAP Ariba assumes no responsibility for errors or omissions in this document. SAP Ariba
shall have no liability for damages or any kind including without limitation direct, special, indirect, or
consequential damages that may result from the use of these materials.
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Inherent Supplier Risk Scores and Ratings at Engagement Level

Description: This feature introduces the ability to use inherent risk ratings based on engagement
request scores to drive risk assessment recommendations in supplier or 3" party engagement risk
assessments projects. These ratings-based risk assessment recommendations are generated by a
combination of the following three new functionalities:

Support for scoring in the engagement request.

Configurable risk rating ranges — A new site configuration parameter defines the names of risk
rating labels with corresponding score ranges.

Support for visibility conditions based on risk ratings to drive assessment recommendations — A
new Inherent Risk Rating field in engagement risk assessment projects, which you can use to
create project-level conditions for each risk rating. These conditions can be then used to
recommended assessments.
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Inherent Supplier Risk Scores and Ratings at Engagement Level

Current Problem

Engagement requests in engagement risk assessment projects currently recommend assessments based on
responses to screening questions. The ability to drive assessment recommendations based on a risk rating
derived from a scoring range, calculated from screening questions, was missing.

Solution

System can calculate inherent risk score based on the pre-grades assigned to each of the responses. A risk
rating can be assigned (e.g. low, medium, high) based on pre-defined risk score ranges. Both risk scores and
derived risk ratings can be used recommended engagement-level risk assessments.

Benefits

Allows you to standardize the use of specific assessments based on the engagement's inherent
risk as well as answers to specific questions, providing another layer of automatic governance
checks. For example, the answer to a question about information security in the engagement
request might not trigger an IS assessment, but if the engagement's inherent risk is high, you
might want to recommend that assessment anyway.
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Inherent Supplier Risk Scores and Ratings at Engagement Level

Engagement Request Engagement Risk Assessment

Title new
new — (__ Recommended Risk Assessments
Risk rating: Low < LL0W:0-49, Medium:50-69, High:70-100 <—
_ V| Risk Assessment 2 <
Risk score: 23% <+— Score =23 )
A
Inherent Risk Score : :
calculation (using Supplier Risk Engagement
_ _ _ weights and new Request Template
Risk Screening Questions Welg
_ importance) Risk Assessment 1
Section 1 \_ Y, new - :
[ Visibility Condition: High  [therefore inactive]
Q1: Responsel > Score 1 (10 points) Rating
Q2: Response2 > Grade2 (0 points) =low Risk Assessment 2

»{  Visibility Condition: Low [therefore active] |-

Questions
Q1: Responsel
Q2: Response2
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New parameter enable customer to define the Risk Score Ranges

SUPPLIER RISK

Parameters

ADMINISTRATION MORE...¥

The search field is case-insensitive and you can enter all or part of a parameter name or value.

Search Filters:

Parameter
Name or
Value:

Parameter

isk

Value

Application.SR.Engagement.RiskScoreRanges

Low:0:50, Medium:50:75, High:75:100
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Edit

\

Recent v Manage »

Save

Create v

Cancel

Default risk score ranges and levels available out of

the box
Default Value
Low:0:50, Medium:50:75, High:75:100 | Reset | | Details
Default values can be updated as per customer’s processes
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New fields on ‘Create Condition’ expression (Template change)

Select Field

Type to Browse:  Engagement Risk Assessment Project
Selected Field: (No Field Selected)
Field Data Type:

Field Description:

Active (D) Select A

Commodity Create conditions onseit
Departments (1) I‘ISk scores and Select
EndDate (D ratings Select

Engagement Request Status (i) Select
FilteringAttributes (1) Select
Finance Approval Level (D) Select

D @ Select

Inherent Risk Rating (1) Select

Inherent Risk Score (1) Select
Is In Project Template (i) Select
IsLegacy (© Select
Legal Approval Level (i) Select
Line of Business Approval Level (i Select

Manually skipped assessments () Select V¥
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Project Level Conditions to Recommend Risk Assessments

6 - Reputation Risk Logic

Requirement: * Reputation Risk Logic

Maps the relevant risk assessments to risk requirement

Reference Documents:

Visible to Paricipant: No
Supplier field mapping:  assessment.Reputation Risk Supplier;Reputation Risk Internal (i
Search term: i

Team Access Contral:  {no value) (i

Visibility Conditions:  High Risk Condition (]

\ Configures the risk rating based condition for which the requirement
is “true” and therefore the mapped risk assessments are being
recommended
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User Interface Changes

< Back Action ¥ Advanced View

Engagement request detail

Engagement request WS1200716464

Title HX-Consulting Services Risk Assessment-PBMT H

Status Awaiting assessment responses TWO neW flelds are added to
Risk rating Medium display the inherent risk score and
Risk score 50% . . 0

Requestor Madiha Tariq ItS aSSOCIated ratl ng

Requested on Dec 19, 2017

Supplier Pitney Bowes

Address 3001 Summer St

City Stamford

Country us

Contact name hong xu

Email hong.xu@sap.com

Telephone 1-705-555 extn.1212

Fax

Process

To Do for IS Security Internal
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Inherent Supplier Risk Scores and Ratings at Engagement Level

Applicable to the Following: Change Management for GA:
SAP Ariba Supplier Risk No action required.

Using this Feature:

Enabling
This feature is ON by default. Pre-grades must be setup for screening questions to display need to be configured at screening
Prerequisites
* User should belong to Template Creator group in order to be able to update the template
Limitations
At this point, risk ratings can only be assigned to risk score ranges for the engagement request.
Importing and Exporting Data
° N/A
Changes to Existing Functionality or User Interface
New fields ‘Risk Score’ and ‘Risk Rating’ are displayed in the header of the Engagement Request
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