served.

© 2021 SAP SE or an SAP affiliate company. All rights re:

SAP Ariba

PUBLIC
2021-08

SAP Ariba integration toolkit guide

SAP Ariba cloud solutions

THE BEST RUN w




Content

SAP Ariba integrationtoolkitguide. . . . . ... ... .. ... i i i i 6
SAP Ariba integration toolkitoverview. . . . ... ... .. ... ... . i i et i e 7
Using the SAP Aribadata transfertool. . . . ... ... . . .. . . . 8
Usingthe DB Connector. . . . . . .. . 8
Schedulingthe tools. . . . . ... 9
Setting up the SAP Ariba integrationtoolkit. . . . .......... ... .. i i 10
Installing or upgrading the SAP Ariba integration toolkit. . . .. ... ... ... ... ... . 10
How to install the SAP Ariba integration toolkit. . . . ... ... .. ... .. . . . ... .. . 10
How to upgrade the SAP Ariba integration toolkit to the latest version. . . .. ... ................ 11
SAP Ariba integration toolkit directories. . . . . ... ... 12
Configuring integration toolkit security. . . . ... . 15
Shared secret-based authentication. . . ... ... .. . 16
Certificate-based authentication. . . . ... ... . 16
Enabling TLS sUppOrt . . . o o 18
Using the -versionand -info options. . . . . . . . . 20
Integrating SAP Ariba integration toolkit with Dell Boomi . . . ... ... ... .. ... .. . .. . . 21
Enabling the integration of the SAP Ariba integration toolkit with Boomi. . .. .................. 22
SAP Ariba integration toolkit from Boomirequirements. . . . ... ... 22
Troubleshooting the integration of the SAP Ariba integration toolkit with Boomi. . .. .......... ... 22
Using the SAP Aribadatatransfertool. . .. ... ... ... i i i e eae e 25
Understanding the SAP Ariba data transfertool. . . . ... ... ... . .. . ... . .. . .. .. 25
SAP Ariba data transfer tool process overview. . . . ... ... ... 26
CSVfiledescriptions. . . . .. 27
Configuring the SAP Ariba data transfertool. . . . . .. ... 27
Encrypting SAP Ariba data transfer tool parameters. . . . . ... .. . 28
How to customize the sample optionsfiles. . . .. . .. ... . 30
Configuring proxy server OptioNnS. . . . . . oo 38
Configuring SAP Ariba Spend Analysis dataload options. . . ... ... ... ... .. .. . .. . .. L. 39
Configuring contract workspace exportoptions. . . . ... ... .. 40
Configuring events for use with the SAP Ariba data transfertool. . .. ... ... .. ... ... ... ..... 51
SAP Ariba data transfer tool syntax. . . . .. ... e 52
Enhanced monitoring of the SAP Ariba integrationtoolkit. . .. .. ... ... .. .. ... . ... ... ... ... .. 52
Types of email notifications. . . . . .. ... . 53
Subject line of the email notifications. . . .. ... ... .. .. . ... 53
Sample email notifications. . . . .. ... 54

SAP Ariba integration toolkit guide
2 PUBLIC Content



How to configure email addresses. . . . . . ... 55

Uploading data. . . .. . ... .. 56
File size limits for data upload requests. . . . . . ... 57
Dataupload examples. . . . ... 57
Automated extended validation. . . . . .. .. 63

Downloading data. . . . ... ... ... 64
Downloading masterdata. . . ... .. .. 64
Datadownload examples. . . . ... 64
Directory structure. . . . .. e 68
Data download examples for SAP Ariba Sourcing. . . ... ... ... .. ... 68

Troubleshooting data transfers. . . . .. .. 71
SAP Ariba data transfer tool errorcodes. . . . . ... 72
Versioninformation transfer. . . . . .. 73

Running database operations from the SAP Ariba data transfertool. . .. .. ..... ... ... ... ...... 73
Deactivating records using the SAP Ariba data transfertool. . . . ........ .. ... .. ... .. ... . ... 73

Usingthe DB Connector. . .. ... .. .. ittt ittt e s e sasanannasananannnnnannns 75

PrOCESS OVEIVIEW. . o o it 75
Extracting data from your back-end systemdatabase. . . .. ... .. .. ... L. 76
Loading data into your back-end system. . . . ... . 76
Usingthe DB Connector. . . . .. . e 78
Database vendor specificimplementation. . .. ... ... ... . . 78

Encrypting the database password. . . . . ... . 79
How to encrypt the database password. . . .. .. .. 79
Securingyourdatabase. . . . ... 80

Creating directory structures. . . . . . ... 81

Creating properties files. . . . . .. 82
Sample properties files. . . . . . 83
Specifying properties. . . . . . 83
Configuring email notification. . . . ... ... . . 86

Creating SQL query files. . . . . ... 86
Sample QUENIES. . . o o 86
Mapping SQL syntax. . . .. .o 88
Incremental QUENIES. . . . . . . 89
Pre-processing and post-processing QUENIES. . . . . . . . ottt 89

Runningthe DB Connector. . . . . .. 90

Errorhandling. . . . .. 90

SAP Ariba integration toolkit on Oracle Fusion Middleware. . . . .. ... ... ... .. i 91

Enabling the SAP Ariba integration toolkit on Oracle Fusion Middleware. . . .. ............ ... ..... 91

Using the SAP Ariba integration toolkit on Oracle Fusion Middleware. . . . .. ... .. .. ... ... ...... 92

Managing the SAP Ariba integration toolkit on Oracle Fusion Middleware. . . ... .................. 92

SAP Ariba integration toolkit guide

Content

PUBLIC 3



How to use the SAP Ariba integration toolkit on Oracle ApplicationServer. . .. .. ............... 92

How to deploy the third-party JAR files on Oracle Application Server. . .. .. ... .. ... ... ... ..... 93
How to configure the XML file for a job on Oracle ApplicationServer. . ... ... ... . ... ...... 94
How to deploy the EAR file on Oracle Application Server. . . ... ... ... ... ... . .. .. . .. .. .. 95
How to use the SAP Ariba integration toolkit on Oracle Weblogic. . . .. ......... ... .. ... ....... 95
How to generate a deployment plan on Oracle Weblogic. . ... ...... .. .. ... ... ... ......... 96
How to deploy the .EAR file on Oracle Weblogic. . .. ... ... ... . ... ... . . . . .. . .. . . .. ..... 97
Scheduled job parameters. . . . . . 98
SAP Ariba integration toolkit on SAP NetWeaverPl. . .. ... ... ... ... i 103
How to enable the use of the SAP Ariba integration toolkit on SAP NetWeaverPI. . . ... ............ 104
Using the SAP Ariba integration toolkit on SAP NetWeaver Pl. . .. ... ... .. ... ... ... . ... ... ... 105
Managing the SAP Ariba integration toolkit on SAP NetWeaver Pl. . .. ... .. .. .. .. .. ... ... ..... 106
How to deploy the SAP Ariba integration toolkit on SAP NetWeaver PI. . .. .. .. ... .. ......... 106
How to validate the deployment of the SAP Ariba integrationtoolkit. . .. .................... 106
Creating a view and importing certificates into SAP NetWeaver keystore. . ... ...... ... ... ... 107
How to create ascheduled taskforajob. . . .. .. .. .. . . . . . . 111
Scheduled task parameters. . . . . . ... 113
How to set time-outintervals. . . . . ... . 119
How to view logs related to ascheduled task. . . . . ... ... . 120
Replacing the SAP Ariba data transfer tool with yourowntool. .. ........................ 122
OVEIVIBW. .« . o 122
Data flow. . . . 123
Prerequisites. . . . . . 124
Uploadingamasterdatafile. . . ... ... . 124
FOrmM OVEIVIEW. . . . o 124
Web Browser Example. . . . ... 125
Curl Example. . . .. 126
EALT00IS. .« 127
Upload strategies. . . . . .. 127
Scheduling. . . . o 127
Verifying upload completion. . . . . ... . 127
Failure and reCcovery. . . . .. . . 127
Form parameter reference. . . . . .. . 128
Master data upload examples. . . . ... 129
Uploads to SAP Ariba Procurement Solutions. . . . .. ... . . 129
Uploads to other SAP Ariba solutions. . . . ... .. .. ... . .. . . 130
Troubleshooting fileupload. . . . . . . . 131
HTTPS request details. . . . . ... 132
Request Format. . . . . . . . 132
MIME Parameters. . . ... 132

SAP Ariba integration toolkit guide
PUBLIC Content



Sample request Messages. . . . . .. . . 133
Encryptingyour passwords. . . . ... ... it it ittt it e s s 135

Using the SAP Ariba integration toolkit for supplier data integration with the unified vendor

........................................................................... 137
Data flow for supplier data loaded through the SAP Ariba integration toolkit to the unified vendor
MOl . o 139
Scenario 1: SAP Ariba Strategic Sourcing solutionsonly. . ... ... .. ... ... .. .. ... ... .. 139
Scenario 2: Solutions that include SAP Ariba Procurement solutions (suite integrated). . . .. ... ... 140
Synchronization of supplier organization data to the unified vendormodel. . . . ... ............... 141
Organization ID synchronization to ERP vendor IDs in the unified vendormodel. . . .. .. ......... 142
Synchronization of extended supplier profile data to supplier registration questionnaires. . . ... ... ... 143
Site configuration parameters for using the SAP Ariba integration toolkit for supplier data integration
with the unified vendormodel. . . . . .. 143
SAP Ariba integration toolkit guide
Content PUBLIC 5



SAP Ariba integration toolkit guide

This guide helps buyer administrators configure the SAP Ariba integration toolkit for integrating their ERP systems
with an SAP Ariba cloud solution by exchanging master and transactional data through comma- separated-value
(CSV) file upload and download. This guide explains the environment variables, how to run scripts on the command
line in either UNIX or Microsoft Windows, and how to edit scripts and batch files.

This guide applies to:

e Ariba Network
e SAP Ariba Strategic Sourcing solutions
e SAP Ariba Procurement solutions

Related guides

Integrating SAP Ariba cloud solutions procurement and invoicing data with SAP ERP and SAP S/4HANA
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SAP Ariba integration toolkit overview

The SAP Ariba integration toolkit allows buying organizations to integrate their ERP systems with an SAP Ariba
cloud solution to exchange master and transactional data via CSV file upload and download.

The SAP Ariba integration toolkit is made up of two tools:

e The SAP Ariba data transfer tool, a command-line utility that facilitates CSV file transfer in batch mode
between your SAP Ariba system and your back-end system, manually-maintained data, or some other system.

e The DB Connector, a command-line utility that allows you to extract master data and transactional data from
JDBC-based back-end system database tables and save it to CSV files or upload data to the ERP system.

The SAP Ariba data transfer tool includes additional functionality if being used in an SAP environment. For
information about using the tool in an SAP environment, see the Integrating SAP Ariba cloud solutions procurement
and invoicing data with SAP ERP and SAP S/4HANA.

The following graphic provides a high-level overview of how data flows between your SAP Ariba system and a back-
end system through the DB Connector and the SAP Ariba data transfer tool:

Back-End System

E——
Secure
Communication Ariba Spend
e Management
HTTP(S)
E——
Interface kS
Tables
Q
[an]
[m)]
Ariba Integration Toolkit
Master Data Import (Batch Pull) / Master Data Export
DB . Ariba Data Transactional Data Importand Export
Connector B SUEE Transfer »
(optional) Tool

Figure 1: Data Flow Between Your SAP Ariba System and a Back-End System

This guide is useful for users who configure the SAP Ariba integration toolkit. You are expected to know how to run
scripts on the command line in either UNIX or Microsoft Windows. You must also understand environment variables
and know how to edit scripts and batch files.

i Note

The SAP Ariba Supplier Lifecycle and Performance and SAP Ariba Supplier Information and Performance
Management (new architecture) solutions use a unified vendor model instead of the classic supplier
organization model. The integration methods documented in this guide support limited integration of supplier
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data to the unified vendor model. For details, see the Using the SAP Ariba integration toolkit for supplier data
integration with the unified vendor model topic.

Using the SAP Ariba data transfer tool [page 8]
Using the DB Connector [page 8]
Scheduling the tools [page 9]

Using the SAP Ariba data transfer tool

The SAP Ariba data transfer tool is a command-line utility that facilitates data transfer in batch mode between your
back-end system and your SAP Ariba system. Data is transferred in the form of comma-separated-value (CSV/
XLS) files. You can use the SAP Ariba data transfer tool with a scheduler to export transactional data, such as
expense reports, from SAP Ariba to your back-end system or import or export master data from your back-end
system to SAP Ariba. You can import master data only as a batch import task.

The SAP Ariba data transfer tool is a simple HTTP client that resides on a system behind your firewall and runs on
Microsoft Windows or UNIX. You control the SAP Ariba data transfer tool by setting operational parameters in
separate options files.

To use the SAP Ariba data transfer tool, you must do the following tasks:

1. Download and install the SAP Ariba integration toolkit. Seelnstalling or Upgrading the Integration Toolkit [page
10].

2. Encrypt your shared secret. See About Security Encryption [page 28].

3. Edit and save an options file for each task. See Customizing the Sample Options Files [page 30].

4. Run the main program specifying the options file as an argument. See Ariba Data Transfer Tool Syntax [page
52].

For more information about configuring SAP Ariba data transfer tool, see Configuring the SAP Ariba data transfer
tool [page 27].

Using the DB Connector

The DB Connector is an optional command-line utility that bridges the gap between the SAP Ariba data transfer
tool and your JDBC-based back-end system. It allows you to extract master data and transactional data from back-
end system database tables and save it to CSV files. It also imports transactional data exported from the Ariba
system (CSV files) into the back-end system database tables. For example:

The DB Connector extracts master data from your back-end system that is then uploaded to your Ariba system by
the SAP Ariba data transfer tool.

The DB Connector uploads transactional data, such as receipts and payment requests, exported from the Ariba
system by the SAP Ariba data transfer tool to the back-end system.

SAP Ariba integration toolkit guide
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i Note

If your back-end system is SAP, do not use the DB Connector. Instead, use the SAP transports described in the
Integrating SAP Ariba cloud solutions procurement and invoicing data with SAP ERP and SAP S/4HANA.

To use the DB Connector, you must do the following tasks:

1. Download and install the SAP Ariba integration toolkit. See Installing or Upgrading the Integration Toolkit [page
10].

Encrypt your database password. See About Encrypting The Database Password [page 79].

Establish directory layouts for the scenarios you plan to run. See Creating Directory Structures [page 81].
Create properties files for the transactions you plan to run. See Creating Properties Files [page 82].

Create query files for the data you plan to extract and import. See Creating SQL Query Files [page 86].

o oA WD

Run the tool. See Running the DB Connector [page 90].

For more information about using DB connector, see Using the DB Connector [page 75].

Scheduling the tools

There are two ways to schedule the running of tools in the SAP Ariba integration toolkit:

e The SAP Ariba data transfer tool and the DB Connector can be independently scheduled to run by an external
scheduler.
e The SAP Ariba data transfer tool and the DB Connector can be run serially by a single script.

SAP Ariba integration toolkit guide
SAP Ariba integration toolkit overview PUBLIC 9



Setting up the SAP Ariba integration toolkit

Installing or upgrading the SAP Ariba integration toolkit [page 10]
Configuring integration toolkit security [page 15]
Using the -version and -info options [page 20]

Integrating SAP Ariba integration toolkit with Dell Boomi [page 21]

Installing or upgrading the SAP Ariba integration
toolkit

This topic describes how to install the SAP Ariba integration toolkit and how to upgrade the SAP Ariba integration
toolkit to the latest version.

How to install the SAP Ariba integration toolkit [page 10]
How to upgrade the SAP Ariba integration toolkit to the latest version [page 11]
SAP Ariba integration toolkit directories [page 12]

How to install the SAP Ariba integration toolkit

Prerequisites

Before installing the SAP Ariba integration toolkit, complete the following prerequisites:
e |fyou are using the JDBC diver, install the appropriate JDBC database driver and write down its location and
class. Supported drivers include:
o QOracle JDBC type 4 driver
o DB2 JDBC type 4 Universal driver
o Microsoft SQL Server 2005 type 4 JDBC Driver 1.1
e |nstall Java JRE 1.6 or higher on your system.

Procedure

1. Goto connect.ariba.comf and log in. If you do not have a User ID and Password for Connect, contact your
SAP Ariba account executive.

2. Inthe Product Summary portlet, click the Product Info page for your SAP Ariba solution.

SAP Ariba integration toolkit guide
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3. Inthe Administrator Tools section, click Ariba Integration Toolkit.

4. Click Download and save the aribaintegrationtoolkit.jar file to your local system.

5. Extractthe contents of aribaintegrationtoolkit.jar using the following command:
On Windows: java -jar aribaintegrationtoolkit.jar <new directory>.

OnUnix: java -jar aribaintegrationtoolkit.jar /<new directory>.

The command extracts the contents of aribaintegrationtoolkit.jar intothe <new directory>.

Next Steps

After you have downloaded and extracted the SAP Ariba integration toolkit, proceed with the following steps:

e Configure security. See Configuring integration toolkit security [page 15].
e Configure the Ariba Transfer Tool. See Using the SAP Ariba data transfer tool [page 25].
e Configure the DB Connector. See Using the DB Connector [page 75].

How to upgrade the SAP Ariba integration toolkit to the
latest version

Context

If you are using an older version of the SAP Ariba integration toolkit, use the following procedure to upgrade the
toolkit. If you are not sure about which version you have installed, see Using the -version and -info Options [page
20].

Procedure

1. Goto connect.ariba.com# and log in. If you do not have a User ID and Password for Connect, contact your
SAP Ariba account executive.

In the Product Summary portlet, click the Product Info page for your SAP Ariba solution.
In the Administrator Tools section, click Ariba Integration Toolkit.

Click Download and save the aribaintegrationtoolkit.jar file to your local system.

o M W

Extract the contents of aribaintegrationtoolkit.jar using the following command:
On Windows: java -jar aribaintegrationtoolkit.jar <new directory>.
OnUnix: java -jar aribaintegrationtoolkit.jar /<new directory>.

i Note

Make sure you are extracting the files to a location different from your existing installation of the SAP Ariba
integration toolkit, such as IntegrationToolkit 11s2.
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6. Copy all your .bat and .sh files available in different folders under the sample-options\DataTransferTool
folder in your existing installation and replace these folders under the sample-options\DataTransferTool

folder available in your newly created folder structure.

7. If you are upgrading from version 10sl or older, edit the sample-options file corresponding to each of
the .bat and .sh files available in your newly created folder structure with the following information:

© Remove the sharedsecret parameter from the sample-options file.

o Addthree parameters, integrationPasswordKeyPath, encryptionKeyPath, and servicemode to

the sample-options file if they are not already included in the file.

o Inthe sample-options file, set JAVA HOME to point to the location where you have installed the JRE.

SAP Ariba integration toolkit directories

This topic lists the directories that you can see when you extract the SAP Ariba integration toolkit jar file. This topic

also describes how to maintain specific directories on your operating system.

When you extract the SAP Ariba integration toolkit jar file, the following directories are created. Files with the .bat
extension are for use with Microsoft Windows. Files with the . sh extension are for use with UNIX.

Directory Contents

bin Wrapper scripts for the SAP Ariba data transfer tool and the DB Connector:

aribafiletransfer.*
downloadutils.*
encryptstring.*
toolslib.*
uploadutils.*

encryptcustomerkey.*

classes The log4j .propertiesfile.

sample-bin Script files used by the DB Connector:
[ ]
[ ]

dbctool db2 export.*
dbctool_db2_import.*
dbctool_ora_export.*
dbctool_ora_import.*

12 PUBLIC
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Directory Contents

sample-options Customizable sample options files for data uploads, data downloads, and SAP Ariba Spend
Analysis

InDataTransferTool\data-download

® transactionaldata.*.sample
® masterdata.*sample
® ysdata.bat.sample (Windows) for export of contract workspaces
® ywsdata.sh.sample (Unix) for export of contract workspaces
InDataTransferTool\data-upload
® incremental-masterdata.*.sample
® masterdata.*.sample
® transactionaldata.*.sample
InDataTransferTool\spend-visibility
e ypload.*.sample
InDataTransferTool\sv-download
® download.*.sample
InDBConnector\data-export
® db2.properties
® oracle.properties
InDBConnector\data-import
e db2.properties
® oracle.properties
InDBConnector\sgl-syntax-mapping
® DBSyntax.table.mssgl.properties

® DBSyntax.table.oracle.properties

Maintaining specific directories on your operating system

SAP Ariba provides buyers an option to maintain additional security and a unique directory location for all the
imported master data and exported transaction data files by assigning specific directories on your operating
system. This functionality is available for customers using the SAP Ariba cloud integration 9.0 HF18 and higher
transport files.

You can specify one of the following options to maintain the directory path for the master data and transaction
data:

e Specify the directory path in the Parent Directory field each time while running the export task OR

e Specify a static directory on your SAP ERP system. For more information, see How to assign specific
directories on your operating system while using the direct connectivity integration method or SAP Ariba
integration toolkit [page 14]

When you run the master data program specifying the SAP Ariba integration toolkit option and specify the
directory path in the Parent Directory field, SAP Ariba uses this path to run the import or export task you have
chosen. However, you need to specify the parent directory path on every subsequent run.

To maintain additional security and a unique directory location for all your imported and exported data, assign
specific directories on your operating system. When you specify a unique directory location on your SAP ERP
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system and run the master data program using the SAP Ariba integration toolkit, the option to specify the parent
directory is unavailable. SAP Ariba picks up the parent directory path specified in the parameters of the external
program on your SAP ERP system. The unique directory location you specify is applicable when running the master
data program with the SAP Ariba integration toolkit or direct connectivity integration method. For more
information, see How to assign specific directories on your operating system while using the direct connectivity
integration method or SAP Ariba integration toolkit [page 14].

How to assign specific directories on your operating system while using the
direct connectivity integration method or SAP Ariba integration toolkit

SAP Ariba now provides buyers using SAP Ariba Buying solutions an option to maintain additional security while
using the SAP Ariba cloud integration 9.0 HF18 transport files.

Context

This option is available to buyers that want to assign specific directories on their operating system. To use the
enhanced security option, buyers need to maintain the following after importing the transport files for SAP Ariba
cloud integration 9.0 HF18:

You can specify one of the following options to maintain the directory path for the master data and transaction
data:

e Specify the directory path in the Parent Directory field each time while running the export task OR
e Specify a static directory on your SAP ERP system by running the transaction code sM4 9 and editing the
parameters of the external program on your SAP ERP system.

Procedure

1. Create your own directory on the SAP ERP system and give the Read and Write permissions to the directory.
For example, if you use Windows, you specify C:\Ariba. For Unix-based system, specify, /home/Ariba.

2. Do one of the following:

o If you are an existing customer using the direct connectivity integration method in SAP Ariba cloud
integration release 9.0 and higher, you do not need to make any changes.

o If you are a new customer using SAP Ariba cloud integration release 9.0 and want to assign specific
directories, run the transaction code sM4 9 and edit the parameters of the external program for the
following commands to point to the new directory for your operating system:

Parameters of external

Command name Op. System Name of external program program

ZSSPDIRCREATE Linux mkdir -p /home/Ariba?

SAP Ariba integration toolkit guide
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Parameters of external

Command name Op. System Name of external program program
ZSSPDIRCREATE Windows NT cmd /C mkdir C:\Ariba?
ZSSPDIRREMOVE Linux rm -r /home/Ariba?
ZSSPDIRREMOVE Windows NT cmd /C rmdir /g /s C:
\Ariba?

ZSSPMOVE Linux mv
ZSSPMOVE Windows NT cmd /C move ? ?

i Note

Maintain the parameters based on the operating system you use. It is not necessary to maintain the
parameters for both Linux and Windows operating systems.

Important: When you maintain a specific directory path for the command, ZSSPDIRCREATE and also want
to maintain a specific directory path for the command, zSSPMOVE , ensure that you maintain the same
specific path of the command, ZSSPDIRCREATE in the command, ZsSPMOVE also. The directory path for
the command, zsSPMOVE must be separated by a space in between. (ZSSPMOVE path = <ZSSPDIRCREATE
path> <space> <zZSSPDIRCREATE path>)

© Runthe transaction code, sM30 and maintain the /ARBA/TEMP DIRECTORY with a relative path. Ensure
that you do not maintain the absolute path. For example: /Masterdata for Windows or /Masterdata for
Unix-based systems.
For example, you specify the directory path for the command, ZSSPDIRCREATE as "-p/homel/
pecadm?". The directory path for the command, zsspPMOVE should be

/homel/pecadm? /homel/pecadm?”

Configuring integration toolkit security

This section describes how to use shared secret-based authentication and certificate-based authentication to
secure the data exchange between SAP Ariba cloud solutions and SAP Ariba integration toolkit.

Shared secret-based authentication [page 16]
Certificate-based authentication [page 16]
Enabling TLS support [page 18]
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Shared secret-based authentication

You can get the shared secret configured by your Administrator from the Integration Toolkit Security page in Ariba
Administrator.

How to use shared secret-based authentication

Procedure

1. In Ariba Administrator, under Integration Manager workspace, click Integration Toolkit Security. workspace.

Integration Toolkit Security

Configure Integration Toolkit by specifying vour preferred authentication method.
Select the Authentication Method: | Shared Secret v
Shared Secret
SHARED SECRET AUT|Certificate

Shared Secret

Organization Name:  Canonical Realm: p2pTeSg-7

Integration Password: | |

Confirm Integration Password: | |

Save Cancel

2. Under Select the Authentication Method, select Shared Secret from the pull-down menu.
3. Under Shared Secret, enter the shared secret twice to confirm it.
4. Click Save.

Certificate-based authentication

To ensure that the data exchange between SAP Ariba cloud solutions and SAP Ariba integration toolkit is
completely secure, SAP Ariba provides digital certificate-based authentication. In SAP Ariba cloud solutions that
are configured for certificate-based authentication, the SAP Ariba server uses the certificate to authenticate upload
and download requests from the SAP Ariba integration toolkit.

i Note

You must be a member of the Integration Administrator group to access this page in Ariba Administrator.

SAP Ariba integration toolkit guide
16 PUBLIC Setting up the SAP Ariba integration toolkit



How to use certificate-based authentication

Prerequisites

You must have the following items to use digital certificate-based authentication:

e A public/private key pair, stored in a Java KeyStore (JKS).

e An X.509 certificate with the public key from your public/private key pair. The X.509 certificate must be
base64-encoded in Privacy Enhanced Mail (PEM) format and signed by a Certificate Authority (CA) trusted by
SAP Ariba. To get information about the CAs currently trusted by SAP Ariba or to register a CA to be trusted by
SAP Ariba, contact SAP Ariba Customer Support.

i Note

e This procedure is not applicable when using the SAP Ariba integration toolkit on SAP NetWeaver. When
using the SAP Ariba integration toolkit on SAP NetWeaver, you store encryption keys and security
certificates in the SAP NetWeaver Pl Keystore, as described in Creating a view and importing certificates
into SAP NetWeaver keystore [page 107].

® The digital certificate must be from a certificate authority trusted by SAP Ariba. If you are using a
certificate not recognized by SAP Ariba, then the SAP Ariba cloud solution does not accept requests from
the SAP Ariba integration toolkit and an appropriate error is displayed.

e |f you configure a new certificate when a certificate is already configured, the previous certificate is
retained as a backup certificate. The SAP Ariba cloud solution uses the backup certificate to authenticate
messages if authentication with the primary certificate fails. If the backup certificate has expired, then it is
not displayed on the user interface.

e |fthe authentication is configured to use a digital certificate and the shared secret is passed as the
authentication token from the SAP Ariba integration toolkit, an error is displayed.

Procedure

1. Usethe keytool -genkeycommand to generate a public/private key pair (specify -keyalg RSA)and create
a KeyStore. Make a note of the following items, which must be specified in the SAP Ariba data transfer tool
options file:

o the file path to the KeyStore; you will specify this in the SAP Ariba data transfer toolclientKeyStore
option
o the password for the KeyStore; you will specify this, encrypted, in the clientKeyStorePassword SAP
Ariba data transfer tool option
o the key password; you will specify this, encrypted, inthe clientKeyPassword SAP Ariba data transfer
tool option
2. Usethe keytool -certreqcommand to generate a Certificate Signing Request (CSR) that references the
KeyStore that contains your public/private key pair.
3. Submit the CSR to your Certificate Authority (CA) and request a X.509 certificate, base64-encoded in Privacy
Enhanced Mail (PEM) format. (The first line of the certificate file is -—--- BEGIN CERTIFICATE-----— and the
last lineis ——--- END CERTIFICATE----- ).
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4. Add your certificate to the SAP Ariba configuration.
a. In Ariba Administrator, under Integration Manager workspace, click Integration Toolkit Security.
b. Under Select the Authentication Method, select Certificate from the pull-down menu.
c. Inthe Certificate Content field, paste the contents of your certificate, including the -----

BEGIN CERTIFICATE-----— and ----- END CERTIFICATE----- lines.
Certificate
Paste your Basefd encoded certificate. It must begin with "---- BEGIN CERTIFICATE ----" and end with "--- END CERTIFICATE ----".

Certificate Content:

Expiration Date;

Issuer Name:

d. Click Save.

Enabling TLS support

A\ Caution

SAP Ariba recommends that you use the supported TLS 1.2 versions. SAP Ariba has discontinued support for
TLS 1.0 or TLS 1.1 for outbound and inbound transactions. Customers cannot use the existing URLs with TLS
1.0 or TLS 1.1 for outbound and inbound transactions.

To enable Transport Layer Security (TLS) support, TLS 1.2, do the following:
e |Implement SAP Note: 2284059#% -Update of SSL library within NW Java server.

i Note

In the step 5 of the note, ensure that you specify client .maxProtocolVersion=TLS12

i Note

SAP Ariba no longer uses the Legacy URL or Advanced URL. Customers must use the Integration URL for
all outbound and inbound transactions.

SAP Ariba uses the Legacy URLs as the Browser URL for Ariba Network and SAP Ariba applications.

To implement hardened URL:
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e Ensure that the cypher suites and TLS version 1.2 are available on the system. For a list of supported cypher
suites, see the supported values for the parameter ciphersSuitesEnabled in the section, Parameters for TLS.

e |fyou are using certificate-based authentications, install the SHA256 client certificate.

e |mport advanced RSA certificate from https://connect.ariba.com as the legacy client certificate server URLs
and server certificates have changed. For more information, see the section, SAP Ariba SHA-256 certificates.

i Note

SAP Process Integration does not support Elliptic Curve Digital Signature Algorithm (ECDCA).

Parameters for TLS

The following table specifies the parameters required to enable TLS:

Table 1: Parameters for TLS

Parameter name Description

Supported values

httpsProtocolsEnabl  Specifies the protocol for
ed HTTPS communication.

TLSv1.2 (for browser and hardened URLs)

cipherSuitesEnabled Specifies the cipher suites
for TLS communication.

- Tip

To enhance the level of security, restrict the cipher suite sup-
port to a limited set of cipher suites that provide the highest
level of security. You can specify only those cipher suites that
you want to support when you set values for the
cipherSuitesEnabled parameter.

e TLS ECDHE ECDSA WITH AES 256 GCM SHA384
® TLS ECDHE RSA WITH AES 256 GCM SHA384

e TLS ECDHE RSA WITH AES 256 CBC SHA384

e TLS ECDHE RSA WITH AES 256 CBC_SHA

e TLS ECDHE ECDSA WITH AES 128 GCM SHA256
e TLS ECDHE RSA WITH AES 128 GCM SHA256

e TLS ECDHE RSA WITH AES 128 CBC_SHA256

e TLS ECDHE RSA WITH AES 128 CBC_SHA

e TLS RSA WITH AES 256 GCM SHA384

e TLS RSA WITH AES 256 CBC_SHA256

e TLS RSA WITH AES 256 CBC SHA

e TLS RSA WITH AES 128 GCM SHA256

e TLS RSA WITH AES 128 CBC SHA256

e TLS RSA WITH AES 128 CBC_SHA
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Related Information

SAP Ariba SHA-256 certificates [page 20]

SAP Ariba SHA-256 certificates

The following table lists the integration URLs. The URLs are applicable for TLS 1.2 that support both inbound and
outbound integration for transaction documents:

Table 2: SAP Ariba SHA-256 (commonly known as SHA-2) certificates

Data Center Integration URLs (RSA)
us e sl-integration.ariba.com (for SAP Ariba Appli-
cations)

® service-2.ariba.com (for Ariba Network)
® certsl-integration.ariba.com

® certservice-2.ariba.com

EU ® sl-integration-eu.ariba.com
® service-2-eu.ariba.com (for Ariba Network)

® certsl-integration-eu.ariba.com

RU e sl-integration-ru.ariba.com
® service-2-ru.ariba.com (for Ariba Network)

® certsl-integration-ru.ariba.com

Related Information

Parameters for TLS [page 19]

Using the -version and -info options

Use the -version and -info command line options to display version and environment information about the
SAP Ariba integration toolkit.

® —version displays the version (for example, the content of the variables ClientType and ClientVersion.
e —infodisplays environmentinformation (for example, the content of the variable ClientTool).

These options are not included in the wrapper script. The direct java - jar ... must be called to use these options.
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For example, using the -version option as follows:

$ java -jar classes/aribafiletransfer.jar -version
results in the following output:

aribaintegrationtoolkit version : 10s2
Using the —info option as follows:

$ java -jar classes/aribafiletransfer.jar -info

results in the following output:

aribaintegrationtoolkit runtime environment :
network.identity : 10.10.62.79/jdoe
os.name : Windows XP

os.version : 5.1

os.arch : x86

java.vm.version : 1.5.0 12-b04
java.vm.vendor : Sun Microsystems Inc.

Related Information

Version Information Transfer [page 73]

Integrating SAP Ariba integration toolkit with Dell
Boomi

SAP Ariba integration toolkit allows you to synchronize data between your ERP system and SAP Ariba cloud
solutions, such as SAP Ariba Buying and Invoicing and SAP Ariba Sourcing. With this release, Dell Boomi (Boomi)
can be used to run the SAP Ariba integration toolkit for synchronizing data between your ERP system and SAP
Ariba cloud solutions. You can run both data upload and data download events from Boomi either manually or in a
scheduled manner. The SAP Ariba integration toolkit captures the status of event runs in a CSV file that contains
information about the success or failure of the executed events. To ensure that you can monitor SAP Ariba
integration toolkit runs from Boomi, you can upload the generated CSV file to Boomi Monitoring. The generated
CSV file contains the following columns:

e Status Code - contains the error or success code
e Status String - contains the error or success string
® Message - contains the detailed message for both error and success scenarios

The SAP Ariba integration toolkit contains the SAP Ariba data transfer tool and the DB Connector. However, SAP
Ariba integration toolkit enhancements for Dell Boomi are used with the SAP Ariba data transfer tool only.
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Enabling the integration of the SAP Ariba integration
toolkit with Boomi

To enable the integration of the SAP Ariba integration toolkit with Boomi, you must:
e Upgrade to the latest version of the SAP Ariba integration toolkit. See Installing or Upgrading the Integration
Toolkit [page 10].
® |n Boomi, perform the required administration and configuration activities to ensure you can run the SAP Ariba

integration toolkit. After you run the event from Boomi, read the status file (CSV) and delete the CSV file from
the configured location.

SAP Ariba integration toolkit from Boomi requirements

A new optional parameter called monitorLogDirectory isintroduced as part of the additionalClientArgs
parameter in the sample options file. The value for this parameter is a location on your file system where the
generated CSV files are placed after an SAP Ariba integration toolkit run. For example, D: \Ariba
\IntegrationToolkit\DataDownlaod\CSVFiles.

Troubleshooting the integration of the SAP Ariba
integration toolkit with Boomi

When you run the SAP Ariba integration toolkit from Boomi, you may encounter any of the following failure
scenarios. This topic also contains some of the common errors that you may encounter for all failure types.

Failure on the client system

The failures on the client system are attributed to all failures that occur locally on the client during initialization of
the event run, parsing of the parameters, and so on.

The error code that is logged in the CSV file for failures on the client system is 1.

If you have not specified values for some parameters, such as set site= or set urlPrefix=, thenyou might
see the following errors the generated CSV file.

"STATUS CODE","STATUS STRING", "MESSAGE"

"1l","Failure on the Client System","error initializing properties:
java.io.IOException: illegal arguments: no value for the property -urlPrefix"
"1","Failure on the Client System","error initializing properties:
java.io.IOException: illegal arguments: no value for the property -site"

To resolve the above errors, specify values for all the relevant parameters and run the event again.
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Unable to connect to the SAP Ariba system

This error occurs when there are connection related issues between the SAP Ariba server and SAP Ariba
integration toolkit. Some of the possible causes for this error are as follows:

® Internal Server Error
e Bad Gateway

e Service Unavailable
e Gateway Timeout

The error code that is logged in the CSV file for this erroris 2.

The following error is reported when the SAP Ariba server is busy:

"STATUS CODE","STATUS STRING","MESSAGE"
"2","Unable to Connect to Ariba System", “Service Unavailable Throwable caught:
Unavailable to service Event ReceiptDataload: server busy”

Request rejected by the SAP Ariba system

This error occurs when the SAP Ariba system rejects the request sent by SAP Ariba integration toolkit. Some of the
possible causes for this error are as follows:

e Authentication failure
e [nvalid filename
® [nvalid event name

The error code that is logged in the CSV file for this error is 3.

i Note

The status code that is logged in the CSV file for successful data transfer is 0.

e |f you have not specified any value for the set integrationPasswordKeyPath parameter, the following
error is reported:

"STATUS CODE","STATUS STRING","MESSAGE"
"3","Request Rejected by the Ariba System","Unauthorized:Throwable caught:
Authentication Failure- Invalid Integration Password or Authentication mode is
of type Certificate || No stack available."

e |f you have not specified any value for the set additionalServerArgs parameter, the following erroris

reported:

"STATUS_CODE","STATUS_STRING","MESSAGE"
"3","Request Rejected by the Ariba System","Bad Request:Throwable caught: null
is not a valid event name. || No stack available."

To resolve the above errors, specify the required value for the parameters and run the event again.

e |f you have specified an incorrect file name for one of the files (CompanyCodel.csv instead of
CompanyCode.csv) part of a batch import event, the following error is reported:

"STATUS CODE","STATUS STRING","MESSAGE"
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"3","Request Rejected by the Ariba System","Bad Request:Throwable caught:
Illegal filename: CompanyCodel.csv || No stack available."

To resolve the above error, change the filename from CompanyCodel . csv to CompanyCode. csv and run the event
again.

Data transfer successful

If the data transfer is successful, then the generated CSV file appears as follows:

"STATUS CODE","STATUS STRING", "MESSAGE"
"0","Success","Data Transfer Successful"
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Using the SAP Ariba data transfer tool

Understanding the SAP Ariba data transfer tool [page 25]

Configuring the SAP Ariba data transfer tool [page 27]

Enhanced monitoring of the SAP Ariba integration toolkit [page 52]
Uploading data [page 56]

Downloading data [page 64]

Troubleshooting data transfers [page 71]

Running database operations from the SAP Ariba data transfer tool [page 73]

Understanding the SAP Ariba data transfer tool

The SAP Ariba data transfer tool is a command-line utility that allows data transfer in batch mode between a back-
end system and your SAP Ariba system. Data is transferred in the form of comma-separated-value (CSV) files. This
chapter describes how to set up and use the SAP Ariba data transfer tool to transfer data.

For example, you can use SAP Ariba data transfer tool to export expense reports from your SAP Ariba cloud
solution to your back-end system to synchronize your data. You can also use the tool with a scheduler to load
master data periodically from your back-end system to the SAP Ariba cloud solution. You can import master data
only as a batch import task.

You can use the SAP Ariba data transfer tool to perform these tasks:

Upload master data to your SAP Ariba system: Synchronize the SAP Ariba application with your back-end
system by transferring a snapshot of the master data from your back-end system.

Upload transactional data to your SAP Ariba system: Synchronize the SAP Ariba application with your back-
end system by transferring transactional data incrementally from your back-end system.

Upload spend visibility and sourcing data to your SAP Ariba system: Synchronize SAP Ariba Spend Analysis
with your back-end system for reporting and analysis tasks by transferring analytical data files in ZIP format
from your back-end system. You can also initiate data loads after the transfer is complete.

Download spend visibility data from your SAP Ariba system: Synchronize your back-end system with SAP
Ariba Spend Analysis by transferring star schema data by source system. By default, the SAP Ariba data
transfer tool will download the latest star schema export stored on the server. However, you can also use it to
invoke and download a new export.

Download transactional data from your SAP Ariba system: Synchronize your back-end system with SAP
Ariba by transferring transactional data from an SAP Ariba application. Transactional data that you can
download includes expense reports, payment requests, and accruals.

Download supplier and supplier location data from your SAP Ariba system. This also includes information
about a supplier's bank.
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i Note

The SAP Ariba Supplier Lifecycle and Performance and SAP Ariba Supplier Information and Performance
Management (new architecture) solutions use a unified vendor model instead of the classic supplier
organization model. The integration methods documented in this guide support limited integration of supplier
data to the unified vendor model. For details, see the Using the SAP Ariba integration toolkit for supplier data
integration with the unified vendor model topic.

The SAP Ariba data transfer tool is a HTTP client that resides on a system behind your firewall and runs on
Microsoft Windows or UNIX. Wrapper scripts in the SAP Ariba data transfer tool use options that you specify in
options files to run the required task.

Ariba Data Transfer Tool
Options Files: _
data-download You modify a copy
data-upload of the options files
spend-visibility based on the data
to be transferred.
Wrapper Scripts: In most cases, you
aribafiletransfer do not need to
uploadutils modify the wrapper
downloadutils scripts.
toolslib
encryptstrin
P 9 Non-modifiable
Java classes
Core code invoked by the
wrapper scripts.

Figure 2: Ariba Data Transfer Tool Components

SAP Ariba data transfer tool process overview

To use the SAP Ariba data transfer tool, you set options in working copies of the sample options files. In the options
files, you specify your company'’s site name, partition, authentication information, the location of data to be loaded,
and a location to receive the data exported from the SAP Ariba application, along with other options.

When you start the SAP Ariba data transfer tool from the command line, the tool checks for the presence of
required values and transfers the data to your site using an HTTPS post. The tool determines whether to use
username and password, shared secret, or certificate and sends the correct credential to the service for
authentication.

The options files also specify whether to send an email notification reporting the status of the data transfer and
also whether to perform a cleanup of old data.
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The options files are available for Microsoft Windows (as .bat files) and UNIX (as . sh files) and include:

e Data download sample files—for transferring transactional data to your site

e Data upload sample files—for transferring master data, incremental master data, and transactional status data
to Ariba

e SAP Ariba Spend Analysis sample files—for transferring SAP Ariba Spend Analysis data (in ZIP files) to SAP
Ariba and star schema data from Spend Visibility to your site.

The wrapper scripts provide the tool with the environment variables specified in the options files. The wrapper
scripts are available for Microsoft Windows (as . bat files) and UNIX (as . sh files), and include:

® aribafiletransfer—the main scriptthat performs the data transfer

® downloadutils—contains functions called by aribafiletransfer for transferring data from the Ariba
application to your site

® uploadutils—contains functions called by aribafiletransfer for transferring data to the Ariba
application from your site

® toolslib—contains helper utilities for the other wrapper scripts

® cncryptstring—an optional script that encrypts the shared secret and, for Spend Visibility, the password
option.

® cncryptcustomerkey - a script that allows you to encrypt a customer key that is then used by

encryptstring.

Related Information

Customizing the Sample Options Files [page 30]
About Security Encryption [page 28]

CSV file descriptions

The most comprehensive source of information about the content and format of the CSV files used to import and
export data from your SAP Ariba system is the data dictionary, which contains precise descriptions of the columns
in each CSV file on individual worksheets by task. For instructions on how to download and navigate the data
dictionary, see the Data Load Guide for your SAP Ariba solution.

For more information about CSV files, as well as a general primer on CSV file formatting, see the data import and
administration guide for your SAP Ariba solution.

Configuring the SAP Ariba data transfer tool

This section describes the steps that you must perform to set up and run the SAP Ariba data transfer tool,
including:

® Encrypting your shared secret or password for security purposes

SAP Ariba integration toolkit guide
Using the SAP Ariba data transfer tool PUBLIC 27



e (Customizing copies of the sample options files

e Running the SAP Ariba data transfer tool from the command line, or setting up the scheduler of your choice to
run the tool. For more information, refer to the documentation for your scheduler.

i Note

SAP Ariba data transfer tool supports a minimum read timeout of 5 minutes for data downloads from the SAP
Ariba server. If for example, the read timeout is set to 3 minutes and the data download takes more than 3
minutes, then the connection is timed out at the client side. Therefore, to prevent a read timeout, ensure that
the read timeout is set to a minimum of 5 minutes.

i Note

Running data transfer events without sufficient time interval causes errors. SAP Ariba recommends that you
schedule a minimum interval of 30 minutes between subsequent data transfer events.

Encrypting SAP Ariba data transfer tool parameters

For enhanced security, you can encrypt the following parameters used in the options file:

® integrationpasswordKeyPath (a file that contains an encrypted copy of the shared secret configured on
the Integration Toolkit Security page in Ariba Administrator)

® clientKeystorePassword

® clientKeyPassword

® proxyPassword

The SAP Ariba data transfer tool includes two utility scripts you use together to create encrypted strings so that the
key used to encrypt the strings is also encrypted:

® encryptcustomerkey

® encryptstring

You use the encryptcustomerkey script to create an encrypted key that you store in a local file. This script
prompts you for a 24-character (192 bits) customer key that is encrypted using the Triple Data Encryption
Algorithm (3DES) with three distinct 56 bit keys. The SAP Ariba data transfer tool uses a single key of required
length that the 3DES breaks up appropriately into the required keys for encryption.

You use the encryptstring script to encrypt a string (such as the shared secret for the SAP Ariba integration
toolkit) that you store in a local file. This script prompts you for the string and uses the key encrypted by
encryptcustomerkey to encrypt the string.

All SAP Ariba integration toolkit scripts must be able to resolve the location of §ava.exe. You can use the
JAVA HOME option in your options file to specify the path to java.exe.
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How to encrypt SAP Ariba data transfer tool parameters
Context

This topic describes how you can encrypt the SAP Ariba data tranfer tool parameters:

Procedure

1. Install Java Runtime Environment 1.6, if it is not already installed.

2. Find the directory containing java.exe. For example:

C:\Program Files\Java\jrel.x\bin

3. Open the options file you intend to use in a text editor and find the JavA HOME option.

4. Setthe JAvA HOME option to the path up to, but not including the bin directory. For example:
set JAVA HOME=C:\Program Files\Java\<jre version>

5. At the command prompt change to the directory containing the encryptcustomerkey script. For example:

cd D:\ITK\bin
6. Runthe script to encrypt the customer key using the following syntax:

encryptcustomerkey.bat optionsFile

where optionsFile is the path and name of an options file where you have set the JAVA HOME option.
For example: D:\ITK\bin\encryptcustomerkey.bat ..\myConfig\POtransactionalcust.bat

A prompt to enter the key is displayed.
7. Enter the customer encryption key to be encrypted.

The key must be an alphanumeric string of 24 characters in length. For example,
TestCustomerKeyl123456789

The encrypted key is displayed as an output on the command line. For example, { 3DES}
+Y9xad4mwCKKvBh60PRIFvkdk2srHINb/I0JygsfYQWQ=.

8. Copy the encrypted key from the command line to a text file and save the file. For example, Password. txt.
The encrypted key must be the first and only line in the file without any spaces before or after. The path to this
file must be passed as the value for the encryptionKeyPath parameter in your options file.

9. Inthe transactional batch file for example, POtransactionalcust.bat, pass the path of the file containing
the key (for example, Password. txt) for the encryptionKeypath parameter in the options file. For example:
set encryptionKeyPath=D:\ITK\Password.txt

10. Save transactional batch file.

11. Run the script to encrypt a string using the following syntax:

encryptstring.bat optionsFile
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where optionsFile is the path and name of an options file where you have set the JaAvA HOME option.
For example: D:\ITK\bin\encryptstring.bat ..\myConfig\POtransactionalcust.bat

A prompt to enter the string is displayed.

12. Enter the string you want to encrypt, such as the shared secret configured on the Integration Toolkit Security
page in Ariba Administrator.

The encrypted string is displayed as an output on the command line. For example,
{3DES } xXk8v1gz16ivmdCJIYy/nlw=

13. Copy the encrypted string from the command line to a text file and save the file. For example,
encryptedSharedSecret.txt

The encrypted string must be the first and only line in the file without any spaces before or after.

14. In the transactional batch file, for example, POtransactionalcust.bat, set the path of the file containing
the encrypted string (encryptedSharedSecret. txt in this example) in the appropriate parameter (the
integrationPasswordKeypath parameter in this example):

set integrationpasswordKeyPath=D:\ITK\encryptedSharedecret.txt
15. Save transactional batch file.
Next Steps

You can now run the command to download data:

D:\ITK\bin\aribafiletransfer.bat ..\myConfig\POtransactionalcust.bat

How to customize the sample options files
Context

Before using the SAP Ariba data transfer tool, you must set options in working copies of the sample options files.
The sample options file that you use is based on the task you want to perform.

Procedure

1. Navigate to the sample-options/DataTransferTool directory that was created when you extracted the
SAP Ariba integration toolkit jar file. The sample options files are grouped by task:
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Directory Options Files

data-download (export) 0 transactionaldata.bat.sample
o transactionaldata.sh.sample
o wsdata.bat.sample (to export contract workspaces from a Windows client)

o wsdata.sh.sample (to export contract workspaces from a Unix client)

data-upload (import) 0 incremental-masterdata.bat.sample
0 incremental-masterdata.sh.sample
© masterdata.bat.sample
© masterdata.sh.sample
© transactionaldata.bat.sample

o transactionaldata.sh.sample

spend-visibility (import) o upload.bat.sample

© upload.sh.sample

sv-download (export) o download.bat.sample

© download.sh.sample

i Note

To customize the SAP Ariba Spend Analysis export sample options files, navigate to the sample-
options/DataTransferTool/sv-download directory.
2. Make a copy of the appropriate sample options file, move the copy to another directory, and rename the file.

i Note

If you are running the tool on Windows, the options files must end in .bat. For example, the Microsoft
Windows file for SAP Ariba Spend Analysis (upload.bat.sample) must be renamed upload.bat or the
wrapper script will not run.

3. Use atext editor to modify the sample files you just copied. See Ariba Data Transfer Tool Options [page 31].

i Note

If you are running the tool on Microsoft Windows, double quotes are required for two options, event and

sourceSystem.

Related Information

Installing the Ariba Integration Toolkit [page 10]

SAP Ariba data transfer tool options

This section describes each option that appears in the sample options files, and the operation for which it is used.
Note that the options appear in slightly different order based on the sample file you are using.
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A\ Caution

In each sample options file, there is a section marked “Do not modify anything after this line.” For SAP Ariba
cloud solutions, this section of the file is pre-configured, and must not be changed except when you are using
SAP Ariba Sourcing, SAP SAP Ariba Contracts, Ariba Supplier Information and Performance Management, and
SAP Ariba Spend Analysis solutions. In such cases, you must set the ur1Prefix to the appropriate value for

your system.

i Note

While specifying the ur1Prefix, ensure that you specify the correct value for the Host parameter. The host
address requires the data center in which the application is hosted. To determine the data center for your site,
please reach out to your deployment team or SAP Ariba Support.

The following table describes the options you specify in the sample options files:

Option Description Used For
JAVA HOME Specify the full path to the Java JRE executable, java.exe, up to, but  Upload, Download
not including the bin directory.
Example:
set JAVA HOME=C:\Program Files (x86)\Java\jre6 or C:\Program
Files\Java\jre7
This environment variable is used by the encryptstring.bat
(sh) script and other wrapper scripts, which use Java.
site Specify the name of your company as used in the URL for your SAP gploaddvpc_)t\:‘_/lhtload’
Ariba product. The URL isin the for http:// pend Visibrity
mycompany.procurement.ariba.com.
Example: set site=mycompany
serviceMode Specifies what kind of SAP Ariba product you are using: Possible values  Upload, Download,
include: Spend Visibility
e ( to specify an SAP Ariba cloud solution. The ur1Prefix option
will, in this case, refer to a site. For example: http://sl-
integration.ariba.com/Buyer/fileupload?
realm=realm 1
e -1 isthe default value, which must be changed to the appropriate
allowed value to avoid a warning message. The warning message
will be issued to the client log, followed by a permanent failure 4xx
error code.
authUser Use to specify the user name (required for SAP Ariba Spend Analysis SAP Ariba Spend
uploads). Do not specify authUser for master data uploads or trans- ~ Analysis
actional data uploads and downloads.
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Option Description Used For
password Use to specify your password (required for SAP Ariba Spend Analysis SAP Ariba Spend
uploads). Your customer administrator can provide a password. Do not  Analysis

specify password for master data uploads or transactional data up-
loads and downloads.

SAP Ariba recommends that you encrypt the value for this option using
theencryptcustomerkeyand encryptstring utilities.

integrationPassword
KeyPath

This specifies the location of the file that contains the shared secret
configured on the Integration Toolkit Security page in Ariba Adminis-
trator.

SAP Ariba recommends that you encrypt the contents of this file using
theencryptcustomerkeyand encryptstring utilities.

Upload, Download

encryptionKeyPath

Specifies the location of the file that contains the encrypted customer
key created by the encryptcustomerkey utility. (This file is used by
the encryptstring utility.)

Upload, Download

clientKeystore

Used for certificate-based authentication. The path to the Java Key-
Store that contains the public/private key pair associated with your cli-
ent certificate.

Upload, Download,
Spend Visibility

This specifies the
location of the file
that
containsclientKeySto
re

Password

Used for certificate-based authentication. The password to access the
Java KeyStore specified by the clientKeystore option.

SAP Ariba recommends that you encrypt the value for this option using
theencryptcustomerkeyand encryptstring utilities.

Upload, Download,
Spend Visibility

clientKeyPassword

Used for certificate-based authentication. The password to access the
public/private key pair in the Java KeyStore specified by the clientKeys-
tore option.

SAP Ariba recommends that you encrypt the value for this option using
the encryptcustomerkeyand encryptstring utilities.

Upload, Download,
Spend Visibility

event

Use to specify an event. To use an event with the SAP Ariba data trans-
fer tool, the event requires configuration on the server side.

You must specify the SAP Ariba integration toolkit name of an event and
not the display name. The SAP Ariba integration toolkit name is availa-
ble in the Data Import / Export page in Ariba Administrator.

If you are using Microsoft Windows, you must quote the value of the

event option.

For more information about data import and export tasks, see the im-
plementation guide for your SAP Ariba solution. For information about
the form and contents of CSV files, use the Data Dictionary link in Ariba
Administrator to download the data dictionary.

Upload (transac-
tional only), Down-
load

adaptersource

The value of adapter source can be ALL, EXTERNAL, SYSTEM, or ARIBA
MANAGED.

Download
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Option Description Used For
dataFile Use to specify a directory of your choice. This directory can only contain SAP Ariba Spend
either a single ZIP file or CSV files but not both together. You can also Analysis
specify the path directly to a ZIP file or a CSV file.
downloadDir Use to specify the location where the star schema export file is stored SAP Ariba Spend
(required for SAP Ariba Spend Analysis downloads). Analysis
lastModified Use to specify that the export will only include data modified after the SAP Ariba Spend
specified date in the format DDMMYYYY (required for SAP Ariba Spend  Analysis
Analysis downloads). If you do not use this option, the export includes
all data.
factTables Use to specify the fact tables to include in the export in a comma-sepa-  SAP Ariba Spend
rated list (required for SAP Ariba Spend Analysis downloads). If youdo  Analysis
not use this option, the export includes all fact tables.
sourceSystem Use to specify the source system in a site that the file is for (required for SAP Ariba Spend
SAP Ariba Spend Analysis uploads) or to specify the source systemsto  Analysis
include in the export in a comma-separated list (required for SAP Ariba
Spend Analysis downloads). If you do not use this option, the export in-
cludes all source systems.
Quotes are required for the value of this option in Microsoft Windows.
generateSchemaExport Use to specify whether or not to start a new star schema export (re- SAP Ariba Spend
quired for SAP Ariba Spend Analysis downloads). By default, Analysis
generateSchemaExport issetto false, and the SAP Ariba data
transfer tool downloads existing export files from the specified location.
If you set this option to t rue, the SAP Ariba data transfer tool starts a
new star schema export operation using the lastModified,
factTables, and sourceSystem options you specify and then
downloads the results.
downloaddir Use to specify the directory (named DownloadFromAriba by de- Download
fault) containing the downloaded files in directories to be stored for
processing by your back-end system. On Microsoft Windows, the direc-
tory is created in C: \TEMP. On UNIX, it is created in /var/tmp.
SAP Ariba integration toolkit guide
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Option

Description Used For

additionalClientArgs

Specify the following variables in the parameter Upload, Download
additionalClientArgs to configure the upload and download be-
havior between the SAP Ariba Buying solutions and your back-end sys-
tem:

® unzipDirs:Use to specify if the downloaded ZIP file is to be un-
zipped.

e downloadInZipFormat: Use to specify if you want to down-
load responses sent from the SAP Ariba Buying solutions in a zip-
ped format. The default value is false.

e numberOfReConnectionsToServer: Use to specify the
number of retries.

e ywaitTimeBeforeReconnection: Use to specify the wait

time between retries in milliseconds.

Forexample, set additionalClientArgs=-unzipDirs
false -downloadInZipFormat false -
numberOfReConnectionsToServer 5 -

waltTimeBeforeReconnection 30000

waitTimeBetweenIncUp
load

Use to specify wait time in minutes between incremental uploads. Upload

timestampFile Use to specify, for incremental downloads, the time stamp file thaten- ~ Download
sures the download event pulls data saved since the latest successful
download.

filePrefix Use to specify a prefix for downloaded folders, for example expense,  Download

payment, or accruals. The tool appends a time stamp to down-
loaded files, indicating when the download was completed. For example,
you can specify the following prefixes based on the transaction:

e ERPOrder for PO

e ERPOrderChange for change PO
e ERPOrderCancel for cancel PO
® Receipt for receipt

e Payment for payment

e [xpenseReport for expense

notifyemail

Specify a comma-delimited list of email addresses to which notifica- Upload, Download,

tions must be sent, if you have enabled notifications for either success-  Spend Visibility
ful or failed data transfers.

Example: set notifyemail=myemail@mycompany.com

smtpMailServer Specify the Simple Mail Transfer Protocol (SMTP) server that the SAP Upload, Download,
Ariba data transfer tool email client will use to send notification mes- Spend Visibility
sages.
Example: set smtpMailServer=mail.mycompany.com

fromEmail The from address of the notification email. It is mandatory to specifya  Upload, Download

valid from address.

SAP Ariba integration toolkit guide
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Option

Description

Used For

topDir Specify the full path to the directory where the various input and output  Upload
subdirectories must go.

Example: set topDir=C:\TEMP\FullMasterUpload

inDir The folder in which data files will be placed for upload to the SAP Ariba  Upload
cloud solution. Specify the full path to the subdirectory containing the
CSV files to be sent. The tool expects to find a subdirectory containing
the CSV files to be transferred.

Example: set inDir=%topDir$\InDir

\your subdirectory

For example, in an Ariba Buyer instance with two partitions, you can
specify the subdirectory this way:

set inDir=%topDir%\InDir\partition2

filterprefix Specify the subdirectory name prefix that indicates which CSV file sub-  Upload
directories (in inDir) the tool must ignore when uploading files.
Default: set filterprefix=processing
If you have a program that generates CSV files, it must use a file name
that begins with this prefix and then rename the file when the file is
ready for transfer. If this task is scheduled to run while the file is still be-
ing generated, the file is ignored until the next scheduled run.

outDir Specify the full path to the directory where the SAP Ariba data transfer ~ Upload
tool moves CSV files after it sends copies to the SAP Ariba cloud solu-
tion.

Default: set outDir=%topDir$\OutDir

unsentDir When you have an automatic mechanism to create full master CSV files, Upload (master data
and it creates a new batch before your SAP Ariba data transfer tool has  only)
sent the old batch, the old batch does not need to be sent. Specify a di-
rectory in which to put unsent data.

Default: set unsentDir=%topDir%\UnsentDir

This optionis only presentinthe masterdata options file. With in-
cremental data, newer and older files may contain different data, so all
files are sent and this option is absent.

PerformCleanup Specify 1 if you want the SAP Ariba data transfer tool to delete sent Upload
CSV files from the out Dir directory when they are older than the
cleanupFilesOlderThan value.

Default: set PerformCleanup=1
Specify the maximum number of days you wish to retain sent CSV files  Upload

cleanupFilesOlder

Than

inthe outDir directory.

Default: set cleanupFilesOlderThan=7
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Option

Description

Used For

logDir

Specify the full path to the directory where the SAP Ariba data transfer
tool writes a log file after it finishes the task that uses this options file.

Default: set logDir=%topDir%\UnsentDir

Upload, Download,

Spend Visibility

notifyonsuccess

Specify 1 to enable sending an email message when the data transfer is
successful. Specify O to disable this feature.

Default set notifyonsuccess=1

Upload, Download,

Spend Visibility

notifyonfailure

Specify 1 to enable sending an email message when the data transfer is
not successful. Specify O to disable this feature.

Default set notifyonfailure=1

Upload, Download,

Spend Visibility

notificationSuccess
Subject

Specify the subject of the notification email message when the data
transfer is successful.

For example:

set notificationSuccessSubject=AribaFileTransfer

Master Data Upload: Success

Upload, Download,

Spend Visibility

notificationFailure
Subject

Specify the subject of the notification email message when the data
transfer fails.

For example:

set notificationFailureSubject=AribaFileTransfer

Master Data Upload: Failed

Upload, Download,

Spend Visibility

returnkExitStatus

Specify to support the return codes for Windows users. Windows users
that need to perform some action on the exit status in the SAP Ariba in-
tegration toolkit must add the parameter to the sample-options file as
follows:

set returnExitStatus=1

When the parameter is set to 1, the SAP Ariba integration toolkit returns
the exit status to the caller.

This is an optional parameter.

Upload, Download
Spend Visibility

Related Information

Encrypting SAP Ariba data transfer tool parameters [page 28]

Certificate-based authentication [page 16]

Configuring events for use with the SAP Ariba data transfer tool [page 51]
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Configuring proxy server options

The SAP Ariba data transfer tool can be configured to use Secure HyperText Transfer Protocol (HTTPS) through a
proxy server. The following methods of authentication on the proxy server are supported:

® PBasic
e Digest

e NTLMv1 (Note that NTLMv2 is not supported)

To enable secure communication through a proxy server, configure the following options:

Option Description Used For
proxyHost Host name or IP address of the proxy server. Upload
. Download
Example: Spend Visibility
set proxyHost=localhost
proxyPort Port used by the proxy server to handle secure communication. Upload
£ e Download
xample: Spend Visibility
set proxyPort=8081
proxyAuthMod Indicates the method used for authentication on the proxy server. If the  Upload
option is not defined, then no authentication is used with the proxy Download
server. Spend Visibility
Note that NTLMv2 is not supported.
Possible values:
B: basic
D: digest
N: NTLM
For example: set proxyAuthMode=D
proxyUser The user name used for authentication. Required for all three authentica- Upload
tion methods. Download
Spend Visibility
For example: set proxyUser=username
proxyPassword The password used for authentication. Required for all three authentica-  Upload
tion methods. You can encrypt this password as you encrypt the shared  Download
secret. See About Security Encryption [page 28]. Spend Visibility
For example: set proxyPassword=password
proxyDomain The domain to which the user identified by the proxyUser optionbe-  Upload
longs. Required for NTLM authentication only. Download
Spend Visibility
For example: set proxyDomain=ARIBA
SAP Ariba integration toolkit guide
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Configuring SAP Ariba Spend Analysis data load options

You can configure the SAP Ariba data transfer tool to load SAP Ariba Spend Analysis data after file upload, either by
adding to the next pending data load or by creating a new data load.

For details on data loading operations and post-processing tasks, see the Ariba Reporting and Analysis Data Load

and Administration Guide.

i Note

Do not load data without consulting your SAP Ariba Spend Analysis Project Manager. Project Managers
coordinate data load schedules and are aware of other data load activity, such as enrichment refreshment
loads, that might conflict with automatic loads.

To load SAP Ariba Spend Analysis data after file upload, configure the following options:

Option

Description

Used For

loadOperationName

Specify the name of the new data load operation to which to add
the uploaded data files. If you do not use this option, the uploaded
data file is added to any load operation.

Forexample: set loadOperationName=ADTT

SAP Ariba Spend Analysis

startLoadOperation

Set to t rue to schedule a data load after file upload is complete.
If you do not use this option, the data load is not scheduled.

SAP Ariba Spend Analysis

postProcess

Set to true to run post-processing tasks after the data load. If
you do not use this option, the data load does not include post-
processing tasks.

For example: set postProcess=true

SAP Ariba Spend Analysis

indexDrop

Set to true to drop and rebuild all indexes during the data load. If
you do not use this option, the data load drops and rebuilds the
indexes by default.

For example: set indexDrop=false

SAP Ariba Spend Analysis

applyExisting
Enrichment

Set to true to apply existing enrichment results to the data in
the data load. If you do not use this option, existing enrichment
results are not applied.

Forexample: set applyExistingEnrichment=true

SAP Ariba Spend Analysis

forceRecalcMV

Set to true to recreate all materialized views whether or not un-
derlying tables were modified during the data load. If you do not
use this option, only those materialized views with underlying ta-
bles were modified during the data load are recreated.

For example: set forceRecalcMV

SAP Ariba Spend Analysis
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Option Description Used For

Set arguments for all of the data load options you want to use, in-  SAP Ariba Spend Analysis
cluding the source system.

additionalServer
Args

For example:

set additionalServerArgs=-sourceSystem
%SourceSystem% -loadOperationName
%loadOperationName% -startLoadOperation
$startLoadOperation% -postProcess
SpostProcess$ -—-indexDrop %indexDrop$% -
applyExistingEnrichment
%applyExistingEnrichment% -forceRecalcMV
sforceRecalcMV

Configuring contract workspace export options

The Export Workspace Data service can be used to download contract workspace data. Customers can download
contract workspace data periodically or one time and save the data on their systems. Customers can also choose
to download contract workspace data by the date they were last modified.

The output of the Export Workspace Data service is for archival purposes only. SAP Ariba reserves the right to
change the contents of this output.

i Note

To export contract workspaces in a ZIP format, the user must be an Integration Manager or have permissions to
export contract workspaces.

Two options files are added to support the new export of the contract workspaces functionality and placed in the
data-download folder in the SAP Ariba integration toolkit.

Exporting deleted contract workspaces

The Contract Workspace Export feature allows you to export deleted contract workspaces. When the
wsIncludeDeletedWorkspaces parameter is enabled, deleted contract workspaces are included in the Contract
Workspace Export.

The Active columninthe index. csv file displays Yes or No, depending on whether the contract workspace is
active or has been deleted.

i Note

The Contract Workspace Export feature allows you to export deleted contract workspaces, it does not enable
you to export deleted contracts.

When deleted contract workspaces are exported, the SAP Ariba solution appends deleted to the exported
contract workspace ZIP file name. For example, if you export a deleted contract workspace named cw2005, SAP
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Ariba Contracts exports a ZIP file named cw2005_deleted.zip. None of the files within the ZIP file are appended
with _deleted, only the ZIP file name.

How to configure the options file
Procedure

1. Navigate to the sample-options/DataTransferTool/data-download directory. Two new options files

are added:

Directory Newly-Added Options Files
//sample-options/ wsdata.bat.sample (Windows)
DataTransferTool/data-
download/ wsdata.sh.sample (Unix)

2. The newly-added options files inthe bata Transfer Tool directory appearinthe data download
directory as follows:
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\. sample-options
|, DataTransferTool
|. data-download

.

MName

A masterdata.bat.sample
7| masterdata.sh.sample
|4 transactionaldata.bat.sample

1| transactionaldata.sh.sample

Mew sample files for

1] wedata bat.sample B el
! wsdata.sh.sample

Set the workspace related parameters.
128 11 Specify the workspace Type. Currently, supported Types are:
12% :: Sales Contract Regquest

1t Sales Contract Workspace
131 11 Frocuremsnt Contract Request
132 1 Procurement Contract Workspace
1z Internal Concract Workspace

m'l’:::urmnt Contract Workspace"™

Li ane. For example, ExpiryDate, CreateDate etc.
s=t walateFieldiame=®="

142 :: Ser the frem date for above selected date field.
143 P't vﬂn“fﬂw-"]

14¢ t: Sec the to date for above selected dacte field.

11 Ser the workspace status. For example, Expired, Cancelled stc.

154 11 Set the supplier or customer organization id as shown in 54 UI. H

3. Make a copy of the appropriate sample options file, move the copy to another directory, and rename the file.

o For Windows clients, copy the wsdata.bat.sample file.
o For Unix clients, copy the wsdata.sh.sample file.
4. Use a text editor to modify the sample file you just copied. Set the appropriate options as needed for
downloading data.In addition, set options that are specific to contract workspace downloads as listed in the
table below.
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i Note

o The table consists of a list of parameters in the options file and their description. For errors and
recommended solutions, see Configuring events for use with the SAP Ariba data transfer tool [page
51]. If the problem persists, have your Designated Support Contact log a service request and an SAP
Ariba Customer Support representative will follow up to complete the request.

o You can use multiple combinations of options to export data. See Site configuration options for
contract workspace exports [page 50].

5. Access the “index” CSV file for field values for each workspace and the location of the corresponding ZIP file.

Options file parameters

Parameter Description
event Specify “Export Workspace Data” toexport contract workspace data.
wsID Provide a valid contract ID as shown in the Overview tab in the contract workspace.
Examples:
wsID = “CWl221”
wsID = “Cwl221, CW3715, CW2687”
Use a comma-separated list for multiple workspace IDs. Do not specify more than 1000
values.
If you specify ws ID, you cannot perform incremental exports
(wsExportType=Incremental isignored).
wsType Select a workspace type from the following supported types to export the required

data:

® Sales Contract Request

® Sales Contract Workspace

® Procurement Contract Request

® Procurement Contract Workspace

e TInternal Contract Workspace

Examples:
wsType = “Procurement Contract Workspace”
wsType = “Sales Contract Request, Sales Contract

Workspace, Procurement Contract Request, Procurement
Contract Workspace”

Use a comma-separated list for multiple workspace types.

If you specify wsType, you cannot perform incremental exports

(wsExportType=Incremental isignored).
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Parameter

Description

wsDateFieldName
wsDateFrom="YYYY/MM/DD"

wsDateTo="YYYY/MM/DD”

Usethe wsDateFieldName, wsDateFrom,andwsDateTo options together to
define the date filters for the export.

The wsDateFieldName option specifies the names of the date fields in the contract to
be bounded by the date range (wsDateFrom and wsDateTo option values).

Valid values for wsDateFieldName:

® Agreement Date
® Create Date
e Effective Date
® Expiration Date
® Notice Date
e | ast Modified Date
Use a comma-separated list for multiple wsDateFieldName values.

i Note

If you specify multiple values for wsDateFieldName, the date range applies to
all specified date fields. You can specify only one pair of values for the date
range (wsDateFrom and wsDateTo). Each value for wsDateFieldName is
combined with the wsDateFrom. and wsDateTo values to define a date filter. If
there are multiple date filters, a contract workspace is exported only if it meets
any of the date filter requirements.

Example:
wsDateFieldName="Effective Date, Expiration Date"
wsDateFrom="2012/01/31"

wsDateTo="2013/12/31"

wsStatus Specify a status for a workspace from the following available values:
® (Closed
® Draft Amendment
® Draft
® FExpired
e On Hold
® Pending
e Published
e Publishing
Example:
wsStatus="Closed, Draft”
Use a comma-separated list for multiple statuses.
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Parameter Description

wsOrgId Specifies the unique ID for the supplier or customer organization. You can access the ID
by viewing the Organization Profile page for a supplier or customer.

Example:
wsOrgId="ACM12345, ACM6789"
Use a comma-separated list for multiple IDs. Do not specify more than 1000 values.

i Note

This option is not applicable to Internal Contract Workspaces.

wsExportType Specifies the type of export.
Valid values:

e A1l (export all workspaces to your site)
e TIncremental (exportonly the contract workspaces created or modified after
the last export)

i Note

If wsExportType is Incremental, you must also specify the
timestampFile option.

IfwsExportTypeis Incremental and the file specified for
timestampFile is empty or does not exist (indicating that this is the initial
export), all contract workspaces are exported. Subsequent exports will use
the contents of timestampFile to export only the contract workspaces
created or modified after the previous export.

You cannot perform incremental exports if you specify wsID or wsType val-
ues (wsExportType=Incremental isignored if you specify wsID or

wsType values).
Example:

wsExportType=All

timestampFile Specifies the location of the timestamp file for incremental downloads. See the
wsExportType option for more information.

Example:

timestampFile=%downloadDir%\WorkspaceTimeStamp
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Parameter

Description

rerun

If a workspace export operation is cancelled or interrupted before it is complete, you
canset rerun="true” and resubmit your request. The SAP Ariba integration toolkit
server will resume the previous export operation to the same output directory. Note
that the server resumes the export operation after the last file successfully exported;
the server does not resend files successfully exported in the previous operation.

If this option is t rue and the previous workspace export operation was successful, the
SAP Ariba integration toolkit displays an error message.

If this option is t rue but any workspace filter options (wsnnn options, such as
wsStatus) do not match the options for the incomplete export, the SAP Ariba inte-
gration toolkit displays an error message.

The default value for this optionis false.
Example:

rerun="false”

retryLimit

For temporary failures, the SAP Ariba integration toolkit retries the download. The num-
ber of retries can be specified as a value for this option. The default value is 3.

Example:

retryLimit=3

waitTimeBetweenRetry

The wait time between the SAP Ariba integration toolkit retries in milliseconds. For any
server temporary failures, the SAP Ariba integration toolkit waits between retries. The
default value is 5 minutes (300000 milliseconds).

Example:

waitTimeBetweenRetry=120000

wsIncludeDeletedWorkspaces

This controls whether deleted contract workspaces are exported with the Contract
Workspace Export feature. To enable the parameter, set the value to True.

By default, the parameter is disabled and set to False.

exportCLIDAsCSVZip This controls whether the Contract Line Item Document should be exported as Excel or
a CSV Zip. To export CLID as CSV Zip, set the value of the parameter to True.
By default, the parameter is set to False and CLID is exported as Excel.
SAP Ariba integration toolkit guide
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Combining options

The SAP Ariba integration toolkit supports the following combinations for export options:

Export Option Valid Combination
wsContractType, wsDateFieldName, ® wsContractType + wsDateFieldName,
wsDateFrom, wsDateTo, wsStatus, wsOrgld wsDateFrom, wsDateTo

e wsContractType + wsStatus
e ysContractType + wsOrgId
® wsContractType + wsDateFieldName,

wsDateFrom, wsDateTo + wsStatus

® wsContractType + wsDateFieldName,
wsDateFrom + wsDateTo + wsOrgId

® wsContractType + wsDateFieldName,
wsDateFrom, wsDateTo + wsStatus +

wsOrgId

You cannot perform incremental exports if you specify wsID or wsType values (wsExportType=Incremental is

ignored if you specify wsID or wsType values).

Troubleshooting errors when exporting contract workspaces

This section contains possible solutions for problems you might encounter when exporting contract workspaces.

Error

Meaning and Resolution

Export workspace requests exceeds the
limit of WSExportMaxRequests set for

the period for the realm: siteName

Ensure your workspace requests do not exceed the limit set for a
realm. The total number of SAP Ariba integration toolkit workspace
requests allowed per month is set in the following parameter:

Application.ACM.ITK.WSExportMaxRequestsAllowed

See Site Configuration Options for Contract Workspace Exports
[page 50].

No workspace IDs list to process.

The SAP Ariba integration toolkit options inthe .bat or . sh file
does not return any result from the server. Furthermore, workspace
IDs are not listed for processing.

Provide the correct workspace IDs to resolve this error.

Number of Orglds exceed the limit of
1000.

The wsOrgId field contains more than 1000 organization IDs. Reset
the number of IDs specified in the wsOrgIds option to less than
1000 and rerun the SAP Ariba integration toolkit.

Rerun request could not proceed as the
last run was successful. You can only
rerun when previous request is not

successful. Please reset rerun option

to false in options file and run ITK.

The rerun option is set to t rue and the previous export was suc-
cessful.

Reset the rerun option to false and run the SAP Ariba integration

toolkit again.
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Error

Meaning and Resolution

Some workspaces are skipped as
workspace zip file preparation failed
at server end. Skipped workspaces can
be found at path/
skippedworkspaces.txt. Please contact
customer support with
skippedworkspaces.txt for further

investigation.

The SAP Ariba integration toolkit was unable to create a ZIP file for
one or more workspaces. Have your Designated Support Contact log
a service request with SAP Ariba. Provide the skippedworkspaces.txt
file and your options file.

There is another export workspace
request is in progress for the realm:
realmName. Please try after

ExportRequestTimeoutInMin mins.

Another export workspace request was started within the timeout in-
terval. The timeout interval is specified in the following parameter:

Application.ACM.ITK.ExportRequestTimeoutInMin

See Site configuration options for contract workspace exports [page
50].

Unable to create a workspace file.

A common cause of this error is when the server or the response
from the server is slow. You can retry rerunning the SAP Ariba inte-
gration toolkit after some time.

If the problem persists, have your Designated Support Contact log a
service request with SAP Ariba.

Unable to merge the chunk files to
prepare zipped files for the
workspaceId.

For larger workspace ZIP files, the SAP Ariba integration toolkit client
fetches the data in smaller chunks. After the zipped files are ex-
ported, the SAP Ariba integration toolkit merges them to make a sin-
gle ZIP file. An error occurred when attempting to merge the files.

Rerun the SAP Ariba integration toolkit. If the problem persists, have
your Designated Support Contact log a service request with SAP
Ariba.

Unable to proceed with rerun as

workspace related options are changed.

Previous:
previousRequestOptions
Current:

currentRequestOptions

Please change rerun option to false

and run ITK for new export request.

The rerun option is set to t rue and the previous workspace export
operation did not complete, but the workspace filters in the current
options file do not match the filters in the options file for the incom-
plete export operation.

If you want to resume the incomplete export, set the workspace fil-
ters to the previous values. If you want to start a new export, reset
the rerun option to false and run the SAP Ariba integration toolkit
again.
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Error

Meaning and Resolution

Unable to process export request as
the workspace list is not found.

The SAP Ariba integration toolkit client retrieves a list of workspaces
to be exported from the server based on the search filters in the op-
tions file. This error occurs when the workspace list is not present on
the client system.

This error may occur when:

® the serveris slow

® the client systemis slow and unresponsive

e search filters do not display any results
Verify the accuracy of inputs provided for the parameters in the
options file.

Unable to read the workspace list
file.

The SAP Ariba integration toolkit client retrieves a list of workspaces
to be exported from the server based on the search filters in the op-
tions file. This error occurs if the workspace file is corrupted on the
client system.

Resolve any file level issues on the client system and rerun the SAP
Ariba integration toolkit.

Unable to read the workspace ZIP file
for workspaceId.

The SAP Ariba integration toolkit attempts to access the workspace
datain the ZIP format from the server for each workspace ID on the
list. This error occurs if the workspace ZIP file is not present on the
client system.

A common cause of this error is when the server is slow or if there is
not enough free space on the client system. You can try accessing
the workspace data after sometime or ensure there is enough free
space for the workspace data to load.

Unable to set request params stackTrace

The SAP Ariba integration toolkit attempts to set parameters to re-
quest the server for data based on the configuration in the options
file, but it is unable to set the requested parameters.

Reconfigure the parameters as recommended in the options file. See
How to configure the options file [page 41].

Unable to write skipped workspaces
file for this request.

The SAP Ariba integration toolkit was unable to create a ZIP file for
one or more workspaces and could not record the IDs of the skipped
workspaces in the skippedworkspaces.txt file. Have your Designated
Support Contact log a service request with SAP Ariba.

Workspace search filter parameters are
missing. Unable to proceed.

Specify at least one workspace filter (wsnnn option, such as
wsStatus)and rerun the SAP Ariba integration toolkit.
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Site configuration options for contract workspace exports

The following configuration options control the functionality of exporting contract workspaces:

Application.ACM.ITK.ExportRequestTimeoutInMin

This parameter specifies the timeout interval, in minutes, between contract export requests from the same
customer site. This interval is only checked if there is another contract export request that has not completed (the
other request is in progress or was terminated by the client but has not yet terminated on the server).

i Note

This parameter is for internal purposes only and must be changed with the assistance of Ariba Technical
Support.

Default: 15.

Application.ACM.ITK.WSExportMaxRequestsAllowed

This parameter specifies the maximum number of contract export requests allowed for a customer site in a month.

Default: 2.

Application.ACM.ITK.WSExportTempFileMaxSizelInMB

This parameter specifies the maximum size of the exported workspace ZIP file.

Default: 1228 MB (1.2 GB).

Export data format

Currently, the data export of the template consists of XML files meant only for internal purposes. With this feature,
the XML files are enhanced for sharing, readability, and ease-of-use.

i Note

See the SAP Ariba Contracts for a detailed description of the exported data when the Export Workspace Data
event is used with the SAP Ariba data transfer tool.
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Configuring events for use with the SAP Ariba data transfer
tool

The events that are preconfigured to be used with the SAP Ariba data transfer tool have an SAP Ariba integration
toolkit name that you must use in the options file. The SAP Ariba integration toolkit names for these events are
available in the Data Import/Export page in Ariba Administrator as illustrated in the graphic below:

Data Import/Export

Exclamation marks (1) indicate tasks that completed with errors or warnings. Refresh the screen to show current status.

Download Data Dictionary

Search Filters:

Task Mame: |purchase List All
M Web Service Status

Export © Refresh Status
Tasks Integration Toolkit Names 4 Status Last Updated Last Exported
Export Purchase Orders & Export Purchase Orders Export
Export Purchase Order to ERFP & Export Purchase Order
Export Change Purchase Qrder & Export Change Purchase Order
Export Cancel Purchase Order B Export Cancel Purchase Order
Export Purchase Order Conditions £ Export

To upload any of the above master data, you must add a set event statement with the event name in the option
file. This is applicable for Windows. For Unix scripts, the word SET is not required. For example, you can add the
following entry to amasterdata.bat file:

set event = "Import Departments"

Then, the user needs to create a zip file that contains any one of the files specified below. For instance, if a user
wants to upload Commodity code and Enterprise user, the zip file must contain 2 CSV files, CommodityCode.csv
and CustomSharedUser.csv. To upload all master data, the user must include all the file names specified below
as part of the ZIP file. The file names must match the file names that are listed as follows:

® CommodityCode.csv

® (ClassificationCodeMap.csv
® CustomSharedUser.csv

® CurrencyConversionRate.csv
® Departments.csv

® Regions.CSV

® UnitsOfMeasure.csv

® Products.csv

® SupplierOrganization.csv
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® SupplierOrganizationOrganizationIDPart.csv
® SupplierParentOrganizationImport.csv
® SupplierProfilesImport.csv

® OrganizationsPullData.csv

To include Flex Master Data (FMD) in a ZIP file for a master data upload, include a file with the name
fmd_template name.csv, where fmd template name isthe name of your FMD template in simplified form (the
name with spaces removed).

All other events must be defined before you can use them with the SAP Ariba data transfer tool, and single events
must be included in a batch event if they have not been included in any other existing batch events.

SAP Ariba data transfer tool syntax

The main program used to run the SAP Ariba data transfer tool is:

® aribafiletransfer.bat (Microsoft Windows)
® aribafiletransfer.sh (UNIX)

The main program takes an options file, which sets the environment variables, as an argument. The main program
then continues, invoking the appropriate wrapper scripts as necessary to perform the requested data transfer task.

The basic SAP Ariba data transfer tool program syntax is:

aribafiletransfer.bat data-download/optionFile.bat (Microsoft Windows)
aribafiletransfer.sh data-download/optionFile.sh (UNIX)

The SAP Ariba data transfer tool program syntax for exporting SAP Ariba Spend Analysis data is:
aribafiletransfer.bat sv-download\optionsFile.bat (Microsoft Windows)
aribafiletransfer.sh sv-download/optionFile.sh (UNIX)

Before you run the tool, ensure that you have set up the appropriate options files for the tasks you plan to run.

Enhanced monitoring of the SAP Ariba integration
toolkit

When a SAP Ariba integration toolkit run is successfully completed, it sends an email notification indicating the
status of the data transfer to the email address configured as part of the options file. This email notification
provides only high-level information, such as data transfer successful or data transfer failed. It does not provide any
information about the status of the event run or the number of records that were created, updated, deleted, or
failed as a result of errors.
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The enhanced monitoring of the SAP Ariba integration toolkit ensures that information about the event run and the
number of records affected is captured and sent as email notifications to the desired recipients within your
organization. These email notifications provide detailed information such as:

e Name of the batch import integration event

e Name of the individual import integration event

e Status of the batch or individual import integration event

e Name of the customer site for which the integration events are being run
e Date / Time when the event processing started and ended

® The number of records that are created, updated, or deleted

® The number of records that failed as a result of errors

i Note

This functionality is available only for import events, because the information in the email notification is useful
primarily when you import data from your ERP system into the Ariba system.

Types of email notifications

When you use the SAP Ariba integration toolkit to run a batch import event, two types of email notifications are
sent based on the status of the integration event: Submitted Summary and Processed Summary. The Submitted
Summary is sent when the SAP Ariba server receives the integration event request. The Processed Summary is
sent when the SAP Ariba server has completed the execution of the event.

The Submitted Summary and Processed Summary email notifications are sent for the batch import event and also
for each import integration event included in the batch. Therefore, if you have included five integration events
within a batch import event, then the recipients receive 12 email notifications. One Submitted Summary email
notification for the batch import event and five Submitted Summary email notifications for each import integration
event within the batch. Similarly, One Processed Summary email notification for the batch import event and five
Processed Summary email notifications for each import integration event within the batch.

Subject line of the email notifications

The subject line for both Submitted Summary and Processed Summary email notifications is different. The subject
line of the Submitted Summary email notification both at the batch level and individual integration event level is
constructed based on the following parameters:

ITK Event[Name of the Integration Event or Name of the Batch Integration
Event];Status[Status of the Integration Event];Site[Name of the Customer Site]

The subject line of the Processed Summary email notification both at the batch level and individual integration
event level is constructed based on the following parameters:

ITK Event[Name of the Integration Event or Name of the Batch Integration
Event];Status[Status of the Integration Event];Site[Name of the Customer Site]Processed
Status[Status of the Batch Event]
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i Note

Based on the subject lines of these notifications, the recipients of these notifications can configure rules in their
respective email clients to efficiently manage these notifications.

Sample email notifications

Sample email notifications sent for the Submitted Summary and Processed Summary at the batch level and
individual integration event level are displayed as follows:

Submitted summary email notification at the batch level

From: notificationAdmin@your.admins.domain

Subject:ITK Event[SupplierProfileBatchPull];Status[Submitted];Site[mycoolcompany];
Integration Event Name: SupplierProfileBatchPull

Status: Submitted

Site: mycoolcompany

Submitted summary email notification at the individual integration
event level

From: notificationAdmin@your.admins.domain

Subject:ITK Event[SupplierProfileFileImport];Status[Submitted];Site[mycoolcompany];
Integration Event Name: SupplierProfileFileImport

Status: Submitted

Site: mycoolcompany

Processed summary email notification at the batch level

From: notificationAdmin@your.admins.domain

Subject: ITK Event[SupplierProfileBatchPull];Status[Completed
(*)1;Site[mycoolcompany];Processed Status[Completed (*)];
Integration Event Name: SupplierProfileBatchPull

Status: Completed (*)

Site: mycoolcompany

Date/Time Event Processing Started:6/7/2012 2:50 AM
Date/Time Event Processing Ended:6/7/2012 2:50 AM
Summary:

Records Created:0

Records Deleted:0

Records Updated:77

Error Messages:1
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Processed summary email notification at the individual integration
event level

From: notificationAdmin@your.admins.domain

Subject: ITK Event[SupplierProfileFileImport];Status[Completed
(*)1;Site[mycoolcompany];Processed Status[Completed (*)];
Integration Event Name: SupplierProfileFileImport

Status: Completed (*)

Site:mycoolcompany

Date/Time Event Processing Started:6/7/2012 2:50 AM
Date/Time Event Processing Ended:6/7/2012 2:50 AM
Summary:

Records Created:0

Records Deleted:0

Records Updated:77

Error Messages:1

i Note

e |nthe subject line of the Processed Summary email notification, if the Status and Processed Status
fields contain the value Completed (*), itindicates that some of the records have failed as a result of
errors.

® The content of these email notifications is available in the English language only. In addition, the integration
event name contained in the notification is the display name of the integration event and not the SAP Ariba
integration toolkit name.

How to configure email addresses

Context

To ensure that Submitted Summary and Processed Summary email notifications are sent to the desired recipients
within your organization, your Administrator must specify the email addresses of the recipients by using the Ariba
Administrator of your respective SAP Ariba solution.

Procedure

1. In Ariba Administrator, under Integration Manager workspace, click Integration Toolkit Security.

i Note

You must be a member of the Integration Administrator group to access this page in Ariba Administrator.
This page also allows the Administrator to specify the authentication method that is used to authenticate
data upload and download requests from the SAP Ariba integration toolkit. The administrator can select
authentication based on Shared Secret or Digital Certificate.
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2.

3.

Under Notification, in the Email Addresses field, enter the required email addresses.

i Note

You can specify a maximum of five email addresses separated by a comma (,) or semicolon (;). The
maximum limit of this field is 2048 characters. If you specify an email address that does not exist, then no
Undelivered email notification is sent back to the Ariba Server.

Click Save.

Uploading data

The SAP Ariba data transfer tool uploads data in three modes:

Full master data load uses the default operation that is defined for each integration task in a batch. The default
operation is different for each event in the batch you are uploading.

For example, for “Load and Delete” events, objects that are not specified in the data are “deleted” (that is,
deactivated). In this case, if you upload user . csv, then all records are updated to match the current version of
the file. If you upload only part of user. csv, then only the records listed in the partial file are created or
updated. All other records are deactivated.

Incremental master data load provides a safe transfer mode—no objects are deactivated. Specifically, “Load
and Delete” events are actually run as just “Load” operations.

For example, if you want to add new suppliers, you can generate a partial supplier.csv, runanincremental
master data upload, and update a few records. In this case, records not listed in the partial file are not
deactivated.

Transactional data uploads, where the tool creates and modifies objects in the database using values in the
data file. These uploads are also “safe” because no objects are deactivated. Note that you can upload
transactional status (ID /Error) and remittance files from your back-end system. You cannot upload user,
supplier, or any other types of files using transactional data upload.

i Note

With Spend Visibility data loads, the tool uploads ZIP files as specified in the SAP Ariba Spend Analysis data
acquisition schema.

For each integration task in a batch, a default operation is defined that can be any of the following:

Operation Description

Create Creates a ClusterRoot object. If the object exists in the database prior to this operation, a
non-fatal exception is inserted in the integration event log entry, and the object is not cre-
ated.

Delete Deactivates a Cluster Root object. It does nothing, if the object does not exist in the data-

base or is already deactivated.

Update Updates an existing ClusterRoot object. If the object does not exist in the database, a non-

fatal exception is inserted in the integration event entry, and the object is not updated.

Load Is the combination of Create and Update. Specifically, if the object does not already exist,

it is created. Otherwise, it is updated.
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Operation Description

Update And Delete Like Update, updates records in the database if the records are there in the file and also
there in the database. This option also does the following:

e Deletes records from the Ariba database that have the same EventSource label as the
integration event and are not there in the file.
e Does not create new elements, even if they exist in the data source file.

Load And Delete e Creates records in the database if the records are there in the file and not there in the
database.
e Updates records in the database if the records are there in the file and also there in
the database.
® Deletes records in the database if the records are not there in the file. However, it will
only delete records in the database, where their adapter source matches the event
source of the Load and Delete event being run.

Update Elements Only Updates the contents of vector fields. Mostly used in header detail imports. Specifically,
for a given vector field, if the vector contains the object, the object is updated. Otherwise,
the updated object is inserted into the vector.

Delete Elements Only Deletes elements from vector fields. Mostly used in header/detail imports. Specifically, re-
moves the object from the vector field if the vector contains the object.

Related Information

Automated extended validation [page 63]

File size limits for data upload requests

An upload request sent by the SAP Ariba data transfer tool to the SAP Ariba system can contain ZIP files and/or
individual CSV files. The total size of files within an upload request sent by SAP Ariba data transfer tool to the SAP
Ariba system depends on the
Application.Messaging.Channels.File.overrideDefaultMaxFileSizeForITK parameter. The file size
must be less than 10 MB if the parameter is set to false and must be less than 20MB if the parameter is set to true.
This is applicable for Full Master Data, Incremental Master Data, and Transactional Data uploads. However, if you
run an upload event through the Ariba Administrator, then the size of the CSV/ZIP file must be less than 100 MB.

Data upload examples

The following example shows the minimum options that you must configure to use the SAP Ariba data transfer tool.
With this minimum configuration, the tool can upload data to your SAP Ariba system, send email notification
regarding the data transfer status, and clean up data files that are older than seven days.
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i Note

This example assumes you are running the tool on Microsoft Windows. To use the tool on UNIX, use the . sh
options files and forward slashes (/) instead, and follow the syntax as it appears in the options files.

Full master data upload

This example explains how to use the tool to complete a full master data upload, and assumes that the following
are true:

e You have obtained your shared secret or digital certificate. If you have not yet encrypted the shared secret, you
do soinstep 2.

® You have obtained the site name for your company as defined in your site URL.
e Your Ariba service is up and running.
e Javalborl6isinstalledinc:\Java.

i Note

This example shows the Microsoft Windows set command. The UNIX options files do not require you to use
the set command.

Example: How to upload full master data
Procedure

1. Make acopyof D:\IntegrationToolkit\sample-options\DataTransferTool\data-upload
\masterdata.bat.sample, move the copy to another directory, and rename the file masterdata.bat.

i Note

On Microsoft Windows, the file extension must be .bat. (This does not apply if you are using UNIX.)

2. If you are using shared secret based authentication, then you must encrypt the customer key and shared
secret. See Encrypting SAP Ariba data transfer tool parameters [page 28].

3. You can now modify masterdata.bat.
4. Provide values for the following options inmasterdata.bat:

a. Define the site option:

set site=mycoolcompany

where mycoolcompany is the unique name of the company as defined in your URL. For example, in the
URLhttp://mycoolcompany.procurement.ariba.com, the siteismycoolcompany.

b. Enter your encrypted shared secret.

c. Define the event option to specify the master data load event appropriate for your SAP Ariba solution. See
Configuring events for use with the SAP Ariba data transfer tool [page 51].
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For example, if you are importing master data into SAP Ariba Sourcing, use the Import Master Data
event. If you are importing data into SAP Ariba Procurement solutions, use the Import Batch Data
event.

d. Define the topDir option to specify the top level directory in which your back-end system places data for
transfer:

set topDir=D:\ariba\DataTransferTool\topLevelDir

You can use any directory as topLevelDir, as long as it contains an empty subdirectory called InDir.
The tool assumes topLevelDir and InDir exist.

i Note

If you are using the SAP Ariba data transfer tool in an SAP environment, the inDi r value must match a
value in SAP. See the Integrating SAP Ariba cloud solutions procurement and invoicing data with SAP
ERP and SAP S/4HANA for more information on using inDir.

e. Definethe notifyEmail option to specify the email address to which notifications are sent from the tool:

set notifyEmail=your email account

i Note

You can specify multiple email addresses by separating each one with a comma.

f. Define the smtpMailServer option to specify the SMTP mail server to use for email notifications from the
tool:

set smtpMailServer=mail.yourcompany.com

g. Specify the JAVA HOME variable:

set JAVA HOME=C:\Program Files\Java\jre version\

For UNIX, set Java Home as export JAVA HOME=/usr/local/java/jre version

5. Save your changes.

6. The following sub steps explain the behavior when the file to be uploaded is not available in the InDir:

i Note

Step 7 explains how to move the file to be uploaded to the InDir and the behavior thereafter.

a. Toopen a Microsoft Windows command interpreter, click Start, Run, then type cmd and click OK.
b. Enter:

cd D:\ariba\DataTransferTool

and press Return.
c. Enter:

bin\aribafiletransfer directoryPath\masterdata.bat

and press Return. (Where directoryPathis the directory path to your masterdata.bat options file.)
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d. Check the command interpreter for a message similar to the one below, and also check your incoming
email for a message about the transfer.

Will log to D:\aribal\DataTransferTool\topLevelDir\logs
\10og-20061012-93835-85.10g

kA khkhkhk kA hkk A hkrhkdkrhhkhkhkhkhkhkrhkhkrhkhkrhhkhkhkhkhkhkrhkhkrhkhkrhkkkkhkkkkxkkx

****Running File Transfer Tool at Thu Oct 12 09:38:36 PDT 2006****

no input items to process, exiting..

Data transfer complete.

Sending D:\aribal\DataTransferTool\topLevelDir\logs\1log-20061012-93835-85.10og
to joesmith@ariba.com

Subject: AribaFileTransfer Master Data Upload: Successful

Login name is donotreply

e. Openthe logfile.

Thelogentryno input items to process, exitingindicates thatthe tooldid notupload any data
(in this case, because there are no files in InDir yet).

7. Upload data as follows:

a. Locate your master copy of a CSV file for uploading, such as Address.csv. As this is a full master data
upload, you must have all addresses that you need in the file. Any address objects in the SAP Ariba
database that do not have a corresponding entry in Address. csv file are deactivated. This is a “Load and
Delete” operation.

b. Copy Address.csvtoD:\ariba\DataTransferTool\topLevelDir\InDir\batchO.

i Note

Any directory that does not begin with the word processing works. See the filterPrefix optionin
Troubleshooting data transfers [page 71].

c. Enter:

bin\aribafiletransfer directoryname\masterdata.bat

and press Return. (Where directoryPathis the directory path to your masterdata.bat options file.)

d. Check the command interpreter for a message similar to the one below, and also check your incoming
email for a message about the transfer.

Will log to D:\ariba\DataTransferTool\topLevelDir\logs
\1og-20061012-154159-61.1log

R R I R I I i I I I I I I I I i e I I I b I b b i b b b b b b b b i 2 i
****Running File Transfer Tool at Thu Oct 12 15:42:01 PDT 2006***x*
done executing POST method.

moving D:\ariba\DataTransferTool\topLevelDir\InDir\batch0 to D:
\DataTransferTool\topLevelDir\OutDir\success\batch0.20061012154202
Data transferr complete.

Sending D:\ariba\DataTransferTool\topLevelDir\logs\1og-20061012-154159-61.1og
to joesmith@ariba.com

Subject: AribaFileTransfer Master Data Upload: Successful

Login name is donotreply
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Results

You have successfully uploaded a master data file. To verify this data transfer, check with your customer
administrator. (Your administrator can check the Import Batch Data import event in Ariba Administrator. If the
sample data was transferred successfully, the event must have a status of Complete.)

By defining the topDir option, you automatically specify the following directories:

e By default, the log file is in a subdirectory called 1ogs under topDir.

e By default, the tool transfers CSV files from $topDir%\InDir\directoryname, where directoryname is
any directory that does not have the prefix processing. The tool transfers all di rectoryname\ * . csv files.

e By default, the tool moves the original CSV file to the directory $topDir%\OutDir\success
\directoryname.YYYYMMDDhhmmss once the file is successfully transferred. In this example,
directoryname is batch0, and YYYYMMDDhhmmss is the time stamp 20061012154202.

e By default (not shown in this example), a permanent failure on the server causes the tool to move the original
CSV file to the directory $topDir$\OutDir\failed\directoryname.YYYYMMDDhhmmss.

e By default (not shown in this example), any CSV files that the tool does not transfer are moved to the directory
$topDir%\UnSent\directoryname.YYYYMMDDhhmmss. This can happen if you have more than one set of
batch data (for example, batch0, batchl, and batch2) and you are doing a full master data upload. In this
operation, the tool transfers only the latest set of batch data.

Full and incremental data loads

Both types of master data load, create or update objects in the database using the values in the data files. For a full
dataload, all data is loaded. If an object in the database does not exist in a datafile, it is deactivated in the
database.

i Note

If a data file (ZIP file) includes a CSV file that contains only column headers and no records, the Full data Load
does not deactivate all the data. For example, if the ZIP file includes a TaxCode.csv file that contains only the
character encoding row (such as “UTF-8") and the column header row (such as
"SETID_TAX_CD_TAX_CD,SETID,TAX_CD_DESCR_,DESCR"), Full Load does not deactivate all tax codes.
However, if the file contains a single tax code record, Full Load adds or updates that tax code and deactivates all
other tax codes.

An incremental data load does not necessarily load all data. Therefore, if an object in the database does not exist in
a datafile, it is not deactivated in the database.

In all other respects the data loads are the same. If an object in a data file:

® Does not already exist in the database, it is created.
e Already exists in the database, it is updated using the value in the data file.
e Already exists in the database and the object was previously deactivated, it is reactivated.

Note that some data files may update objects that were previously created by other data files in the ZIP file.

SAP Ariba integration toolkit guide
Using the SAP Ariba data transfer tool PUBLIC 61



File and directory handling

This section describes how the tool transfers batch data files during data uploads.

Full Uploads

For full master data loads, the SAP Ariba data transfer tool retrieves and transfers only the latest batch of CSV files.
If there are two batches of full-load CSV files, the tool compares the creation dates of their subdirectories and
moves the older one to the $UnsentDir% directory.

After transferring the new files, the tool adds a time stamp to the subdirectory that contained them and moves the
subdirectory to the $outDir%\success directory.

If the tool is unable to transfer the files, such as if a remote permanent failure occurs, the tool moves the files to the
%outDir%\failed directory.

Incremental Uploads

The incremental master data upload and all transaction uploads are incremental. That means each batch of CSV
files only contains data that changed since the last upload. Instead of transferring only the latest subdirectory, the
tool transfers all of the CSV subdirectories, from the oldest to the newest. The tool stops when it completes the
transfer or encounters an error. There is no need for an unsentDir directory.

During incremental upload, the SAP Ariba data transfer tool transfers data from the InDIR in a sequence. This
ensures that after the SAP Ariba data transfer tool transfers data from the first folder to SAP Ariba Procurement
solutions, it starts to move the data from the next folder. This process is repeated till all the data in the InDIRis
processed. However, when the SAP Ariba data transfer tool starts to move the data from a folder, if data from the
previous folder is still in processing in SAP Ariba Procurement solutions, a server busy is reported. To ensure that
such an error does not occur, you can use the waitTimeBetweenIncUpload parameter. The value for this
parameter must be set it milliseconds. If you have set this parameter in the batch file, the SAP Ariba data transfer
tool after sending data from a particular folder, will wait for the configured time interval before it starts to process
the data from the next folder.

After the upload, the tool adds a time stamp to the subdirectory that contained them and moves the subdirectory
to the $outDir%\success directory.

If the tool is unable to transfer the files, such as if a connection failure occurs, the tool moves the files to the
$outDir%\failed directory.

All Uploads

If you use a utility to create CSV files from your back-end system data, it must name the batch subdirectory with a
special prefix, such as processing, while the file is being written. The filterPrefix option (whose default is
processing) prevents the tool from transferring CSV files with that prefix. The utility used to create the files can
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then rename the directory when the files are complete. Using the filterPrefix variable prevents errors in the
case where the upload is scheduled to run when the CSV files are still being written.

You can use the performCleanup options to clean old files out of the outDir and unsentDir directories.

The figure below shows an example of a data structure set up for different upload tasks. Each task is separated into
a different top directory to keep the log files, and successful/failed data files separate from those of other tasks.

Folders =

Marne = I

=l ) Temp =]
=l I25) Full Master ErpDropDir
=l 153 Full-Master InDir

@] 1)cver C5Y Files
I lder C3v Batch
I logs
=l IC5) OutDir
I3 Failure

I success
=) UnsentDir
=l I25) Incremental Master ErpDropDie
=l 153 Incremental-Master InDir
I Some data
I Some mare data
I3 logs
[ outDir
=l I25) Remittance ErpDropDir
=) logs
[ CutDir
[=) Reemittance Inbir
=l [ Requisition ErpDropDie
I3 logs
I3 CutDir
=) Requisition InDir

=

@F'-I:I:'CatEgDr':.-'FiEHStatusCDme.I:S‘v'
|%.'5'.u:|:-:n_lnI:CaI:Eu;||:|r*f.|:s~w
@P-EEDUI‘IHFDE.ESV

|%.ﬂuss'&:t.u:sv
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@CDH’IDEHFCDEIEESCDH’II:ID.CSV
@CDMDEI‘IFCDdEIOCDme.ESV
|%lﬁiu:uslzlienlzer.u:sw-'

Bl Internalorder sy
@Purchasingumt.csv

I%Llser.csv

|%'-.-‘u‘EiSElememt.|:sv

For the next scheduled full master data upload, only the Newer CSv Files directory (highlighted) is uploaded. It
will then be moved to the OutDir directory and have a time stamp appended, such as Newer CSV
Files.yyyymmddhhmmss. The directory called 01der CSV Files is moved to the UnsentDir directory.

Just before this image was taken, the CSV directory might have been called Processing Newer CSV Files.Had
the upload task run at that time, the directory might have been ignored and 01der CSV Files might have been

uploaded.

For the next incremental master data upload, both subdirectories, Some data and Some more data, are

uploaded.

Automated extended validation

Program Manager in SAP Ariba Spend Analysis can perform automated extended validation while uploading files
from SAP ERP using the SAP Ariba integration toolkit on SAP Netweaver Pl to:
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e Perform duplicate row check: Checks for duplicate rows.

e Perform dimension reference check and Invoice to PO match: Checks for data integrity between the invoice
files and the associated master data files, such as, supplier master data, accounts master data, cost center
master data, and so on.

i Note

The file to be uploaded must be either a character-delimited file or a ZIP file.

Additional references

For more information about the extended validations in SAP Ariba Spend Analysis, see the Uploading Data Files
section in the Ariba Reporting and Analysis Data Load and Administration Guide.

Downloading data

Depending on your SAP Ariba solution, when you download data from your SAP Ariba system, the SAP Ariba data
transfer tool triggers one of the following tasks:

® Export Expense Reports
e Export Payment Requests in 3 File Format (for Generic only)
® [Export Payment Requests

e Export Accrual Transactions (note that you must use the string “Export Accrual Transactions”inthe
event option in the SAP Ariba data transfer tool options file)

e ExportSchema (for SAP Ariba Spend Analysis only)

These tasks send selected CSV files from your SAP Ariba system to the directory you specify in the associated
options file. After you download data, you can use any utilities you may have to extract the data from the CSV files
for transfer to your back-end system.

Downloading master data

The SAP Ariba integration toolkit only supported export of transactional data which is on the PendingDataQueue.

Now, the integration toolkit supports both master and transactional data exports.

Data download examples

This example shows the minimum options that you must configure to use the SAP Ariba data transfer tool to
download data. With this minimum configuration, the tool can download data from your SAP Ariba system, send
email notification regarding the data transfer status, and clean up data files that are older than seven days.
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i Note

This example assumes you are running the tool on Microsoft Windows. If you use the tool on UNIX, use the . sh
options files and forward slashes (/) instead, and follow the syntax as it appears in the options files.

This example assumes that the following are true:

e You know your shared secret or digital certificate.

® You have obtained the site name for your company as defined in your site URL.
e Your Ariba service is up and running.

e Javalborl6isinstalledinc:\Java.

i Note

This example shows the Microsoft Windows set command. The UNIX options files do not require you to use

set.

Example: How to download transactional data

Context

This example shows how to download expense reports.

i Note

This example is for illustrative purposes only. As a best practice, to download more than one type of
transactional data, use a separate options file instead of modifying the same file. That way you can specify
different options, such as a different download directory.

Procedure

1. Make acopyof D:\ariba\sample-options\DataTransferTool\data-download
\transactionaldata.bat.sample, move the copy to another directory, and rename the file

transactionaldata.bat

i Note

On Microsoft Windows, the file extension must be .bat. (This does not apply if you are using UNIX.)

2. If you are using shared secret based authentication, then you must encrypt the customer key and shared
secret. See Encrypting SAP Ariba data transfer tool parameters [page 28].

3. Provide values for the following options in transactionaldata.bat.

a. Define the site option:

set site=mycoolcompany
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where mycoolcompany is the unique name of the company as defined in your URL. For example, in the
URL http://mycoolcompany.procurement.ariba.com, the siteismycoolcompany
b. Enter your encrypted shared secret.
Define the export event option as appropriate for your SAP Ariba solution.
Define the downloadDir option to specify the directory into which you want to download data from Ariba:

set downloadDir=D:\ariba\DataTransferTool\DownloadFromAriba

e. Define the notifyEmail option to specify the email address to use for notifications from the tool:

set notifyEmail=your email account

i Note

You can specify multiple email addresses by separating each one with a comma.

f. Define the smtpMailServer option to specify the SMTP mail server to use for email notifications from the
tool:

set smtpMailServer=mail.yourcompany.com

g. Specify the JAVA HOME variable:

set JAVA HOME=C:\Program Files\Java\<jre version>\

For UNIX, set Java Home as export JAVA HOME=/usr/local/java/<jre version>
Save your changes.
Download the expense reports as follows:

a. Toopen a Microsoft Windows command interpreter, click Start, Run, then type cmd and click OK.
b. Enter:

cd D:\ariba\DataTransferTool

and press Return. (D:\ariba\DataTransferTool is the directory in which the tool is installed.)
c. Enter:

bin\aribafiletransfer sample-options\data-download\transactionaldata.bat

and press Return.

d. Check the command interpreter for a message similar to the one below, and also check your incoming
email for a message about the transfer.

Will log to D:\aribal\DataTransferTool\DownloadFromAriba\logs
\1og-20061012-193554-46.1og

Ak hkhkhkhkhkhkkhkhhkhhkhkhkhAhhkhkhkhkhhkhdhkhhhkhkhkhkhhkkhdhhrhrhkkhhkhhkhkkhhrrhkkhhhhkhkkxx

****Running File Transfer Tool at Thu Oct 12 19:35:55 PDT 2006****

done executing POST method.

unzipping D:\ariba\DataTransferTool\DownloadFromAriba
\~tmp49582\~download45181.tmp to
D:\ariba\DataTransferTool\DownloadFromAriba\~tmp49582\unzip45180
D:\ariba\DataTransferTool\DownloadFromAriba\~tmp49582\~download45181.tmp
successfully unzipped Reponse successfully downloaded to the directory 'D:
\ariba\DataTransferTool\DownloadFromAriba\Expense20061012193557"

Data transfer complete.
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Example: How to download payments

This example shows how to download payments.

1
2.

Open transactionaldata.bat.

Specify the event option:
set event="Export Payment Requests"
The default is Export Expense Reports.
A Caution
On Microsoft Windows, quotes are required for the event option.
Specify the filePrefix option:
set filePrefix=Payment

The default is Expense.

Specify a different time stamp file using the timestampFile option:

set timestampFile=%downloadDir$\PaymentTimeStamp

i Note

If you are using the SAP Ariba data transfer tool in an SAP environment, the filePrefix value must match a
value in SAP. See the Integrating SAP Ariba cloud solutions procurement and invoicing data with SAP ERP and
SAP S/4HANA for more information on using filePrefix.

About this example

Note the following about this download example:

The log file is automatically created under $downloadDir%\1logs.

The tool creates a tmp directory (in this case, ~tmp49582) to receive the data from the server.

When the tool finishes transferring the CSV files (there are three in this example), the tool renames the temp
directorytoD:\ariba\DataTransferTool\DownloadFromAriba\Expense20061012193557, whichis
$downloadDir%$\%filePrefix%YYYYMMDDhhmmss

Openthe contents of D: \ariba\DataTransferTool\DownloadFromAriba, and note the following:

An empty file named ExpenseTimeStamp is created with a time stamp corresponding to 20061012193557.
The next time you run the tool, it uses this time stamp to determine the last successful download time. The tool
looks only for data with a more recent time stamp than this to download incrementally.

To download incremental data successfully, you must specify the same time stamp file for this event (unless
there is good reason not to do so, such as if you are troubleshooting). By default, the time stamp file is named
ExpenseTimeStamp, which is the default name even for payment exports. You must specify a different value
for the timestampFile option if you are doing a payment or accrual export.
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In this example, the tool transferred the following three files from the SAP Ariba applicationinto D: \ariba
\DataTransferTool\DownloadFromAriba\Expense20061012193557. If there is no expense report data to be
exported from the SAP Ariba application, these files are empty.

® ExpenseReportHeaderExport.csv
® ExpenseReportDetailExport.csv

® ExpenseReportDistributionExport.csv

Directory structure

i Note

This section does not apply to SAP Ariba Spend Analysis.

The SAP Ariba data transfer tool places data downloaded from the SAP Ariba solution in the directory specified in
the downloadDir option. By default, this directory is called C: \TEMP\DownloadFromAriba.

Data download examples for SAP Ariba Sourcing

This example shows the minimum options that you must configure to use the SAP Ariba data transfer tool to
download data. With this minimum configuration, the tool can download data from your SAP Ariba system, send
email notification regarding the data transfer status, and clean up data files that are older than seven days.

i Note

This example assumes you are running the tool on Microsoft Windows. If you use the tool on UNIX, use the . sh
options files and forward slashes (/) instead, and follow the syntax as it appears in the options files.

This example assumes that the following are true:

e You know your shared secret or digital certificate.

® You have obtained the site name for your company as defined in your site URL.
® Your Ariba service is up and running.

e Javalborl6isinstalledinc:\Java.

i Note

This example shows the Microsoft Windows set command. The UNIX options files do not require you to use
the set command.
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Example: How to download transactional data for SAP Ariba
Sourcing

Procedure

1. MakeacopyofD:\ariba\sample-options\DataTransferTool\data-download
\transactionaldata.bat.sample, move the copy to another directory, and rename the file

EnterpriseUsers.bat.

i Note

On Microsoft Windows, the file extension must be .bat. (This does not apply if you are using UNIX.)

2. Ifyouare using shared secret based authentication, then you must encrypt the customer key and shared
secret. See Encrypting SAP Ariba data transfer tool parameters [page 28].

3. Provide values for the following options in EnterpriseUsers.bat.

a. Define the site option:

set site=mycoolcompany

where mycoolcompany is the unique name of the company as defined in your URL. For example, in the
URL http://mycoolcompany.sourcing.ariba.com, the site ismycoolcompany.

b. Enter your encrypted shared secret.
Define the export event option as Export Enterprise Users.

d. Define the downloadDir option to specify the directory into which you want to download data from Ariba:

set downloadDir=D:\ariba\DataTransferTool\DownloadFromAriba

e. Definethe notifyEmail option to specify the email address to use for notifications from the tool:

set notifyEmail=your email account

i Note

You can specify multiple email addresses by separating each one with a comma.

f.  Define the smtpMailServer option to specify the SMTP mail server to use for email notifications from the
tool:

set smtpMailServer=mail.yourcompany.com

g. Specify the JAVA HOME variable:

set JAVA HOME=C:\Program Files\Java\<jre version>\

For UNIX, set Java Home as export JAVA HOME=/usr/local/java/<jre version>
h. Setthe FilePrefix option as required.

Set FilePrefix=Enterprise
4. Save your changes.
5. Download the enterprise users as follows:
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To open a Microsoft Windows command interpreter, click Start, Run, then type cmd and click OK.
Enter:

cd D:\ariba\DataTransferTool

and press Return. (D: \ariba\DataTransferTool is the directory in which the tool is installed.)
c. Enter:

bin\aribafiletransfer sample-options\data-download\EnterpriseUsers.bat

and press Return.

d. Check the command interpreter for a message similar to the one below, and also check your incoming
email for a message about the transfer.

Will log to D:\ariba\DataTransferTool\DownloadFromAriba\logs
\1og-20061012-193554-46.1og

R I e S b I b e b S b S R b S S e S b b E b b I b S b I b b b b b b I 2h b b b b b 2 4

****Running File Transfer Tool at Thu Oct 12 19:35:55 PDT 2006****

done executing POST method.

unzipping D:\ariba\DataTransferTool\DownloadFromAriba
\~tmp49583\~download45181.tmp to
D:\ariba\DataTransferTool\DownloadFromAriba\~tmp49583\unzip45180
D:\ariba\DataTransferTool\DownloadFromAriba\~tmp49583\~download45181.tmp
successfully unzipped Reponse successfully downloaded to the directory 'D:
\ariba\DataTransferTool\DownloadFromAriba\Enterprise20061012193557"

Data transfer complete.

i Note

This example is for illustrative purposes only. As a best practice, if you want to download more than one
type of transactional data, use a separate options file instead of modifying the same file. That way you
can specify different options, such as a different download directory.

Results

Note the following about this download example:

70

The log file is automatically created under $downloadDir%\logs.
The tool creates a tmp directory (in this case, ~tmp49583) to receive the data from the server.

When the tool completes the transfer of the CSV files, the tool renames the temp directory to D: \ariba
\DataTransferTool\DownloadFromAriba\Enterprise20061012193557, whichis $downloadDir%\
%$filePrefix%YYYYMMDDhhmmss

Open the contents of D: \ariba\DataTransferTool\DownloadFromAriba, and note the following

An empty file named EnterpriseTimeStamp is created with a time stamp corresponding to
20061012193557. The next time you run the tool, it uses this time stamp to determine the last successful
download time. The tool looks only for data with a more recent time stamp than this to download incrementally.
To download incremental data successfully, you must specify the same time stamp file for this event (unless
there is good reason not to do so, such as if you are troubleshooting).
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Example: How to download another data type for SAP Ariba

Sourcing

1. Opentransactionaldata.bat.
2. Specify the event option:

set event="Export Contract Header Data (ZIP)"

A\ Caution

On Microsoft Windows, quotes are required for the event option.

3. Specify the filePrefix option as required:

set filePrefix=Contract

4. Specify a different time stamp file using the timestampFile option:

set timestampFile=%downloadDir%$\ContractTimeStamp

i Note

If you are using the SAP Ariba data transfer tool in an SAP environment, the filePrefix value must match a
value in SAP. See the Integrating SAP Ariba cloud solutions procurement and invoicing data with SAP ERP and
SAP S/4HANA for more information on using filePrefix.

Troubleshooting data transfers

This section contains possible solutions for problems you might encounter while transferring data.

Problem

Solution

A failure occurs

Make sure the SAP Ariba service is currently available
Check the log file for information
Check the options files for incorrect parameters

Check the command interpreter for incorrect or ambiguous input

A temporary failure occurs when you have a backlog of in-
cremental data to upload and the transfer times out before
completing

Let the tool complete processing the backlog. Until the backlog is
processed completely, you might receive multiple email messages
indicating the transfer failed. This problem is only temporary.

You receive an error message containing this text:

option must start with '-'

Check your options file for possible incorrectly quoted options.

You receive an error message containing this text:

Bad credentials -- wrong shared secret

The shared secret is not correct. Check the shared secret and try
again.
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Problem

Solution

You receive an error message indicating you tried to transfer Ensure that the filename is typed correctly and that it is one of the

a file with anillegal filename CSV files that the SAP Ariba solution expects. The CSV files ex-
pected are listed in the data load guide for each SAP Ariba solu-
tion.

You receive an error message containing this text: Ensure that you specify the value for the sourceSystem pa-

) rameter.

Invalid value for parameter sourceSystem

You receive an error message containing this text: Ensure that you use only one authentication method at a time.

You can configure only one of the

following authentication methods,

password, sharedSecret or clientKeystore

You receive an error message containing this text: Ensure that you place either a single ZIP file or CSV files, but not

input cannot be multiple zip files or a

both, in the directory configured for SAP Ariba Spend Analysis up-
loads.

combination of zip and csv files

You want more log information Append the verbose optiontothe additionalClientArgs

option. For example:

set additionalClientArgs=-filterPrefix

$filterPrefix% -verbose

SAP Ariba data transfer tool error codes

The error codes that the SAP Ariba data transfer tool can return appear on the command line as either 0, 1, 2, or 3.
The following table describes the error codes.

Error Code Description

0 Data was transferred successfully

1 A local failure occurred on the client side and the tool did not transfer any files. The problem can be file
permissions. Check the log file for more information, and check the file permissions before retrying the
transfer.

2 The SAP Ariba data transfer tool was unable to connect to the SAP Ariba system and the tool did not
transfer any files. This can be caused by a command issued on the server side. Either the connection is
unavailable or there is another problem, such as the server cannot handle the request at the moment.
Check the log file for more information before retrying the transfer.

3 The request from the SAP Ariba data transfer tool was rejected by the SAP Ariba system and the tool did
not transfer any files. You might see this error code if you specified the wrong shared secret or an internal
server failure occurred. Check the log file for more information, and make sure you correctly enter the
shared secret.
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Version information transfer

To assist with troubleshooting or working with SAP Ariba Customer Support personnel, the following environment
information is sent with every SAP Ariba data transfer tool request to the SAP Ariba system:

® ClientVersion—the version of the SAP Ariba data transfer tool
® (ClientInfo—a concatenation of the following system properties:
© IP address/hostname—IP address and host name of the computer running the SAP Ariba data transfer
tool
© os.name—operating system of the server running the SAP Ariba data transfer tool
© os.version—version of the operating system running the SAP Ariba data transfer tool
o os.arch—architecture of the operating system running the SAP Ariba data transfer tool

© java.vm.version—version of the virtual machine used to run the SAP Ariba data transfer tool

Running database operations from the SAP Ariba
data transfer tool

Operations to be performed on the database can be controlled from the SAP Ariba data transfer tool. To run an
event with an operation, you must create a new CSV file with the records to update. The name of this file must be
the name of the file you want to update, with the operation (case sensitive) appended. For example, to run the Load
operation on afile, the syntax is: csvfilename Load. The operation is executed when you run the SAP Ariba data
transfer tool.

With this functionality, you can run an event with two different operations. To do this, you only need one copy of the
event, and you need to keep track of only one event name. The operation used by this event is controlled by the
SAP Ariba integration toolkit, which makes it easier to track and control what the event is doing.

Deactivating records using the SAP Ariba data transfer tool

Earlier, to run an event with two different operations you needed to duplicate the events configuration and set the
default operation on the new event to the second operation to be run. In addition, you needed to make the second
event not Ul visible to ensure that two versions of the event did not appear on the Ul. You also needed to track
which event used which operation, which can lead to errors.

The events associated with an operation are loaded in a map and the order of execution of events is not defined. To
define an order of execution for events, you must add the events in the MessageDependencies.table file. This
file contains information about the sequence of execution of events.

You can deactivate records in the database using the SAP Ariba data transfer tool. This allows you to implement
incremental updates to master data, which is recommended practice.
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How to deactivate a record to implement incremental updates to
master data

Procedure

1. Specify the operation directly at the end of the file name that you want to update. For example, if you want to
deactivate a record in the Address database, you create a new CSV file named Address Delete.csv
containing the record to be deactivated.

2. Runthe SAP Ariba data transfer tool. This deactivates the record.

i Note

You can also load some records at the same time as you deactivate other records. Add the records to be
loaded to a separate CSV file named Address_Load.csv. Now, when you run the SAP Ariba data transfer
tool, the records in this new file are loaded.
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Using the DB Connector

Process overview [page 75]

Encrypting the database password [page 79]
Creating directory structures [page 81]
Creating properties files [page 82]

Creating SQL query files [page 86]

Running the DB Connector [page 90]

Error handling [page 90]

Process overview

The DB Connector allows you to extract master data from your JDBC-based back-end system database and save it
to CSV files. You can then use the SAP Ariba data transfer tool to import the data into your Ariba system.
Conversely, you can use the DB Connector to extract transactional data from your Ariba system, save the data to
CSV files, and then load the data into your back-end system database.

The DB Connector allows you to extract data from or load data into back-end systems that expose interface
schemas. The DB Connector inserts data directly into the interface tables and retrieves data by querying either
interface or production tables.

i Note

The DB Connector is not designed for use with back-end systems, such as SAP, that do not expose interface
schemas. For more information about how to integrate your SAP back-end system with your Ariba system, see
the Ariba Procurement Solutions Integration Guide for SAP. The DB Connector is not a general mapping or
integration tool. Mapping is limited to SQL expressions, and the tool does not allow integration through SAP
iDocs, XML, or EDI. Only database table interfaces are supported.

Supported back-end system databases include:

e OQOracle
e DB2
e SQL Server

In a typical installation, data transfers between your Ariba system and your back-end system occur at different
intervals. For example, you might:

e Upload master data every day, or every other day
e Download payments every four to six hours
e Upload remittance data every four to six hours

Because of differences in frequency, direction, and contents of data transfers, you use a separate instance of the
DB Connector to process each flow. For each flow, you create a properties file and a set of queries to execute.
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Extracting data from your back-end system database

To extract data from your back-end system, you specify an output directory, database connection information, a
log directory, and a query directory in the appropriate DB Connector properties file. For more information, see
Creating Properties Files [page 82]. You also create an individual file for each query you want to run, which results
in one generated CSV file per query.

On export, the DB Connector reads each query file in the query directory, executes the query, and generates a CSV
file of the same name as the query file. Once all queries have finished executing, the DB Connector sends an email
summarizing status and then terminates. If one or more queries fail, the DB Connector sends a status email
summarizing the failure, but does not create any CSV files.

The following picture illustrates the process of extracting data from your back-end system using the DB Connector.
The extracted data can subsequently be imported into your Ariba system using the SAP Ariba data transfer tool:

2. Read 3. Read
config queries

> DB Connector I ERP DB

1. Scheduleror
invoked by Ariba

Data Transfer ' |> .
wrapper scripts
:
—

\
4. Generate CSV 5. Email results to
files under Administrator
outputdir

Figure 3: Extracting Data from Your Back-End System Using the DB Connector

Loading data into your back-end system

To load data into your back-end system, you specify an input directory, database information, a log directory, and a
query directory in the appropriate properties file. You must also create an individual query file for each query you
want to run.
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Upon import, the DB Connector reads each query file and executes the query against the CSV file of the same
name. Once all queries in the input directory have finished executing, the optional query contained in the
postprocessing.sql file executes to process the loaded data set. Upon successful completion, the DB
Connector commits the transaction, moves the data files into the archive directory, sends an email summarizing
status, and then terminates.

The following picture illustrates the process of loading data extracted from your Ariba system into your back-end
system using the DB Connector:

» DB Connector

1. Scheduleror

invoked by
AribaData 4. Starttransaction.
Transfer 5. Run pre-processing
wrapper query.
scripts 6. Loadeach CSVfile
under input d !
directory. 10. Email results to
7. Run post- 9. Movedata Administrator
processing query. @ f:es Unser
8. Commit. the archive
L directory

Figure 4: Loading Data into Your Back-End System Using the DB Connector

Related Information

Creating properties files [page 82]

SAP Ariba integration toolkit guide
Using the DB Connector PUBLIC



Using the DB Connector

Prerequisites

These steps assume that you have already unpacked the tool. See Installing or upgrading the SAP Ariba integration
toolkit [page 10].

Procedure

1. Encrypt your database password for security. See About Encrypting The Database Password [page 79].

2. Establish directory structures to handle the various files upon which the tool relies. See Creating Directory
Structures [page 81].

3. Create properties files for the each event group you plan to run. See Creating Properties Files [page 82].

4. Create the SQL queries that the DB Connector will run. See Creating SQL Query Files [page 86].

5. Runthe DB Connector. The DB Connector can be launched from the command line or scheduled to run
automatically. See Running the DB Connector [page 90].

Database vendor specific implementation

If a database vendor has implemented a specific functionality, for example, enhanced security, then the
DBConnector cannot exchange data with the database. In this case, ensure that the database client is installed on
the machine where DBConnector is configured. The DBConnector can then use the database client to exchange
data with the database.

For example, you are using the Oracle database that has a specific security implementation. In this case:

1. Inthe sqlnet.ora file of the Oracle client, the following entries may need to be configured:

SQLNET .
SQLNET.
SQLNET.
SQLNET.
SQLNET.
SQLNET .
SQLNET.
.ENCRYPTION TYPES SERVER= (AES256)

SQLNET

SQLNET.

ENCRYPTION CLIENT=REQUIRED
ENCRYPTION TYPES CLIENT= (AES256)
CRYPTO_ CHECKSUM CLIENT=REQUIRED
CRYPTO CHECKSUM TYPES CLIENT= (MD5)
ENCRYPTION SERVER = ACCEPTED
CRYPTO_CHECKSUM_ SERVER = ACCEPTED
CRYPTO CHECKSUM TYPES SERVER= (MD5)

CRYPTO_SEED = 2z0hslkdharUJCFtkwbjOLbgwsj7vkgt3bGoUylihnvkhgkdsbdskkKGhdk

2. databasehost parameter in the oracle.property need to be set to
jdbc:oracle:oci:@ (DESCRIPTION= (ADDRESS= (PROTOCOL=tcp) (HOST=dbhostname)
(PORT:dbport))(CONNECT_DATA:(SERVICE_NAME:servicename))
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Encrypting the database password

For security purposes, you can encrypt the database password that you use in the properties files. The SAP Ariba
integration toolkit comes with a utility script for this purpose called encryptstring. This script creates an
encrypted version of the input string, which it displays at the command prompt so that you can copy the encrypted
string into all the properties files that require it.

When you are developing and testing your DB Connector setup, you might prefer to work with an unencrypted
database password for ease of use. However, Ariba recommends that all database passwords be encrypted in
actual production situations for security.

The location of java.exe is required for the encryptstring script.

How to encrypt the database password

Procedure

1. Install Java Runtime Environment 1.6, if it is not already installed.
2. Create the options file using the appropriate steps for your operating system.
o For Microsoft Windows:
1. Using Notepad or a similar text editor, create a new file called dbconnector env.bat.
2. Setthe gava HOME option to the path up to, but not including the bin directory. For example:
set JAVA_HOME=C:\Program Files\Java\<jre version>
3. Save and close the file.
©  For UNIX:
1. Using VI or a similar text editing tool, create a new file called doconnector env.sh.
2. Write a line setting the environment variable JAVA HOME to the Java installation directory. For

example:
export JAVA HOME=/usr/local/<jre version>

3. Save and close the file.

3. Atthe command prompt change to the directory containing the encryptcustomerkey script. For example:
cd D:\IntegrationToolkit\bin
4. Run the script to encrypt the customer key using the following syntax:

encryptcustomerkey.bat <options file>

where <options file> isthe path and name of an options file where you have set the JavA HOME option.

For example: D:\IntegrationToolkit\bin>encryptcustomerkey.bat "D:\IntegrationToolkit

\sample-options\dbconnector env.bat"
A prompt to enter the key is displayed.

5. Enter the customer encryption key to be encrypted.
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The key must be an alphanumeric string of 24 characters in length. For example,
TestCustomerKeyl123456789.

The encrypted key is displayed as an output on the command line. For example, { 3DES}
+Y9%admwCKKvBh6oPRIFvkdk2srHINb/I0JygsfYQWQ=.

i Note

The encrypted string in this example is prefixed with the string { 3DES}, indicating the encryption algorithm
used is Triple DES. The DB Connector uses the entire encrypted string.

6. Copy the encrypted key from the command line to a.txt file and save the file. For example, CustomerKey. txt.
The encrypted key must be the first and only line in the file without any spaces before or after. The path to this
file must be passed as the value for the encryptionKeyPath parameter in the options file.

7. Runthe encryptstring script using the following syntax:

bin\encryptstring.bat dbconnector env.bat

A prompt to enter the password is displayed.

8. Enter the database password to be encrypted.
The encrypted password is displayed as an output on the command line. For example, {3DES}
+Y9xa4mwCKKvBh60oPRIFvkdk2srHINb/I0JygsfYQWQ=.

9. Copy the encrypted password from the command line to a.txt file and save the file. For example,

DatabasePassword.txt.

The encrypted database password must be the first and only line in the file without any spaces before or after.
The path to this file must be passed as the value for the databasePasswordFilePath parameter inthe
properties file.

10. In the DB Connector properties file, pass the path of the CustomerKey. txt file for the
encryptionKeyFilePath parameter as follows:
<set encryptionKeyFilePath=D:\IntegrationToolkit\CustomerKey.txt>

11. In the DB Connector properties file, pass the path of the DatabasePassword. txt file for the
databasePasswordFilePath parameter as follows:
<set databasePasswordFilePath=D:\IntegrationToolkit\DatabasePassword.txt>

12. Save the file.

Securing your database

In addition to password encryption, there are other security measures that you must implement to secure your
database when using the DB Connector. These measures include:

e Carefully managing directory permissions
e Carefully managing file permissions
e Using a secure database account
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The properties files used by the DB Connector contain database passwords. These passwords, even though
encrypted, must be protected from view by unauthorized users. All files must be visible only to the administrative
user running the DB Connector, and must not be visible to other users or groups.

Properties files must have only read and write permissions for the account running the DB Connector, but no
permissions for any other accounts.

The database account used to run the DB Connector must be a restricted user that deals only with integration.
Allowing limited access helps prevent unintended changes to the data in your back-end system.

Likewise, data and query files contain sensitive business data that must not be exposed to unauthorized users.
Ensure that only the software consuming the files has access to them.

Creating directory structures

Before running the DB Connector, you must first create directory structures to handle the various files based on
which the tool runs. When you create your properties files as described in Creating Properties Files [page 82], you
specify the locations of the directories you create. These directories include:

® config, where the properties file is located.

® querydir, where the SQL queries for that event group are located.

® outputdir, for data export. Indicates where the CSV files generated by the SQL queries are located. The DB
Connector creates this directory automatically.

® inputdir, for datato beimported into your back-end system. Indicates where the CSV files exported from
your Ariba system are stored.

® 1logdir, where log files are stored.

® archivedir, where archives are stored. The DB Connector creates this directory automatically.

The proper directory structure:

® Allows the isolation of queries and data files from event to event
® Provides all information in a single location for the administrator to configure
® |s compatible with the SAP Ariba data transfer tool

i Note

You must create a separate directory structure for each site in which the SAP Ariba integration toolkit operates,
using the architecture displayed in the following example as a guide.

The following example explains how to configure the directories for a scenario in which you extract master data
from the back-end system database and upload transactional data (in this case, payments) to the back-end system
database. In this example, the DB Connector is installed in the following directory:

d:/IntegrationToolkit

The directory structure for the scenario is:

d:/IntegrationToolkit
Config
OracleFinancials
MasterData
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Queries --> querydir
Pending --> outputdir

Logs --> logfile
Payments

Queries --> querydir

Pending --> inputdir

Archives --> archivedir

Logs --> logFile directory

In the master data properties file, the following properties are specified:

querydir=d:/IntegrationToolkit/OracleFinancials/Masterdata/Queries
outputdirdir=d:/IntegrationToolkit/OracleFinancials/Masterdata/Pending
LogFile=d:/IntegrationToolkit/OracleFinancials/Masterdata/Logs/md.log

In the transactional data properties file, the following properties are specified:

querydir=d:/IntegrationToolkit/OracleFinancials/Payments/Queries
outputdir=d:/IntegrationToolkit/OracleFinancials/Payments/Pending
ArchiveDir=d:/IntegrationToolkit/OracleFinancials/Payments/Archives
LogFile=d:/IntegrationToolkit/OracleFinancials/Payments/Logs/md.log

Timestamp Conventions

The outputdir data directory produced by the DB Connector follows this naming convention:
dbconnector<timestampl>

Once .zip files are moved by the SAP Ariba data transfer tool, the directory name becomes:

dbconnector<timestampl>.<timestamp2>

Related Information

Creating Properties Files [page 82]

Incremental Queries [page 89]

Creating properties files

You configure the DB Connector by creating . properties files for each event group extract or load you plan to
run. All sample properties files for the DB Connector are stored in the DBConnector directory which was created
when you unpacked the SAP Ariba integration toolkit. Which sample files you use depends upon which database
you are using, and which event group you require.

For each file you create, you must save the file and store it in the config directory. For example:

cd d:/IntegrationToolkit
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mkdir config
cd config
cp ../dbconnector.properties.sample dbc-masterdata.properties

Next, you edit the properties file as described later in this section. When the DB Connector is run, the tool retrieves
the information it requires to execute the transaction.

Related Information

Creating Directory Structures [page 81]

Sample properties files

To specify properties for exporting transactional data from your Ariba system, use one of these sample files:

® DRConnector\data-export\db2.properties

® DBRConnector\data-export\oracle.properties

To specify properties for importing master data, incremental master data, and transactional data into your Ariba
system, use one of these files:

® DBRConnector\data-import\db2.properties

® DBConnector\data-import\oracle.properties

Specifying properties

The following tables describe the options inthe .properties files. Note that the system supports only forward
slashes (/") in directory paths.

Property Description

querydir The directory where the SQL files are located. For example:
querydir=D:/IntegrationToolkit/dbc/db2 psoft/md/queries
or

querydir=D:/IntegrationToolkit/dbc/ora_sg/md/queries

i Note

When pushing data to your Oracle ERP system, you need to create a sequence file in the query
input directory. In the sequence file, enter the SQL query filenames separated by a semicolon (;)
based on the sequence in which the queries need to be executed.
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Property

Description

outputdir

The location of the CSV files created to hold the data extracted from the back-end system. For exam-
ple:

outputdir=D:/IntegrationToolkit/dbc/db2 psoft/md/datafiles
or
outputdir=D:/IntegrationToolkit/dbc/ora_sg/md/datafiles/output

This option is not required for data import.

inputdir

The location where the CSV files to be imported into the back-end system are stored.

This option is not required for data export.

archivedir

The location to which completed transaction directories and files must be moved. For example:
archivedir=D:/IntegrationToolkit/dbc/db2 psoft/md/finished
or

archivedir=D:/IntegrationToolkit/dbc/ora_sg/md/finished

databasedriver

The database driver. For example:
databasedriver=com.ibm.db2.jcc.DB2Driver
or

databasedriver=oracle.jdbc.driver.OracleDriver

databasehost

The JDBC information needed to connect to the database. The syntax for this option will vary for
each database type. Please ensure that the value for this option matches the required syntax for your
database. For example:

databasehost=jdbc:db2://zodiac.yourcompany.com:50020/ad820dev
or

databasehost=jdbc:oracle:thin:@172.29.129.55:1521:VIS

databaseusername

The login ID for the database. For example:

databaseusername=jdoe

databasepassword

The encrypted database password. For example:

databasepassword={3DES}oHX+gzt9Z40=

databasemapping

The path to the file containing query syntax for the database. Syntax will vary for each database, so
each database type must have its own file. For example:

databasemapping=D: /IntegrationToolkit/dbc/dbctool/
DBSyntax.table.db2.properties

or

databasemapping=D:/IntegrationToolkit/dbc/dbctool/DBSyntax.table.oracle.properties

csvencoding

The type of CSV encoding to be used. For example:

csvencoding=Cpl252
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Property Description

logFile The location of the log file. For example:
logFile=D:/IntegrationToolkit/dbc/db2 psoft/db2-sg-md.log
or
logFile=D:/IntegrationToolkit/dbc/ora sg/ora-sg-md.log

onemptylines Specifies how to deal with error reporting of empty lines in CSV files. Possible values include
SkipLine,WarnUser, and TreatAsException. For example:
onemptylines=SkipLine

onemptyfile Specifies how to deal with error reporting of empty CSV files. Possible values include WarnUser,
and AbortPull. For example:
onemptyfile=WarnUser

oninvaliddata Specifies how to deal with error reporting of invalid data. Possible values include SkipLine,
WarnUser, and TreatAsException. For example:
oninvaliddata=TreatAsException

smtp The name of the SMTP mail server to be used for email notifications. For example:
smtp=smtp.domain.com

to The email address to be used for notifications. For example:
to=user@domain.com

from The email address from which notifications are to be sent. For example:
from=db-connector@domain.com

timestampquery The query used to retrieve the current time from the database. For example:
timestampquery=values(current timestamp)
or
timestampquery=SELECT to_char(SYSDATE, 'DD-Mon-YYYY HH24:MI:SS'") as \"time\" from dual

timestampformat The format of the time returned by the query. This format must follow the SimpleDateFormat as
specified in the Java API. For example:
timestampformat=yyyy-MM-dd HH:mm:ss

fromDate The string to find in the query for the "from" timestamp. For example:
fromDate=_from
This option is optional. If not specified, use ! fromDate ! notation.

toDate The string to find in the query for the "to" timestamp. For example:

toDate=_to

The option is optional. If not specified, use ! toDate! notation.
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Related Information

About Encrypting The Database Password [page 79]
Creating SQL Query Files [page 86]

Configuring email notification

You can configure the DB Connector to provide email notification for both successful and failed runs. To enable
email notification, uncomment and configure the three email notification parameters in your
<database>.properties file(s):

e smtp: The name of the SMTP mail server to be used for email notifications. For example:

smtp=smtp.domain.com

® to: The email address to be used for notifications. For example:

to=user@domain.com

e from: The email address from which notifications are to be sent. For example:

from=db-connector@domain.com

Creating SQL query files

For each event group that you plan to run, you create individual . sql files that are stored in the querydir
directory you created earlier. These queries can be structured in a database-specific way, or you can write
abstracted queries using the sample database syntax mapping files provided by Ariba.

The query files you write must be stored in the querydir directory so that the DB Connector can find and execute
them.

Each file must contain one query formatted on a single line with no semicolon at the end of the line.

Sample queries

The following example shows a query that extracts suppliers from an Oracle system.

i Note
This query is formatted for documentation purposes. In the actual query file, the query appears on a single line:
Select vend.vendor id as "UniqueName",

vend.vendor name as "Name" From po vendors vend
Where
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(not vend.vendor type lookup code = 'EMPLOYEE')

AND ((vend.start date active < sysdate) or (vend.start date active is null))
AND ((vend.end date active >= sysdate) or (vend.end date active is null))
AND (vend.employee id is null)

AND vend.enabled flag = 'Y'

AND vend.vendor id in

(select

site.vendor id from po vendor sites all site, po vendor contacts
cont,org organization definitions org

where (vend.vendor id = site.vendor id)

AND
AND
AND
AND
AND
AND

Notice the following:

e \When extracting data from your back-end system database and generating CSV files, the query must specify

(cont.vendor site id = site.vendor site id)
(site.purchasing site flag = 'Y')

((site.inactive date >= sysdate) or (site.inactive date is null))
((cont.inactive date >= sysdate) or (cont.inactive date is null))
(site.org id = org.operating unit)

(org.chart of accounts id = @COAIDQ))

the CSV file column in which the values from each column in the database table are stored. You accomplish this

specification using column aliases in the query, where the name of the alias is the name of the column header

in the CSV file that the DB Connector generates. In the example above, UnigueName is the column name in the
CSV file for the back-end system column vendor id.

e |nthe last line of the example above, @COIDE is a parameter that is replaced during the execution of the query

by a value configured in the database-specific syntax mapping file.

The following query example inserts payment headers into Oracle. Again, note that in the actual query file you

create, the query appears on a single line.

INSERT INTO ap invoices_ interface
(invoice id, invoice num, invoice type lookup code,
invoice date, vendor id, vendor site id, invoice amount,
invoice currency code, terms id, source, org_ id,
attributel, payment method lookup code)

VALUES

When loading the data from a CSV file, you must specify exactly which column from the CSV file will be inserted

(ap_invoices interface s.NEXTVAL,
!TnvoiceNumber!, 'STANDARD',

TO TIMESTAMP TZ(!InvoiceDate!, 'mm/dd/yyyy HH24:MI:SS tzh:tzm'),

!Supplier!,

!'SupplierLocation!,

!GrossAmount!,

!GrossAmountCurrency!,

!PaymentTerms!,

'"ARIBA',

(substr (!PurchasingUnit!, 1, instr (!PurchasingUnit!,':")-1)),
!InvoiceReconciliationId!, upper (!PaymentMethod!))

into which column in the database table. You make this specification using the special exclamation mark delimited

notation in the query. In the example above, the values in the InvoiceNumber column in the CSV file, referred to
as ! InvoiceNumber! inthe query, are inserted into the invoice numcolumn in the back-end system database

table.

Related Information

Mapping SQL syntax [page 88]
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Mapping SQL syntax

Ariba provides two SQL syntax mapping files that abstract RDBMS-specific SQL syntax by providing string
substitutions for common differences between SQL versions. These files provide default configurations for the
three supported databases: Oracle, DB2, and SQL Server.

You can also extend the mapping syntax files according to your needs. For example, you can parameterize queries
to provide either a range of dates for data pull, or provide account layout parameters for Oracle.

Use the appropriate file for your database, either:

® DBConnector\sgl-syntax-mapping\DBSyntax.table.mssqgl.properties

® DBRConnector\sqgl-syntax-mapping\DBSyntax.table.oracle.properties
To use abstraction parameters in your query files, enclose the parameters between “@" signs.

For example, the following Oracle-specific query:

Select sysdate from dual

can be abstracted as:

Select @CurrentDate@ from MyTable

Alternatively, you can extend the DBSyntax.table.oracle.properties file with the following parameter:

TimeQuery = "Select sysdate from dual"

and then write your query file like this:

@TimeQuery@

Depending on how you use the syntax mapping file, that is, for SQL syntax abstraction or to specify query
parameters, you can store the file in the config directory or in the query directory itself. Regardless of where you
store it, the databasemapping parameter in the properties file must point to the fully qualified path of the syntax
mapping file.

Mapping within Oracle character limits

This section pertains to Oracle users only.

In the query examples shown earlier in this chapter, column aliases were used to map the Oracle table names to the
CSV column names. Oracle truncates the alias name to 30 characters if you specify anything over that length. To
work around this limitation, add a property file for each query. Each property file contains the mapping between the
Oracle column name and the CSV column names.

For example, a query called CurrentDate.query that returns a CSV column name exceeding the Oracle limit can
be abstracted in a file called CurrentDate.properties as

CURRENTDATE=MyVeryLongCSVColumnName

Note that the database column name in the mapping file is specified in capital letters to match the column name
shown in the database result set.
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Incremental queries

The DB Connector pulls all master data and loads it into your Ariba system. In the case of transactional data, the
DB Connector pulls only the delta from the last data pull. This process prevents the sending of duplicate
information to your Ariba system. To establish when the last pull occurred, the DB Connector stores a timestamp
file each time it runs a query. This file, timestamp. txt, is saved in each query directory, and contains the full
timestamp (Pacific Standard Time) of the last query execution.

Incremental extract is always enabled. A 30 minute offset is applied to the database time to avoid pulling
incomplete or inconsistent data.

Any query can become incremental by adding a where clause using the tags ! frombate! and ! toDate!. Note
that incremental queries with arbitrary dates specified on the command line are not supported.

Creating a baseline timestamp

A timestamp is written in each query directory on the first run of the query. During the initial extract, no data is
loaded unless a start date is provided. To create a baseline timestamp, you create and run a query that returns only
the system date. For example:

Select sysdate from dual

Next, modify the query to include today's date. For example:

Select sysdate as CurrentDate from dual

Run the query again and check to see that the file outputdir/CurrentDate.csv is created.

Pre-processing and post-processing queries

Depending upon your situation, the data you extract might require pre- or post-processing. For example, you might
need to join the header and detail records with back-end system-specific join keys after loading data.

You can create pre- and post-processing SQL files that contain several statements to run on the data set. In the
case of post-processing, these queries run after all the CSV loading queries have completed.

Pre- and post-processing queries must be contained in files called preprocessing. sqgl and
postprocessing.sqgl. These files must be located in the query directory, along with all the other queries for a
particular event group.
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Running the DB Connector

The command-line syntax used to run the DB Connector varies according to how you use the tool. Sample scripts
are provided in:

<installation directory>/etc/sample-bin

To run the DB Connector, you must change the variables in the script to point to the appropriate locations, save the
script, and then run the script.

Error handling

The DB Connector returns the following codes to indicate the success or failure of a particular query:

Error Code Description
0 Success
1 A local failure occurred on the client side. The problem might be file permissions. Check the log file for

more information, and check the file permissions before retrying.

2 A remote temporary failure occurred. This can be caused by a command issued on the server side. Either
the connection is unavailable or there is another problem, such as the server cannot handle the request at
the moment. Check the log file for more information before retrying.

3 A remote permanent failure occurred. You might see this error code if you specified the database pass-
word or an internal server failure occurred. Check the log file for more information.

Data is always made available automatically, that is, all SQL files generated successfully are made available. In the
case of arollback, no files are made available.

If you have configured email notification, an email is sent containing an explicit error message, resolution notes,
and the location of the relevant properties files and log files.

Related Information

Configuring Email Notification [page 86]
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SAP Ariba integration toolkit on Oracle Fusion
Middleware

This is available for SAP Ariba Invoice Management.

The Ariba Network Adapter for Oracle Fusion Middleware allows you to exchange transactional data between Ariba
Network and your Oracle Financials ERP system. If you are using SAP Ariba Invoice Management for invoice
automation, then invoices from Ariba Network are sent to SAP Ariba Invoice Management. To ensure that invoices
from Ariba Network are reconciled in SAP Ariba Invoice Management, you need to download master data
corresponding to these invoices from your Oracle Financials system.

If you use the SAP Ariba integration toolkit to download master data, then you are required to maintain and monitor
two different environments, one for master data and the other for transactional data integration. This is
cumbersome and time-consuming. Therefore, instead of using the SAP Ariba integration toolkit as a standalone
tool, you can now deploy the SAP Ariba integration toolkit on Oracle Fusion Middleware.

This provides the following benefits:

® You have a single solution with Oracle Fusion Middleware for both master and transactional data integration.
® You can leverage Oracle Fusion Middleware's monitoring, transaction tracking, and error handling capabilities.

The SAP Ariba integration toolkit is executed through the Quartz Scheduler and the inputs for execution of jobs are
provided using XML files. Quartz is an open source scheduler (http: www.quartz-scheduler.org) and the version
used is Quartz 1.7.2.

i Note

The SAP Ariba integration toolkit on Oracle Fusion Middleware consists of the SAP Ariba data transfer tool only.
The DB Connector is not part of the implementation.

When you encounter an error, you can view the logs associated with the scheduled task and take corrective steps
to resolve the error.

Enabling the SAP Ariba integration toolkit on Oracle Fusion Middleware [page 91]
Using the SAP Ariba integration toolkit on Oracle Fusion Middleware [page 92]
Managing the SAP Ariba integration toolkit on Oracle Fusion Middleware [page 92]

Enabling the SAP Ariba integration toolkit on Oracle
Fusion Middleware

To enable the SAP Ariba integration toolkit to be executed from Oracle Fusion Middleware, you must deploy
the .EAR file to Oracle Fusion Middleware. See Managing Ariba Integration Toolkit on Oracle Fusion Middleware
[page 92].
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i Note

Currently, the EAR file can be deployed on Oracle SOA Suite version 10.1.3.4. It can also be deployed on a
standalone Oracle Application Server version 10.1.3.1.

Using the SAP Ariba integration toolkit on Oracle
Fusion Middleware

SAP Ariba provides a ZIP file (aribaoc4jfiletransfer. zip) that contains an EAR file and six sample template
XML files that correspond to the six job definitions as follows:

e Full Download

e Full Upload

® [ncremental Download
® |ncremental Upload

e ANUpload

e ANDownload

The first four job definitions are applicable to SAP Ariba Invoice Management and SAP Ariba Sourcing. The
remaining two jobs definitions are relevant for Payment Integration with Ariba Network.

The ZIP file contains another ZIP file (aribaitklib.zip) that contains all the third-party JAR files that are required to
deploy the aribaoc4jfiletransfer.zip on Oracle Fusion Middleware.

You can configure the execution of jobs through the XML files by passing values to the parameters that are available
in these XML files.

Managing the SAP Ariba integration toolkit on Oracle
Fusion Middleware

How to use the SAP Ariba integration toolkit on Oracle
Application Server

Procedure

1. Downloadthe aribaoc4jfiletransfer.zip file from connect.ariba.com.

2. Loginto connect.ariba.com and click On-Demand > SAP Ariba Invoice Management > Ariba Integration Toolkit
for Oracle Fusion Middleware.

3. Savethe aribaoc4jfiletransfer.zip onyour file system.
4. Unzip the deployable aribaoc4jfiletransfer.zip.
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The Bin folder contains the encryptcustomerkey and encryptstring .bat and . sh files. Based on your
operating system, you can encrypt your authentication credentials.

5. Deploy the third-party JAR files on the OC4J container.
6. Configure the relevant job XML files.
Deploy the EAR file.

Related Information

Encrypting Your Passwords [page 135]

How to deploy the third-party JAR files on Oracle
Application Server

Procedure

1. Extractthearibaitklib.zip providedinaribaoc4jfiletransfer.zip.

2. Logonto Application Server Control.

3. Click the oc4J (Oracle Container for J2EE) instance on which you have deployed the adapter.
4. Click the Administration tab.

5. Create ashared library called ariba.itk.1lib and specify versionas 1.0.

i Note

The name of the shared library must be ariba.itk.1lib.

Click on go to task for Shared Libraries under Administration Tasks - properties
Click on Create button.

Enter ariba.itk.1lib as Shared Library Name and 1. 0 for Shared Library Version
Click Next and click Add.

© © N o

10. Select File is present on local host. Upload file to this shared library's directory
on the target 0C4J instance. and click on Browse button to select the jar file from the folder in which
aribaitklib.zip file was extracted.

11. Click Continue.
12. Repeat steps 10 and 11 until all the third-party libraries are added and then click Finish.
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How to configure the XML file for a job on Oracle
Application Server

Procedure

1. Open the XML file corresponding to the job you want to configure.

2. Inthe Job detail section, specify values for the following elements:
<name> - Name of the job

<group> - Group to which the job belongs. For example, you can have two groups, Ariba_Upload and
Ariba_Download, for upload and download jobs respectively.

<description> - A short description of the job

3. Enter values for all relevant parameters.

i Note

To encrypt the shared secret, you must use the encryptstring.bat or sh from the command line. The
encrypted shared secret and key can then be used as parameter values.

4. Inthe Trigger section, specify values for the following elements:
<name> - Name of the trigger
<group> - Group to which the trigger belongs
<job-name> - Name of the job
<job-group> - Group to which the job belongs
<cron expression> - The schedule of the job

For information on the different cron expressions that you can specify, see http:/www.quartz-scheduler.org/
docs/tutorials/crontrigger.html

5. Save thefile.

i Note

If you are configuring multiple uploads or multiple downloads, then you must provide a unique job name
and cron job name for each upload or download transaction.

Related Information

Scheduled job parameters [page 98]
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How to deploy the EAR file on Oracle Application Server
Procedure

Log on to Application Server Control.

Click the oc4J (Oracle Container for J2EE) instance on which you have deployed the adapter.
Click on the Application tab.

Click on Deploy.

o R W

On the Wizard Screen Deploy: Select Archive, provide the path of the EAR file
(aribaoc4jfiletransfer.ear). This EARfileis available inthe aribaoc4jfiletransfer.zip thatyou
downloaded earlier.

6. Click Next.

7. Onthe Wizard Screen Deploy: Application Attributes, provide a value for the Application Name.

8. Click Next.

9. On the Wizard Screen Deploy: Deployment Setting, click on Edit Deployment Plan and from the left side
navigation, navigate to Oracle Enterprise Manager -> War -> ITK Scheduler -> context param -> jobfilepath.
Enter the comma separated file paths of the XML files that you configured earlier.

i Note
If you want to execute only one job, enter the path of the that file only.
10. Click OK.

i Note

There is one more parameter called quartzProperties that allows an advanced user more granular control
on the Quartz Scheduler. To use this parameter, the path of the Quartz.Properties file can be passed in step
9 along with the path of the XML files.

11. Click Deploy.

i Note

You can edit the job XML even after deployment as the Quartz Scheduler is scheduled to read the XML files
every two minutes.

How to use the SAP Ariba integration toolkit on Oracle
WebLogic

Procedure

1. Downloadthe aribawlfiletransfer.zip file from connect.ariba.com.

2. Loginto connect.ariba.com and click On-Demand > SAP Ariba Invoice Management > Ariba Integration Toolkit
for Oracle Fusion Middleware.
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3. Savethe aribawlfiletransfer.zip onyour file system.
Unzip the deployable aribawlfiletransfer.zip
The Bin folder contains the encryptcustomerkey and encryptstring .bat and .sh files. Based on your
operating system, you can encrypt your authentication credentials.
5. Generate a deployment plan.
Configure the relevant job XML files based on the jobs you want to execute.

Deploy the Enterprise Archive (.EAR) file.

Related Information

Encrypting your passwords [page 135]

How to generate a deployment plan on Oracle WebLogic
Procedure

1. Run the following script from the command line for Windows:

set BEA HOME=<Middleware home>

call $BEA HOMES$%\wlserver 10.3\server\bin\setWLSEnv.cmd

set PATH=%BEA HOME$\<jre>\bin

set planname=itkplan.xml

set earfile=<path to ear>\aribawlfiletransfer.ear

java weblogic.PlanGenerator -all -plan %planname$% $earfile%

2. Runthe following script for Linux:

export BEA HOME=<Middleware home>

SBEA HOME\wlserver 10.3\server\bin\setWLSEnv.sh

export PATH=S$BEA HOME\<jdk>\bin

export planname=itkplan.xml

export earfile=<path to ear>\aribawlfiletransfer.ear

java weblogic.PlanGenerator -all -plan $planname Searfile

This generates a deployment plan called itkplan.xml.

3. Openthisitkplan.xml file, under <variable-definition>, add the following tags:

<variable>

<name>jobFilePath</name>

<value>Path To the JOB.XML file</value>
</variable>

i Note

In the above tag, replace the text "Path to the job.xml" with the XML input job files that you created. In case
of more than one job file, put comma separated values.

4. Search for the element, <module-override> <module-.
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5. Under this element, the following tag is available:
<root-element>web-app</root-element> <uri>WEB-INF/web.xml</uri>
6. 5 Paste the following tags, after the tag mentioned in the previous step:

<variable-assignment> <name>jobFilePath</name>
<xpath>/web-app/context-param/ [param-name="jobFilePath"] /param-value</xpath>
<operation>replace</operation> </variable-assignment>

7. Save the file.

Related Information

How to use the SAP Ariba integration toolkit on Oracle Application Server [page 92]

How to deploy the .EAR file on Oracle WebLogic
Procedure

1. Run the following script from the command line for Windows:

set BEA HOME=<Middleware home>

call $BEA HOMES$\wlserver 10.3\server\bin\setWLSEnv.cmd

set PATH=%BEA HOMES$\<jre>\bin

set planname=itkplan.xml

set earfile=<path to ear>\aribawlfiletransfer.ear

java weblogic.Deployer -adminurl t3://<hostname:port> -user <username> -password
<password> -deploy -name AribaFileTransfer -source %earfile% -targets <weblogic
server> -stage -plan %planname$

2. Run the following script for Linux:

export BEA HOME=<Middleware home>

SBEA HOME\wlserver 10.3\server\bin\setWLSEnv.sh

export PATH=$BEA HOME\<jdk>\bin

export planname=itkplan.xml

export earfile=<path to ear>\aribawlfiletransfer.ear

export CLASSPATH=<path to the weblogic.jar in the machine under BEA HOME>

java weblogic.Deployer —-adminurl t3://<hostname:port> -user <username> -password
<password> -deploy -name AribaFileTransfer -source Searfile -targets
<weblogicserver> -stage -plan S$planname
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Scheduled job parameters

Option Description Used For

urlPrefix Examples values are: Upload, Download

Ariba Procurement solution-https://sl-

integration.ariba.com/Buyer

Ariba Sourcing -https://sl-integration.ariba.com/

Sourcing

Ariba Network - https://service.ariba.com/ClientToollntegra-
tor.aw/ad/clienttool

Using Digital Certificate-Based authentication, prefix the URL with
the word cert as follows:

https://certsl-integration.ariba.com/Buyer
https://certsl-integration.ariba.com/

Sourcing

site The name of your company as used in the URL for your Ariba Upload, Download
product. The URL isinthe forhttp://
mycompany .procurement.ariba.com.

Example: set site=mycompany

SAP Ariba integration toolkit guide
98 PUBLIC SAP Ariba integration toolkit on Oracle Fusion Middleware



Option

Description

Used For

serviceMode

Specifies what kind of Ariba product you are using. Possible val-
ues include:

® 0 tospecify an Ariba On-Demand solution. The urlPrefix
option will, in this case, refer to a site. For example:
http://sl-integration.ariba.com/Buyer/
fileupload?realm=realm 1

e -1 isthe default value, which must be changed to the appro-
priate allowed value to avoid a warning message. The warning
message will be issued to the client log, followed by a perma-
nent failure 4xx error code.

Site and Service Mode are parameters relevant for jobs re-
lated to Ariba procurement solutions and Ariba Sourcing.
o AribalntegrationEventFullDownload
o AribalntegrationEventFullUpload
o AribalntegrationEventincrementalDownload
o AribalntegrationEventincrementalUpload
For AribaANUpload and AribaANDownload jobs, there
are three additional parameters:

e Community - The community affiliation of the buyer.

e System - The ERP ID configured on Ariba Network for multi-
ERP support.

e ANID - Specify the ANID of the buying organization. If the
buying organization has more than one ERP system, define
an application system ID to uniquely identify the ERP system
in Ariba SN.

For example:
set ANID=AN0O100000001
set systemID=ERP020

Upload, Download

encryptionKeyPath

Specifies the location of the file that contains the encrypted cus-
tomer key.

Upload, Download

sharedsecret

Specifies the shared secret that is configured under Integration
Toolkit Security in Ariba Administrator.

Upload, Download

event

Specifies an integration task. To use an integration task with the
SAP Ariba data transfer tool, you must configure the task on the
server.

If you are using Microsoft Windows, you must quote the value of
the event option.

For more information about data import and export tasks, see the
import and administration guide for your Ariba solution. For infor-
mation about the form and contents of CSV files, see Data Dic-
tionary.

Upload (transactional

only), Download

adaptersource

The value of adapter source can be ALL, EXTERNAL, SYSTEM, or
ARIBA MANAGED.

Download
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Option

Description

Used For

downloaddir

Use to specify the directory (named DownloadFromAriba by
default) containing the downloaded files in directories to be stored
for processing by your back-end system. On Microsoft Windows,
the directory is created in C: \TEMP. On UNIX, it is created

in /var/tmp.

Download

timestampFile

For incremental downloads, specifies the time stamp file that en-
sures that the download event pulls data saved since the latest
successful download.

Download

filePrefix

Use to specify a prefix for downloads, for example expense,
payment, or accruals. The tool appends a time stamp to
downloaded files, indicating when the download was completed.

Download

notifyemail

Specify a comma-delimited list of email addresses to which notifi-
cations must be sent, if you have enabled notifications for suc-
cessful or failed data transfers.

Example: set notifyemail=myemail@mycompany.com

Upload, Download

smtpMailServer

Specify the Simple Mail Transfer Protocol (SMTP) server that the
Ariba Data Transfer Tool email client uses to send notification
messages.

Example: set smtpMailServer=mail.mycompany.com

Upload, Download

topDir

Specify the full path to the directory where the various input and
output subdirectories must go.

Example: set topDir=C:\TEMP\FullMasterUpload

Upload

inDir

The folder in which data files are placed for upload to Ariba. Spec-
ify the full path to the subdirectory containing the CSV files to be
uploaded. The tool expects to find a subdirectory containing the
CSV files to be transferred.

Example: set inDir=%topDir%\InDir

\your subdirectory

Upload

filterprefix

Specify the subdirectory name prefix that indicates which CSV file
subdirectories (in inDir) the tool must ignore when uploading
files.

Default: set filterprefix=processing

If you have a program that generates CSV files, it must use a file
name that begins with this prefix and then rename the file when
the file is ready for transfer. If this task is scheduled to run while
the file is still being generated, the file is ignored until the next
scheduled run.

Upload

outDir

Specify the full path to the directory where the Ariba Data Transfer
Tool moves CSV files after it sends copies to Ariba.

Default: set outDir=%topDir%$\OutDir

Upload
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Option

Description

Used For

unsentDir

When you have an automatic mechanism to create full master
CSV files, and it creates a new batch before Ariba Data Transfer
Tool has sent the old batch, the old batch does not need to be
sent. This option specifies a directory in which to put unsent data.

Default: set unsentDir=%topDir%\UnsentDir

This option is only present inthe masterdata options file.
With incremental data, newer and older files may contain different
data, so all files are sent, and this option is absent.

Upload (master data

only)

logDir

Specify the full path to the directory where the Ariba Data Transfer
Tool writes a log file after it finishes the task that uses this options
file.

Default: set logDir=%topDir%$\UnsentDir

Upload, Download

notifyonsuccess

Specify 1 to enable sending an email message when the data
transfer is successful. Specify O to disable this feature.

Default set notifyonsuccess=1

Upload, Download

notifyonfailure

Specify 1to enable sending an email message when the data
transfer is not successful. Specify O to disable this feature.

Default set notifyonfailure=1

Upload, Download

notificationSuccess
Subject

Specify the subject of the notification email message when the
data transfer is successful.

For example:

set
notificationSuccessSubject=AribaFileTransfer

Master Data Upload: Success

Upload, Download

notificationFailure
Subject

Specify the subject of the notification email message when the
data transfer fails.

For example:

set
notificationFailureSubject=AribaFileTransfer

Master Data Upload: Failed

Upload, Download

proxyHost Host name or IP address of the proxy server. Upload
Download
Example: set proxyHost=localhost
proxyPort Port used by the proxy server to handle secure communication. Upload
Download

Example: set proxyPort=8081
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Option Description Used For
proxyAuthMod Indicates the method used for authentication on the proxy server.  Upload
If the option is not defined, then no authentication is used with the Download
proxy server.
Note that NTLMv2 is not supported.
Possible values:
B: basic
D: digest
N: NTLM
For example: set proxyAuthMode=D
proxyUser The user name used for authentication. Required for all three au- ~ Upload
thentication methods. Download
For example: set proxyUser=username
proxyPassword The password used for authentication. Required for all three au- Upload
thentication methods. This password can be encrypted in the Download
same way you encrypt the shared secret. For more information,
see Ariba Integration Toolkit Guide.
For example: set proxyPassword=password
proxyDomain The domain to which the user identified by the proxyUser op-  Upload
tion belongs. Required for NTLM authentication only. Download
For example: set proxyDomain=ARIBA
clientKeyStore The path where the certificate is stored. Upload
Download
clientKeyStorePassword The password to access the certificate from the key store. Upload
Download
clientKeyPassword The password to access the certificate from the key. Upload
Download

Related Information

Configuring integration toolkit security [page 15]
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SAP Ariba integration toolkit on SAP
NetWeaver PI

This feature is available for:

e SAP Ariba Buying and Invoicing

e SAP Ariba Buying

e SAP Ariba Invoice Management

e Ariba Network (Ariba Payment Integration Toolkit)
® SAP Ariba Contracts

The Ariba Network Adapter for SAP NetWeaver allows you to exchange transactional data between Ariba Network
and your SAP ERP system. If you are using SAP Ariba Invoice Management for invoice automation, then invoices
from Ariba Network are sent to SAP Ariba Invoice Management. To ensure that invoices from Ariba Network are
reconciled in SAP Ariba Invoice Management, you need to download master data corresponding to these invoices
from your SAP ERP system.

If you use the SAP Ariba integration toolkit to download master data, then you are required to maintain and monitor
two different environments, one for master data and the other for transactional data integration. This is
cumbersome and time-consuming. Therefore, instead of using the SAP Ariba integration toolkit as a standalone
tool, you can now deploy the SAP Ariba integration toolkit on SAP NetWeaver.

This provides the following benefits:

® You have a single solution with SAP NetWeaver Pl for both master and transactional data integration.
® You can leverage SAP NetWeaver Pl's monitoring, transaction tracking, and error handling capabilities.

You can also use the SAP Ariba integration toolkit on SAP NetWeaver to:

® Enable file-based integration of master and transactional data between SAP Ariba procurement solutions and
your SAP ERP system.

e Post payments from your SAP ERP system to Ariba Network.

SAP Ariba integration toolkit can be deployed on:

SAPNetWeaver Pl 7.1
SAP NetWeaver PI1 7.3
SAPNetWeaver Pl 7.4
SAPNetWeaver Pl 7.5

The server and client certificates that the SAP Ariba integration toolkit (on SAP NetWeaver PI) uses to connect to
an SAP Ariba cloud solution must be stored in the SAP NetWeaver Pl keystore. Therefore, when a request is sent
from SAP Ariba integration toolkit to an SAP Ariba cloud solution, SSL handshake is achieved using the certificates
stored in SAP NetWeaver Pl keystore.

How to enable the use of the SAP Ariba integration toolkit on SAP NetWeaver Pl [page 104]
Using the SAP Ariba integration toolkit on SAP NetWeaver Pl [page 105]
Managing the SAP Ariba integration toolkit on SAP NetWeaver Pl [page 106]

How to view logs related to a scheduled task [page 120]
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How to enable the use of the SAP Ariba integration
toolkit on SAP NetWeaver PI

Procedure

1. Download the aribanwfiletransfer.zip file from connect.ariba.com as follows:

o Login to connect.ariba.com and on the On-Demand tab, click |[» SAP Ariba Invoice Management » Ariba
Integration Toolkit for SAP NetWeaver
o SAP Ariba Buying solutions customers - Login to connect.ariba.com and on the On-Demand tab, click
SAP Ariba Buying and Invoicing or SAP Ariba Buying » Ariba Integration Toolkit for SAP NetWeaver
Pl
2. Savethe aribanwfiletransfer.zip onyour file system.

3. Extractthe aribanwfiletransfer.ziptoan<InstallRoot>on the file system. There are two zip files
available aribanwfiletransfer PI7.1.zip and aribanwfiletransfer PI7.3.zip for SAP
NetWeaver Pl 7.1, and SAP NetWeaver Pl 7.3/7.4 respectively. Extract the one that is relevant for you.

i Note

Netweaver 7.1 users need to take the zip file which is compiled in JDK1.5 (aribanwfiletransfer_PI7.1.zip).

The following folders and files are available after the extract:

o Bin
o classes
o META_INF

© ariba JobBean.sca

The Bin folder contains the encryptcustomerkey and encryptstring .bat and . sh files. Based on your
operating system, you can encrypt your authentication credentials.

4. If your version of SAP netweaver Pl is prior to PI 7.3 EHP1, use the Java Support Package Manager (JSPM) tool
to deploy the SCA file on SAP NetWeaver Pl. From SAP netweaver version PI17.3 EHP1 onwards you must use
the SAP Software Update Manager (SUM) tool to deploy the SCA file.

For information on installing the SCA file or upgrading using the:
o JSPM, see the About Deploying the cXML Adapter section in the Ariba Network adapter for SAP NetWeaver
Setup Guide.
o SUM tool, contact your SAP systems administrator.

5. Create a View in SAP NetWeaver Pl keystore and import the server certificate into that view. You need to import

the client certificates only if you need to support client based authentication.

6. Create a scheduled task corresponding to the job you want to run and specify the view name that contains the
server and client certificates.

Related Information

Encrypting your passwords [page 135]
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Managing the SAP Ariba integration toolkit on SAP NetWeaver Pl [page 106]

Using the SAP Ariba integration toolkit on SAP
NetWeaver PI

The SAP Ariba integration toolkit can be deployed as a set of job definitions in SAP NetWeaver Pl and you can
configure the execution of the jobs through the SAP NetWeaver Pl Jobs Administration. The following job
definitions are made available in SAP NetWeaver Pl as part of the deployable:

e Full Download

e Full Upload

® |ncremental Download

® |ncremental Upload

e AribaANUpload

e AribaANDownload

e SAP Ariba Spend Analysis Upload

e SAP Ariba Spend Analysis Download

Now, the SAP Ariba integration toolkit connects to an SAP Ariba cloud solution by using certificates that are stored

in the SAP NetWeaver Pl Keystore as explained in the graphic below:

SAP NetWeaver PI 7. x

SAP ECC
> System

y
h

Ariba Integration

Toolkit

Ariba Solution

M

SAP NetWeaver Pl Keystore

Figure 5: SAP Ariba integration toolkit and the SAP NetWeaver Pl Keystore
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Managing the SAP Ariba integration toolkit on SAP
NetWeaver PI

How to deploy the SAP Ariba integration toolkit on SAP
NetWeaver PI

Procedure

1. Log on to the SAP NetWeaver Pl system.
2. Deploy fromthe <PI_ INSTALL ROOT>\j2ee\deployment\scripts> directory:

Deploy <user>:<password>@<host>:<port> <path to the installable>/ariba JobBean.ear

i Note

To undeploy the EAR file, run the command - undeploy name=ariba JobBean vendor=ariba.com

on_undeploy error=stop

How to validate the deployment of the SAP Ariba
integration toolkit

Procedure

1. In SAP NetWeaver Pl Administrator, click on the Operations tab.
2. Click Jobs - Java Scheduler tab.

The following job definitions must be available:

o AribalntegrationEventFullDownload

o AribalntegrationEventFullUpload

o AribalntegrationEventincrementalDownload
o AribalntegrationEventincrementalUpload

o AribaANUpload

o AribaANDownload

o AribaSpendVisibilityUpload

o AribaSpendVisibilityDownload

The following are the optional parameters that are available to all the job definitions mentioned above.

o useSharedLocation

@]

sharedLocationMachineName

o

sharedLocationUser

O

sharedlLocationPassword
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i Note

If SAP NetWeaver Pl is running on Windows, then the shared drive option is required because accessing the
shared drive in Windows requires NTLM authentication. If SAP NetWeaver Pl is running on Linux and you
want to use the above mentioned parameters, then the shared location to store the download and upload
files is not required because mounted drives which are shared in Linux does not require authentication. On
Linux, you can mount a shared drive and configure it with the ease of configuring a local location.

Creating a view and importing certificates into SAP
NetWeaver keystore

How to create a view in SAP NetWeaver Pl keystore
Procedure

1. Logonto SAP NetWeaver Pl Administrator.
2. Click the Configuration tab and click Certificates and Keys.
3. Inthe Key Storage tab, click Add View.

< Key Storage } Certificate Revocation Check

Content Security

Key Storage Views

|| 2dd view | Remove wiew | [ Import Entries From File |[ Export Entries To File | | Export ‘iew to PSE
e
My | Status | Name = | Type Deszcription E

5 : ]

4. Enter a name and description for the view and click Create.

New Key Storage View

Wigwy Mame: * |ITH_Certificates |

Description: |St|:|res Server and Client Certificates |

PSE Imange: | |

[[ create [} cancel |
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How to import server and client certificates into a view
Procedure

1. Inthe View Entries tab, click Import Entry.

Details of view "1TK_Certificates™

View Entries I' “iewy Properties |

| Create || Delete | | Rename | | Copy Entry || Import Entry | | Export Ertry | | Generate TSR Request || Import CER Responze |
=
'T-D| Status | hame = | Entry Type | Algorithm | Yslidl From | walid To =
? - - -
@ There are no entries to dizplay

2. Click Select entry type pull-down and select X.509 Certificate.
3. Enter the path to the location of the server certificate.

Entry Import

Select entry type: * | % 509 Certificate -|

Erter path to certificate file: |ClsersipvenkatachalamiDesktopClientCertins | Browse. |

[ Import |' Reset || Cancel |

4. Click Import.
i Note
To import the client certificate, repeat steps 1 to 4 above.
To import the key pair, in the View Entries tab, click Import Entry again.

Click Select entry type pull-down and select PKCS#8 Key Pair.
Enter the path to the location of the key file.

© N o O

Enter the path to the location of the client certificate.

SAP Ariba integration toolkit guide

108 PUBLIC SAP Ariba integration toolkit on SAP NetWeaver Pl




Entry Import

Select entry type: * |F‘HCS#B Hey Pair

- |

Erter path to PKCS#E key file: |Cillsers\pverkatachalamiDesktopCliertCertike|| Browse. . |

Addd PHCS#E certificatels):

|C:WserspvenkatachalamiDesktopiCisrtCertice | Browse. . || A |

Subject DN ' Issuer DN

| Source File

=

=

[ Import || Reset || Cancel |

9. Click Add.

Select entry type: * |PKCS#8 Key Pair

-]

Enter path to PKCSES key file: |

|[ Erowse... |

Add PHCZ#S certificatels): [

[ Erowse... |

Subject DM
CM=* ariba.com OU=Engineering O=4rba, Inc. C=US

| lzsuer DN

CM=2Ariba Engineeting Test CA (not for production use) OU=Engineeting O=~Ariba, Inc. C=LS

10. Click Import.

Results

The following graphic displays the details of the certificates imported into the ITK Certificates view.
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Details of view "ITK_Certificates"

View Entries | “iew Propetties
| Creste || Delete | | Rename | | Copy Ertry || Impart Eritry | | Epart Eritry Generate C5R Request || Impont C5R Responze
M| Status | Mame = | Entry Type Algorithm “alid From “alid Ta
"B - - -
(] cert CERTIFICATE RSA Mon Jul 15 032346 PDT 2.0 Thu Jul 13 032346 POT 2.
a key PRIVATE HEY REA ton Jul 15 03:23:46 PDT 2. Thu Jul 13 032346 PDT 2.
a gabuyer CERTIFICATE | RSA Wied Sep 22 110211 PDT ... Sat Sep 18110211 PDT 2.

Details of entry "cert"

CERTIFICATE ERtry:
Creatijon date
version

A1 gorithm

key Size

Subject name

IssUer name

use] ,0U=Engineering,0o=Ariba,
serial number
signature Algorithm
walidity:

not befare :

not after
Public key fingerprint

! Mon Aug 12 03:03:47 PDT 2013 (12 Aug 2013 10:03:47 GMT)
I wer.3 x.509
I RSA
1024 bits
: CN=¥*,ariba.com,dU=Engineering,d=Ariba, Inc.,C=US
: CN=Ariba Engineering Test CA (not for production
Inc. ,C=Us
HEAN )
shalwithrsAEncryption (1.2.%40,113549.1.1.5)

Mon Jul 15 03:23:46 POT 2013 (15 Jul 2013 10:23:46 GMT)
: Thu Jul 13 02:23:46 POT 2023 (13 Jul 2023 10:23:46 GMT)
IOAZIABIFEIFZ2I34:0000B:I87 506530 FSI 0180 1AEL

i Note

In the above graphic, the server and client certificates are imported into the same view. However, you can have
different views for server and client certificates.

How to grant permissions for the keystore

Procedure

1

In the Key Storage tab, select the view for which you want to assign permissions.

2. Click the Security link next to the word Content.

Content

Key Storage Views

Key Storage | Cetlificate Revocation Check

| Add Wiew || Remove Yiew |

| Impart Entries From File || Export Entries To File | | Export Yiew to PSE

Statuz | FMame
B -
(] ITk_iCertificates

= | Type | Description

-

USER &

3. Click the Permissions per Domain tab.
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Cont

ent Security

Domains per Permizssion Permissions per Domain

¥

Camain Marme

H

ariba comfariba_JobBean

ariba.com/com.ariba.asc sap. netweaver xiadapter .ra
ariba comtest_ariba_JohBean
com.adobe/AdoheDocument Services
com.adobe/DocumentServicesLicenzeManager
heayy:sap.comtc~bof~lib~ear

redwaood comischeduler-ear

zap.combi~aly

sap combi~aly~comman

sap .combicaly~pof

Granted code-based permissions for domain "ariba.com/ariba_JobBean"

[ Showy Grouped by Yiews ] | I Moty I

4. Select ariba.com/ariba_JobBean and click Modify.

5. Click Grant New Permission.

Al Actions

|| ] &1 Wiews

6. Select All Actions check box.

7. Inthe Keystore View field, select the view name and click OK.

How to create a scheduled task for a job

Contex

You can schedule a Recurring, Cron, or Simple scheduled task. A simple task is executed only once.
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Procedure

Log on to SAP NetWeaver Pl Administrator.
Click on the Operations tab.

Click on Jobs - Java Scheduler.

Click the Tasks tab.

Click Add.

Select the relevant job definition and click Next.

Enter a name and description for the task.

© N o oA~ w N

In the Retention Period field, enter the number of days.

Retention period is the number of days the metadata of this task is stored by SAP NetWeaver PI.

9. Enter values for all mandatory parameters. To use certificate based authentication, provide values for new
parameters, truststoreView and clientKeystoreView. For truststoreView parameter, enter the name of the
view that contains the server certificate. For clientKeystoreView, enter the name of the view that contains the
client certificate and key file. The view name is case sensitive.

i Note

If you are using the secret shared for client authentication, you need not provide a value for the
clientKeystoreView parameter. However, for the truststoreView parameter, you must provide the name of
the view that contains the server certificate irrespective of the type of client authentication.

To encrypt the shared secret, you must use the encryptstring.bat or encryptstring.sh from the
command line. The encrypted shared secret and key can then be used as parameter values. For more
information, see the section Encryption for Security on Page 97 in the Ariba On Demand Solutions
Integration Toolkit guide.

10. Click Next.

11. Specify the scheduling information for the task and click Finish.

Related Information

Scheduled task parameters [page 113]
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Scheduled task parameters

Option Description Used For

urlPrefix Examples values are: Upload, Download, SAP

) ) Ariba Spend Analysis
Ariba Procurement solution- https://sl-

integration.ariba.com/Buyer

Ariba Sourcing - https://sl-integration.ariba.com/

Sourcing

Ariba Network - https://service.ariba.com/ClientToollntegrator.aw/ad/
clienttool

Using Digital Certificate-Based authentication, prefix the URL with the
word cert as follows:

https://certsl-integration.ariba.com/Buyer

https://certsl-integration.ariba.com/Sourcing

site The name of your company as used in the URL for your Ariba product. Upload, Download, SAP
The URL is in the format http:// Ariba Spend Analysis

mycompany.procurement.ariba.com.

Example: set site=mycompany
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Option Description Used For

serviceMode Specifies what kind of Ariba product you are using. Possible values in- Upload, Download, SAP
clude: Ariba Spend Analysis

® 0 tospecify an Ariba On-Demand solution. The ur1Prefix option
will, in this case, refer to a site. For example: http://sl-
integration.ariba.com/Buyer/fileupload?
realm=realm 1

e -1 isthe default value, which must be changed to the appropriate
allowed value to avoid a warning message. The warning message will
be issued to the client log, followed by a permanent failure 4xx error
code.

Site and Service Mode are parameters relevant for jobs related to

Ariba procurement solutions and Ariba Sourcing.

o AribalntegrationEventFullDownload

o AribalntegrationEventFullUpload

o AribalntegrationEventincrementalDownload

o AribalntegrationEventincrementalDownload
For AribaANUpload and AribaANDownload jobs, there are three
additional parameters:

e Community - The community affiliation of the buyer.

e System - The ERP ID configured on Ariba Network for multi-ERP
support.

e ANID - Specify the ANID of the buying organization. If the buying or-
ganization has more than one ERP system, define an application
system ID to uniquely identify the ERP system in Ariba SN.

For example:
set ANID=AN0O100000001
set systemID=ERP020

encryptionKeyPath  Specifies the location of the file that contains the encrypted customer Upload, Download, SAP
key. Ariba Spend Analysis
sharedsecret The shared secret you configured using the Ariba Administrator. Upload, Download, SAP
Ariba Spend Analysis
event Specifies an integration task. To use an integration task with the SAP Upload (transactional
Ariba data transfer tool, you must configure the task on the server. only), Download

If you are using Microsoft Windows, you must quote the value of the
event option.

For more information about data import and export tasks, see the import
and administration guide for your Ariba solution. For information about
the form and contents of CSV files, see Data Dictionary.

adaptersource The value of adapter source can be ALL, EXTERNAL, SYSTEM, or ARIBA  Download
MANAGED.
downloaddir Use to specify the directory (named DownloadFromAriba by default) Download

containing the downloaded files in directories to be stored for processing
by your back-end system. On Microsoft Windows, the directory is cre-
atedin C: \TEMP. On UNIX;, it is created in /var/tmp.
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Option Description Used For
timestampFile For incremental downloads, specifies the time stamp file that ensures Download
that the download event pulls data saved since the latest successful
download.
filePrefix Use to specify a prefix for downloads, for example expense, payment, Download

oraccruals. The tool appends a time stamp to downloaded files, indi-
cating when the download was completed.

notifyemail

Specify a comma-delimited list of email addresses to which notifications
must be sent, if you have enabled notifications for successful or failed
data transfers.

Example: set notifyemail=myemail@mycompany.com

Upload, Download, SAP

Ariba Spend Analysis

smtpMailServer

Specify the Simple Mail Transfer Protocol (SMTP) server that the Ariba
Data Transfer Tool email client uses to send notification messages.

Example: set smtpMailServer=mail.mycompany.com

Upload, Download, SAP

Ariba Spend Analysis

topDir

Specify the full path to the directory where the various input and output
subdirectories must go.

Example: set topDir=C:\TEMP\FullMasterUpload

Upload

inDir

The folder in which data files are placed for upload to Ariba. Specify the
full path to the subdirectory containing the CSV files to be uploaded. The
tool expects to find a subdirectory containing the CSV files to be trans-
ferred.

Example: set inDir=%topDir$\InDir

\your_ subdirectory

Upload

waltTimeBetween

IncUpload

During incremental upload, the Ariba Data Transfer Tool (DTT) transfers
data from the InDIR in a sequence. This ensures that after the DTT
transfers data from the first folder to Ariba procurement solution, it
starts to move the data from the next folder. This process is repeated till
all the datain the InDIR is processed. However, when DTT starts to
move the data from a folder, if data from the previous folder is still in
processing in Ariba procurement solution, a server busy is reported. To
ensure that such an error does not occur, you can use the
waitTimeBetweenIncUpload parameter. The value for this param-
eter must be set it milliseconds. If you have set this parameter in the
batch file, the DTT after sending data from a particular folder, will wait for
the configured time interval before it starts to process the data from the
next folder.

Upload

filterprefix

Specify the subdirectory name prefix that indicates which CSV file sub-
directories (in inDir) the tool must ignore when uploading files.

Default: set filterprefix=processing

If you have a program that generates CSV files, it must use a file name
that begins with this prefix and then rename the file when the file is ready
for transfer. If this task is scheduled to run while the file is still being gen-
erated, the file is ignored until the next scheduled run.

Upload
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Option Description Used For

outDir Specify the full path to the directory where the Ariba Data Transfer Tool ~ Upload
moves CSV files after it sends copies to Ariba.
Default: set outDir=%topDir%\OutDir

unsentDir When you have an automatic mechanism to create full master CSV files, Upload (master data
and it creates a new batch before Ariba Data Transfer Tool has sent the only)
old batch, the old batch does not need to be sent. This option specifies a
directory in which to put unsent data.
Default: set unsentDir=%topDir%\UnsentDir
This optionis only presentinthe masterdata options file. With in-
cremental data, newer and older files may contain different data, so all
files are sent, and this option is absent.

logDir Specify the full path to the directory where the Ariba Data Transfer Tool Upload, Download, SAP
writes a log file after it finishes the task that uses this options file. Ariba Spend Analysis
Default: set logDir=%topDir%\UnsentDir

notifyonsuccess Specify 1 to enable sending an email message when the data transferis  Upload, Download, SAP
successful. Specify O to disable this feature. Ariba Spend Analysis
Default set notifyonsuccess=1

notifyonfailure Specify 1 to enable sending an email message when the data transferis  Upload, Download, SAP
not successful. Specify O to disable this feature. Ariba Spend Analysis
Default set notifyonfailure=1

notification Specify the subject of the notification email message when the data Upload, Download, SAP

SuccessSubject

transfer is successful.
For example:

set notificationSuccessSubject=AribaFileTransfer

Master Data Upload: Success

Ariba Spend Analysis

notificationFailur

Specify the subject of the notification email message when the data

Upload, Download, SAP

e transfer fails. Ariba Spend Analysis
Subject For example:
set notificationFailureSubject=AribaFileTransfer
Master Data Upload: Failed
proxyHost Host name or IP address of the proxy server. Upload, Download, SAP
Ariba Spend Analysis
Example: set proxyHost=localhost
proxyPort Port used by the proxy server to handle secure communication. Upload, Download, SAP
Ariba Spend Analysis
Example: set proxyPort=8081
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Option Description Used For
proxyAuthMod Indicates the method used for authentication on the proxy server. If the  Upload, Download, SAP
option is not defined, then no authentication is used with the proxy Ariba Spend Analysis
server.
Note that NTLMv2 is not supported.
Possible values:
B: basic
D: digest
N: NTLM
For example: set proxyAuthMode=D
proxyUser The user name used for authentication. Required for all three authentica- Upload, Download, SAP
tion methods. Ariba Spend Analysis
Forexample: set proxyUser=username
proxyPassword The password used for authentication. Required for all three authentica-  Upload, Download, SAP
tion methods. This password can be encrypted in the same way you en-  Ariba Spend Analysis
crypt the shared secret.
Forexample: set proxyPassword=password
proxyDomain The domain to which the user identified by the proxyUser option be-  Upload, Download, SAP
longs. Required for NTLM authentication only. Ariba Spend Analysis
For example: set proxyDomain=ARIBA
clientKeystore The ngme of the view that contains the client certificate and key file. This Upload, Download, SAP
View is optional. Ariba Spend Analysis
truststoreView The name of the view that contains the server certificate. This parameter Upload, Download, SAP
is mandatory. Ariba Spend Analysis
ANID Specify the ANID of the buying organization. If the buying organization AN Upload, AN Down-
has more than one ERP system, define an application system ID to load
uniquely identify the ERP system on the Ariba Network.
For example:
set ANID=AN0100000123
set systemID=ERP020
systemID The ERP ID configured on Ariba Network for multi-ERP support. AN Upload, AN Down-
load
community The community affiliation of the buyer. AN Upload, AN Down-
load
useShared Whether to use shared location or not. Not required for Linux. Upload, Download, $AP
Location Ariba Spend Analysis
sharedlLocation Machine name on the shared location machine where the drive is shared. Upload, Download, SAP
MachineName Ariba Spend Analysis
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Option

Description

Used For

Username of the Operating System

Upload, Download, SAP

sharedLocation ] )
User Ariba Spend Analysis
sharedlLocation Password of the Operating System Upload, Download, $AP
Password Ariba Spend Analysis
authUser Use to specify the user name. SAP Ariba Spend Analy-
Sis
password Use to specify your password. Your customer administrator can provide ~ SAP Ariba Spend Analy-
a password. Do not specify password for master data uploads or trans- sis
actional data uploads and downloads.
Ariba recommends that you encrypt the value for this option using the
encryptcustomerkeyand encryptstring utilities.
sourceSystem Use to specify the source system in a site that the file is for or to specify ~ SAP Ariba Spend Analy-
the source systems to include in the export in a comma-separated list. If ~ sis
you do not use this option, the export includes all source systems.
Quotes are required for the value of this option in Microsoft Windows.
fromEmail The from address of the notification email. It is mandatory to specify a Upload, Download, SAP
valid from address. Ariba Spend Analysis
additionalClientPa Use to specify additional client parameters. Upload, Download, SAP
Ariba Spend Analysis
rameters

Use the following syntax to specify the parameter:
-Key Val <value>

Example: -performCleanup 1 -cleanupFilesOlderThan 7

additionalServerPa

Use to specify additional server parameters that can be sent to the

Upload, Download, SAP

Ariba Spend Analysis
rameters server.
Use the following syntax to specify the parameter:
-Key Val trueor false
Example: —checkDimensionReference true -
checkDuplicateRow true
fileLocation Use to specify a directory of your choice. This directory can only contain gploadd,ASAlP Ariba
either a single ZIP file or CSV files but not both together. You can also pena Analysts
specify the path directly to a ZIP file or a CSV file.
outDir Use to specify where the Ariba Data Transfer Tool must place your CSV ;JploaddASAlP Ariba
file subdirectories after an upload operation. The Ariba Data Transfer pend Analysts
Tool creates success and failure subdirectories within the outDir
directory and moves the data there based on the result of the upload op-
eration.
downloadDir Use to specify the location where the star schema export file is stored. Download, SAP Ariba
Spend Analysis
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Option Description

Used For

factTables Use to specify the fact tables to include in the export in a space-sepa-
rated list. If you do not use this option, the export includes all fact tables.

Download, SAP Ariba
Spend Analysis

lastModified Use to specify that the export will only include data modified after the
specified date in the format DDMMYYYY. If you do not use this option,
the export includes all data.

Download, SAP Ariba
Spend Analysis

generateSchemaExpo Use to specify whether or not to start a new star schema export.

rt By default, generateSchemaExport is set to False, and the Ariba

Data Transfer Tool downloads existing export files from the specified lo-
cation.

If you set this option to True, the Ariba Data Transfer Tool starts a new
star schema export operation using the following options you specify
and then downloads the results:

® lastModified

e factTables

® sourceSystem

Download, SAP Ariba
Spend Analysis

Related Information

Configuring SAP Ariba Spend Analysis data load options [page 39]
Configuring integration toolkit security [page 15]

How to set time-out intervals

Context

You can import large amount of data while running the Supplier Profile Export task. To do so, maintain the following

parameter to increase the time-out intervals and avoid time-out errors.

Procedure

1. Logonto SAP NetWeaver Pl Administrator.
2. Click on the Operations tab.

3. Click on Jobs - Java Scheduler.

4. Click the Tasks tab.
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Click Add.
Select the relevant job definition and click Next.

Enter a name and description for the task.

© N o O

In the Retention Period field, enter the number of days.

Retention period is the number of days the metadata of this task is stored by SAP NetWeaver Process
Integration.

9. Enter "additionalClientParameters".

10. Specify a timeout limit in milliseconds. Enter "-connectionTimeout <timeout limit in milliseconds>."

11. Save the changes.

How to view logs related to a scheduled task

Context

When you encounter an error, you can view the logs associated with the scheduled task and take corrective steps
to resolve the error.

Procedure

Click the Operations tab.

Click Jobs.

Click Java Scheduler.

In the Jobs tab, select the relevant job with the ERROR status.

A owopoe

Under the Job Details section, there are three tabs, Information, Parameters, and Log.

5. Click the Log tab to view the error details.

Results

The following graphic displays the error details available in Log tab.
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Job Details

Information Parameters Log
Message Severity
Infa
*#*arRunning File Transfer Tool at Tue Aug 13 0710059 PDT 201 33+ Infa
posting to hitps: Moertsvegass ariba . comBuyet Miledownload Yrealm=p2pTeSy-4 Infa
done executing POST method. Infa
data transter temporary failure, will retry regquest at the next invocation Infa
reponse=Service Unavailable Infa
=zl version="1 0" encoding="iz0-8859-1"?==IDOCTYPE hitml PUBLIC "-MA3ICHDTE BHTML 1 .1 0EN"
"hittp: My o3 org TREREmI A DTOxHtm 1 cltd"=

=html ximins="http: ey e 30rgM 9990Html" xmllang="en" =
=head=
=imeta http-equiv="Content-Type" contert="applicationfhtml+xml; charset=iso-5859-1"%=
=title=Ariba On-Demand Unavailakble=title=
=link rel="stylesheet" type="text/css" href="fariba cas" /=

Related Information

Troubleshooting data transfers [page 71]
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Replacing the SAP Ariba data transfer tool with
your own tool

This document is for enterprise integration specialists responsible for integrating Ariba On-Demand services with
back-end systems.

Overview [page 122]

Uploading a master data file [page 124]
Upload strategies [page 127]

Form parameter reference [page 128]
Master data upload examples [page 129]
Troubleshooting file upload [page 131]
HTTPS request details [page 132]

Sample request messages [page 133]

Overview

The Ariba Integration Toolkit includes the Ariba Data Transfer Tool, which is used to transfer data in batch mode
between your back-end system and your Ariba service. Data is transferred in the form of comma-separated-value
(CSV) files packaged in a compressed archive.

While the Ariba Data Transfer Tool is a convenient tool to manage data transfers with Ariba, it might not integrate
well with your IT environment. You can now replace the Ariba Data Transfer Tool with your own tool, because the
underlying protocol used by the Ariba Data Transfer Tool is an HTML form post. A wide range of tools from a simple
browser to the most complex Enterprise Application Integration (EAI) tools support this protocol.

The Ariba Data Transfer Tool uses an HTML form-based file upload to transfer data files to the Ariba services. This
is the variant of HTML form post designed to transfer files as described in RFC 1867 (http:/www.ietf.org/rfc/
rfcl867.txt).

This document:

® Describes the information needed to post the HTML form

e Provides reference information for each field in the form

e Gives examples of simple tools you can use to post data

e Provides an inventory of error codes and messages the response can return, along with tools that you can use
to troubleshoot the integration

This document applies to the following Ariba solutions:
® The Ariba Procure-to-Pay™ solution package (Ariba Procure-to-Pay)

e The Ariba Procure-to-Order™ solution package (Ariba Procure-to-Order)
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e The Ariba Services Procurement™ solution package (Ariba Services Procurement)

e The Ariba Sourcing™ solution package (Ariba Sourcing)

e The Ariba Contract Management™ solution package (Ariba Contract Management)

e The Ariba Supplier Information Management™ solution package (Ariba Supplier Information Management)

e The Ariba Supplier Performance Management™ solution package (Ariba Supplier Performance Management)

i Note

The SAP Ariba Supplier Lifecycle and Performance and SAP Ariba Supplier Information and Performance
Management (new architecture) solutions use a unified vendor model instead of the classic supplier
organization model. The integration methods documented in this guide support limited integration of supplier
data to the unified vendor model. For details, see the Using the SAP Ariba integration toolkit for supplier data

integration with the unified vendor model topic.

Data flow

The following figure provides a high-level overview of how data flows between your back-end system and the Ariba
On-Demand services. It illustrates that any tool capable of uploading a file using a form post can transfer master
data. These tools include the Ariba Data Transfer Tool, a browser using an HTML form, and HTTP command line

tools such as Curl, and most EAIl tools.
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Figure 6: Data Flow Between Back-End System and Ariba On-Demand Services

SAP Ariba integration toolkit guide

Replacing the SAP Ariba data transfer tool with your own tool

PUBLIC 123



Prerequisites

® You know the site ID for configuring the URL to which to direct HTTP requests. The Ariba deployment team will
provide you with this ID. The URL format is as follows:
o For Ariba Procure-to-Pay, Ariba Procure-to-Order, and Ariba Invoice and Payment: https://s1-
integration.ariba.com/Buyer/fileupload?realm=YourSitelID
o For Ariba Sourcing, Ariba Contract Management, Ariba Supplier Information Management, and Ariba
Supplier Performance Management: https://sl-integration.ariba.com/Sourcing/
fileupload?realm=YourSiteID
® You have configured the integration password. Follow these steps to complete the configuration:
1. Logintoyour site.
2. Goto Ariba Administrator.
3. Inthe left menu, choose Integration Manager > Integration Toolkit Security.
4. Enter the integration password twice.
5

. Click Save. The integration password is now set, and data transfers using the Ariba Data Transfer Tool or
the other tools described in this document are now enabled.

® You are familiar with the files used for loading master data and you have a batch data file available. Also, in the
case of procurement solutions, you have uploaded this file by using the Data Import/Export tasks in Core
Administration.

® You are familiar with the Ariba integration, import, and administration guides.
® You have read the previous chapters in this Guide.

This document focuses on setting up an alternate tool to the Ariba Data Transfer Tool. It does not provide
information on master data itself. For details on what files must be uploaded, please refer to the guides listed
above.

Uploading a master data file

Uploading the master data file requires you to correctly fill out the parameters in the form post and submit the post
to the correct URL. This section provides basic information on the process and gives examples of uploads using
available tools such as web browsers and Curl, an HTML command-line tool. It also provides information about
implementing a form-based file upload in your EAIl tool.

Form overview

As mentioned earlier, the tool you use to upload data must use an HTML form-based file upload to transfer data
files to the Ariba system. The HTML form contains the following information:

e The name of the batch integration event to run
® How to process the master data (that is, incremental load or full load)

e |nformation on which client is loading the master data (critical for troubleshooting issues when using several
clients to upload data onto the server)

® The file to upload
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Related Information

Form Parameter Reference [page 128]

Web Browser Example

The easiest way to upload the data is to post the file from a browser. You can try it by loading the following HTML
page in your browser. Refer to the instructions that follow the code.

i Note

The example below pertains to uploading data to Ariba procurement solutions.

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01//EN"
"http://www.w3.0rg/TR/html4/strict.dtd">
<html>
<head>

<meta http-equiv="content-type" content="text/html;charset=IS0-8859-1">

<title>Direct access - File upload</title>
</head>
<body>
<hl>Direct access - File upload</hl>
<form method="post"
enctype="multipart/form-data"
action="https://sl-integration.ariba.com/Buyer/fileupload?realm=YourSiteID">
Event: <input type="text" name="event" value="Import Batch Data"><br>
<input type="radio" name="fullload" value="true">Full Load<br>
<input type="radio" name="fullload" value="false" checked>Incremental<br>
Password: <input type="password" name="sharedsecret" value=""><br>
Client Type: <input type="text" name="clienttype" value="Firefox"><br>
Client Info: <input type="text" name="clientinfo" wvalue="Master Data Upload
Form"><br>
Client Version: <input type="text" name="clientversion" value="1.0"><br>
File: <input type="file" name="content"><br>
<input type=submit value="Submit Post">
</form>
</body>
</html>

To load data using the preceding sample code:

1. Copy the preceding snippet of HTML code and save it in a file.
2. Open the file with an editor and replace YourSitelD with the actual site (realm) ID.

i Note

The URL placeholder in the preceding example applies to Ariba procurement solutions only. The Ariba
deployment team provides you with this ID.

Open the file with the browser of your choice.

Enter the integration password.

Provide the path to the batch data ZIP file to upload.
6. Click Submit Post.

o~ w

The master data is uploaded to the server. Upon successful completion of the request, the server returns an HTTP
OK (200) with a success message that appears in the browser. The HTTP OK (200) response indicates that a
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successful connection has been made, however the master data event is not yet complete. Ariba recommends that
you wait for about 10-20 minutes after the HTTP OK (200) response before you schedule the next event to prevent
failures.

Related Information

Upload Strategies [page 127]

Curl Example

i Note

The example below pertains to uploading data to Ariba procurement solutions.

Curl is acommand-line tool for transferring files using a variety of protocols. Curl supports the form-based file
upload described in this document. The syntax for uploading a batch data file using Curl is as follows:

#!/bin/sh
curl -v \
-F "sharedsecret=YourIntegrationPassword" \

-F "content=@BatchDataFile.zip;type=application/octet-stream" \

-F "event=Import Batch Data" \

-F clienttype="Curl" -F clientinfo="0S=Linux:Host=myhost" -F
clientversion="1.0" \

https://sl-integration.ariba.com/Buyer/fileupload?realm=YourSiteID

To execute this command:

1. Copy the preceding snippet of shell script and save it in a file named runIncrementalUpload. sh.

2. Open the file with your editor of choice. Replace the integration password, the name of the batch data ZIP file
and the site (realm) ID. Save the file.

3. Verify that the batch data ZIP file is in the same directory as the shell script.
4. Runthe script: sh runIncrementalUpload.sh

Upon successful completion of the request, the server returns an HTTP OK (200) code with a success
message.

Related Information

Upload strategies [page 127]
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EAI Tools

Most EAl tools support form-based file upload. The characteristic of this form is the encoding type set to multipart/
form-data.

Each parameter of the form is sent as a part of the multipart stream. Each part must be labeled with:

e A content-type of 'text/plain; charset=US-ASCII' and a content-transfer-encoding of '8bit' for text fields
e A content-type of 'application/octet-stream; charset=1SO-8859-1' and a content-transfer-encoding of 'binary'
for file

The MIME parameters section of later in this chapter provides detailed information on the configuration of these
parameters in the HTTP request.

Upload strategies

There are additional considerations that need testing before deploying the adapter in production.

Scheduling

The scheduling of the upload must alternate between incremental and full loads. A typical schedule loads daily
incremental updates of master data and refreshes the set of master data weekly. The latter is required because the
incremental updates capture only additions and modifications to the existing set, not deletions (deactivations).

The Ariba deployment team can help set up a schedule based on your needs.

Verifying upload completion

To verify this data transfer, check with your customer administrator. (Your administrator can verify the upload by
checking the status of the appropriate data import/export task in Ariba Administrator. For example, for Ariba
procurement solutions, the administrator can check the status of the Import Batch Data task. If the sample data
was transferred successfully, the task must have a status of Complete.

Failure and recovery

The troubleshooting section, explained at the end of this chapter, provides a list of HTTP return codes and
corresponding error messages. The return codes provide information on the type of failure and suggest possible
reactions from the system. Here is an overview of three types of return codes:

e 200: Successful upload.
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® Axx: Permanent failure.
The request failed, and either the request or the server must be modified before you resend this request. A
typical cause is a mismatch in the integration password. To fix the mismatch, you must either set the password
on the server or change the password on the client to match the password on the server.

® bSxx: Temporary failure.
The server can not process this request at this moment. The client must retry- until the server can process the
request. There are a number of reasons for this to happen, for example, several clients are uploading files
concurrently, a node is in the process of upgrading itself, or an upgrade of the entire system is in progress.

Related Information

Troubleshooting file upload [page 131]

Form parameter reference

The following table provides reference information for each parameter of the upload, including the parameter name
and type, whether it is mandatory, and the possible values it can be set to.

Parameter Type Mandatory Example Value and Notes

event text Yes The name of the integration event to run. This event must be
a batch event. This is an event that will run other events with
the files it finds in the compressed archive.

Batch events preconfigured for Ariba Procure-to-Pay are:

e |mport Batch Data
e |mport Remittance Data
e |mport Requisitions
e |mport Budgets
e Export Budget Transactions
® | oad Budget Adjustments
The batch event preconfigured for Ariba Sourcing is:
e |mport Master Data
For information about defining a batch event, see the
Chapter2.

fullload text No Either true or false.

When this parameter is set to false, the data is loaded incre-
mentally. The data must contain the data added or modified
since the last upload.

When this parameter is set to true, the integration performs a
full load. This means that the server will deactivate any data
not specified in the uploaded file.

Default: false
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Parameter Type Mandatory Example Value and Notes

sharedsecret text Yes The integration password configured in the Integration Toolkit
Security page (on the Integration Manager workspace in Ariba
Administrator).

The integration password must be configured on the site to
enable data upload or download.

content file Yes The compressed archive (ZIP file) that contains all the CSV
files to upload.

clienttype text Yes A string identifying the client uploading the data. This string
appears along with runtime information for each integration
event run in the Integration Event History page.

Example: "WebMethod6.5"

To receive email notifications from Ariba for the events run,
set clienttype to DataTransferTool in the HTML uploads.

clientinfo text Yes A string that contains information about the client environ-
ment. This string appears along with runtime information for
each integration event run in the Integration Event History
page.

Example: "JVM 5.0:Windows XP:PurchasinEAI"

clientversion text Yes A string that contains the version of the client. This string ap-
pears along with runtime information for each integration
event run in the Integration Event History page.

Example: "1.0"

Master data upload examples

To manage your master data, you frequently load the latest changes, and at a less frequent interval, you fully
synchronize the two systems by replacing all master data on the Ariba service with your back-end master data.
This section provides examples of parameter values for these operations on Ariba solutions.

Uploads to SAP Ariba Procurement Solutions

The following examples illustrate the two scenarios for uploading master data to Ariba procurement solutions.
These incremental and full uploads apply to all Ariba procurement master data batch events.

Incremental Upload

curl -v \
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-F "sharedsecret=YourIntegrationPassword" \

-F "content=@IncrementalMasterData.zip;type=application/octet-stream" \

-F "event=Import Batch Data" \

-F "fullload=false" \

-F clienttype="Curl" -F clientinfo="0S=Linux:Host=myhost" -F clientversion="1.0" \
https://sl-integration.ariba.com/Buyer/fileupload?realm=YourSiteID

Full Upload

curl -v \

-F "sharedsecret=YourIntegrationPassword" \

-F "content=@FullMasterData.zip;type=application/octet-stream" \

-F "event=Import Batch Data" \

-F "fullload=true" \

-F clienttype="Curl" -F clientinfo="0S=Linux:Host=myhost" -F clientversion="1.0" \
https://sl-integration.ariba.com/Buyer/fileupload?realm=YourSiteID

In the full upload example, the full load flag is set to true, and the ZIP file points to the full extract of the data. Note
that in this mode, the import operation executed for each event is determined by the default import option
configured in the Ariba system. (Examples of import options are Load, Create, Update Only, and Deactivate.) You
can see which import option is the default by opening the corresponding data import task from the Data Import/
Export page in Ariba Administrator.

Uploads to other SAP Ariba solutions

The following examples illustrate the two scenarios for uploading master data to Ariba Sourcing, Ariba Contract
Management, Ariba Supplier Information Management, and Ariba Supplier Performance Management. These
incremental and full uploads apply to all master data batch events for these solutions.

Incremental Upload

curl -v \

-F "sharedsecret=YourIntegrationPassword" \

-F "content=@IncrementalMasterData.zip;type=application/octet-stream" \

-F "event=Import Master Data" \

-F "fullload=false" \

-F clienttype="Curl" -F clientinfo="0S=Linux:Host=myhost" -F clientversion="1.0" \
https://sl-integration.ariba.com/Sourcing/fileupload?realm=YourSiteID

Full Upload

curl -v \
-F "sharedsecret=YourIntegrationPassword" \
-F "content=@FullMasterData.zip;type=application/octet-stream" \
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-F "event=Import Master Data" \
-F "fullload=true" \

-F clienttype="Curl" -F clientinfo="0S=Linux:Host=myhost" -F clientversion="1.0" \
https://sl-integration.ariba.com/Sourcing/fileupload?realm=YourSiteID

In the full upload example, the full load flag is set to true, and the ZIP file points to the full extract of the data. Note
that in this mode, the import operation executed for each event is determined by the default import option
configured in the Ariba system. (Examples of import options are Load, Create, Update Only, and Deactivate.) You
can see which import option is the default by opening the corresponding data import task from the Data Import/
Export page in Ariba Administrator.

Troubleshooting file upload

The following table lists the possible errors the server can return during a file upload:

HTTP Re-
sponse Code

Error Message

Comments

400 Invalid Realm The site ID in the Direct Access URL is invalid. Contact Ariba support
to find the correct ID.

400 Must be MIME post with content type The content type of the request is not "multipart/form-data" as ex-

<expected string>, received <received  pected. Correct the content type to resolve the issue.
string>

400 lllegal form post e The content disposition of any of the MIME part is not specified

or is an empty string, or there is more than one disposition
specified.
® The name of the MIME part is not specified.

400 Illegal form parameter The name of the MIME part is not one of the expected parameters.
Use the parameters listed in the section "Form parameter reference"
earlier in this document.

400 The Ariba Integration Toolkit supports  The event configured on the server side is most likely incorrectly con-

only batch events. Event %s is not a figured or is not a batch event.
Batch Event.

400 Cannot find configuration for event: %s The event passed in the Event parameter is not configured.

400 [llegal type %s The file is not a compressed archive.

401 Bad credentials -- wrong shared secret  The shared secret configured is null or does not match the one con-
figured on the server.

403 No message The request is probably configured as a GET instead of a POST.

503 Unable to service realm An upgrade of the site may be in progress. Retry the request after a
few minutes. The header of the response will contain a retry interval
attribute with a time in minutes. The default is 5 minutes. The request
must be retried after the indicated time.

503 Unavailable to service Event %s: server  Anevent is already running. This event must complete first before

busy.

running another one.
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HTTPS request details

Request Format

The request is an HTTPS Post of a multipart form that contains a set of parameters and a file. Each parameter and
the file are sent in separate MIME parts.

The following table describes the format of the HTTPS request:

Parameter Value

Host sl-integration.ariba.com

SSL Required

Method ‘POST’

Request URL "/Buyer/fileupload?realm=YourSitelD"
OR

"/Sourcing/fileupload?realm=YourSitelD"

Content type “multipart/form-data”

MIME Parameters

The body of the request contains the parameters listed in the Form Parameter Reference explained earlier. These
parameters describe the integration event to run, the credential to use, the file to upload, and information about

the client performing the upload.

The following two tables describe how to configure these parameters. Two distinct sets of attributes must be
specified for either text or binary parameters.

The following table describes the HTTP attributes required to describe the text parameters:

MIME Part Attribute Value

content-disposition: 'form-data; name="<parameter name>"'
content-type 'text/plain; charset=US-ASCII'
content-transfer-encoding ‘8bit’

Text content <parameter value>

Content type “multipart/form-data”

The following table describes the HTTP attributes required to describe the binary parameters:

MIME Part Attribute Value
content-disposition: ‘form-data; name="content"; filename="ct_32732.zip"
content-type ‘application/octet-stream; charset=1S0O-8859-1'
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MIME Part Attribute Value

content-transfer-encoding ‘binary’

filename location of the file on the disk

Sample request messages

The following message shows a sample request to upload the file ct_32732.zip to the server. The request includes

the following parameters:

event: "Import Batch Data"

sharedSecret: "yoursharedsecret"

clientInfo: "10.10.62.98/myvm,Linux,2.6.9-55.0.12.ELsmp,1386,1.5.0 12-
b04,Sun Microsystems Inc."

clientVersion: "1.0"

clientType: "DataTransferTool"

Content: "ct 32732.zip"

The following message shows the full HTTP post request without the compressed archived:

--KsWP70oKcdoVbNxmfgXHe3VZJMRP4Apr9 oe4l
Content-Disposition: form-data; name="clientVersion"
Content-Type: text/plain; charset=US-ASCII
Content-Transfer-Encoding: 8bit

1.0

--KsWP70KcdoVbNxmfgXHe3VZJMRP4Apr9 oeid
Content-Disposition: form-data; name="event"
Content-Type: text/plain; charset=US-ASCII
Content-Transfer-Encoding: 8bit

Import Batch Data

--KsWP70KcdoVbNxmfgXHe3VZJMRP4pr9 oe4
Content-Disposition: form-data; name="clientType"
Content-Type: text/plain; charset=US-ASCII
Content-Transfer-Encoding: 8bit

DataTransferTool

—--KsWP70KcdoVbNxmfgXHe3VZJMRP4pr9 oe4
Content-Disposition: form-data; name="sharedSecret"
Content-Type: text/plain; charset=US-ASCII
Content-Transfer-Encoding: 8bit

yoursharedsecret

—--KsWP70KcdoVbNxmfgXHe3VZJMRP4pr9 oe4
Content-Disposition: form-data; name="clientInfo"
Content-Type: text/plain; charset=US-ASCII
Content-Transfer-Encoding: 8bit

10.10.62.98/myvm, Linux,2.6.9-55.0.12.ELsmp,1386,1.5.0 12-b04, Sun Microsystems Inc.

--KsWP70KcdoVbNxmfgXxHe3VZJMRP4Apr9 oe4d
Content-Disposition: form-data; name="content"; filename="ct 32732.zip"
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Content-Type: application/octet-stream; charset=IS0-8859-1
Content-Transfer-Encoding: binary
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Encrypting your passwords

Context

You can encrypt your passwords when you deploy Ariba Data Transfer Tool on SAP NetWeaver or Oracle Fusion
Middleware.

Procedure

1. Install Java Runtime Environment 1.6, if it is not already installed.

2. Create the options file using the appropriate steps for your operating system.

For Microsoft Windows:

a. Using Notepad or a similar text editor, create a new options file called Transaction.bat.
b. Inthe new file you created, set the JAVA HOME option to the path up to, but not including the bin directory.
For example:

set JAVA HOME=C:\Program Files\Java\jrel.x (the location of your JRE installation)

c. Save and close the file.

For UNIX:

a. Using VI or a similar text editing tool, create a new options file called transaction.sh.
b. Write a line setting the environment variable JAvA HOME to the Java installation directory. For example:

export JAVA HOME=/usr/local/j2rel.6

Save and close the file.
3. Atthe command prompt, change to the directory containing the encryptcustomerkey script. For example:

cd D:\IntegrationToolkit\bin
4. Run the script to encrypt the customer key using the following syntax:

encryptcustomerkey.bat <options file>

where <options file>isthe path and name of the options file you created where you have set the
JAVA HOME option.

For example:

D:\IntegrationToolkit\bin>encryptcustomerkey.bat
"D:\IntegrationToolkit\transaction.bat"

A prompt to enter the key is displayed.

5. Enter the customer encrytion key to be encrypted.
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The key must be an alphanumeric string of 24 characters in length. For example,
TestCustomerKeyl123456789.

The encrypted key is displayed as an output on the command line. For example,
{3DES} +Y9xa4mwCKKvBh6oPRIFvkdk2srHINb/I0Jygs£YQWQ=

6. Copy the encrypted key from the command line to a .txt file and save the file. For example,
CustomerKey.txt.

The encrypted key must be the first and only line in the file without any spaces before or after. The path to this
file must be passed as the value for the encryptionKeyPath parameter in the options file.

7. Inthe options file for example, transaction.bat, pass the path of the CustomerKey. txt file for the
encryptionKeypath parameter in the options file as follows:

<set encryptionKeyPath=D:\IntegrationToolkit\CustomerKey.txt>

8. Save the options file.

Run the script to encrypt a string using the following syntax:

encryptstring.bat <options file>

where <options file> isthe path and name of the options file you created where you have set the
JAVA HOME option.

For example:

D:\IntegrationToolkit\bin>encryptstring.bat
"D:\IntegrationToolkit\transaction.bat"

A prompt to enter the string is displayed. This string is the shared secret that is configured under Integration
Toolkit Security in Ariba Administrator.

10. Enter the string to be encrypted.
For example: welcome
The encrypted string is displayed as an output on the command line. For example,
{3DES } xXk8v1gz16ivmdCJYy/nlw=

11. Use this encrypted string to configure your password parameters for SAP NetWeaver and Oracle Fusion
scheduled tasks.
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Using the SAP Ariba integration toolkit for
supplier data integration with the unified
vendor model

Using the SAP Ariba integration toolkit for supplier data integration with the unified vendor model [page 137]

Data flow for supplier data loaded through the SAP Ariba integration toolkit to the unified vendor model [page
139]

Synchronization of supplier organization data to the unified vendor model [page 141]
Synchronization of extended supplier profile data to supplier registration questionnaires [page 143]

Site configuration parameters for using the SAP Ariba integration toolkit for supplier data integration with the
unified vendor model [page 143]

Using the SAP Ariba integration toolkit for supplier
data integration with the unified vendor model

You can use the SAP Ariba integration toolkit for integration of a limited amount of supplier data with SAP Ariba
Supplier Lifecycle and Performance and SAP Ariba Supplier Information and Performance Management (new
architecture), which use the unified vendor model.

The SAP Ariba integration toolkit is designed for integration of supplier data to the SAP Ariba Procurement
solutions partitioned supplier model or the SAP Ariba Strategic Sourcing solutions classic supplier organization
model. In sites that have both (suite integrated), supplier data integration runs through the partitioned supplier
model.

SAP Ariba Supplier Lifecycle and Performance and SAP Ariba Supplier Information and Performance Management
(new architecture) use a unified vendor model, which is more ERP-like in structure. If you add one of those
solutions to your existing solution package, you can continue to use your existing SAP Ariba integration toolkit
integration configuration for a limited amount of supplier data.

Prerequisites

SAP Ariba Customer Support must enable the following parameters in your site:

® Application.SM.ITKImportProfileInSM
® Application.SM.VendorContactPushTaskEnabled
® Application.SM.VendorPushTaskEnabled

For ERP suppliers, you must make sure that their ERP vendor IDs are stored as organization IDs in the sap domain
rather than in the SystemID field [page 142].
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Limitations

Use of the SAP Ariba integration toolkit for supplier data integration only supports outbound synchronization of
data imported from the ERP system. It does not support export of data back to the ERP system.

The unified vendor model is a very different from the classic supplier organization data model SAP Ariba solutions
use for other supplier data. SAP Ariba integration toolkit integration with the unified vendor model works by
passing supplier data through the classic data model as it flows to and from the SAP Ariba Supplier Management
solutions vendor database. Therefore, it only supports integration of data that is used in a specific set of fields in
the classic supplier data model. That set of fields is a subset of the fields that are available in the unified vendor
model. See Synchronization of supplier organization data to the unified vendor model [page 141] for details on
which fields are synchronized when you use this integration method.

Use of SAP Ariba integration toolkit integration for supplier profile data is only available for customers who have
migrated from the supplier organization data model and the supplier profile questionnaire to SAP Ariba Supplier
Information and Performance Management (new architecture) or SAP Ariba Supplier Lifecycle and Performance,
and have mapped an existing supplier profile questionnaire to one or more registration questionnaires in the unified
vendor model. See Migrating suppliers to the unified vendor model for details on this mapping.
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Data flow for supplier data loaded through the SAP
Ariba integration toolkit to the unified vendor model

Your SAP Ariba solution combination determines how supplier data flows from your ERP system, through the SAP
Ariba integration toolkit, and through the SAP Ariba landscape into the unified vendor model.

Scenario 1: SAP Ariba Strategic Sourcing solutions only

If your solution package does not include SAP Ariba Procurement solutions, an SAP Ariba integration toolkit
configuration integrates supplier data directly with SAP Ariba Strategic Sourcing solutions.

The following diagram illustrates the outbound data flow for supplier data synchronization in this scenario:
Supplier organization model

Supplier organization
Supplier profile ¢ SAP Ariba Sourcing, SAP Ariba Contracts

E R P ------------ SAP Ariba Supplier Information and
Performance Management (classic
architecture)

Supplier organization
Mapped supplier profile

SAP Ariba Supplier Lifecycle and Performance Ariba
Network for
SAP Ariba Supplier Information and Suppliers

Performance Management (new architecture)

Unified vendor model

In this flow:

e Your ERP system sends supplier organization and extended profile data to the SAP Ariba Strategic Sourcing
solutions supplier organization data model.

e Alimited number of supplier organization fields are synchronized to the unified vendor model underlying your
SAP Ariba Supplier Lifecycle and Performance or SAP Ariba Supplier Information and Performance
Management (new architecture) solution.

e |f your solution previously used the supplier profile questionnaire and you have mapped its questions to
registration questionnaires, supplier profile data is synchronized to the corresponding mapped questions in
registration questionnaires.

e |f you have mapped questions in registration questionnaires to Ariba Network supplier profile fields, when a
supplier updates their profile on Ariba Network, those updates are automatically pushed to the registration
questionnaires.
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Scenario 2: Solutions that include SAP Ariba Procurement
solutions (suite integrated)

If your solution package includes SAP Ariba Procurement solutions, a SAP Ariba integration toolkit configuration
integrates supplier data with SAP Ariba Procurement solutions.

The following diagram illustrates the outbound data flow for supplier data synchronization in this scenario:

N

Supplier
Supplier location
E R P N SAP Ariba Procurement solutions Partitioned supplier model
\\
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A
S - 4
A
%y S Common data
VN -
N synchronization
'o"‘ ‘\ r
O’% \\ [ SAP Ariba Sourcing, SAP Ariba Contracts

SAP Ariba Supplier Information and Supplier organization model
Performance Management (classic
architecture)

Supplier organization
Mapped supplier profile

SAP Ariba Supplier Lifecycle and Performance

Ariba
Network for
SAP Ariba Supplier Information and Suppliers

Performance Management (new architecture)

Unified vendor model

In this flow:

e Your ERP system sends supplier and supplier location data to SAP Ariba Procurement solutions. SAP Ariba
Procurement solutions do not use the supplier profile questionnaire. If your solution also includes SAP Ariba
Sourcing or SAP Ariba Contracts, or you have migrated from SAP Ariba Supplier Information and Performance
Management (classic architecture), your ERP system also sends supplier profile data to SAP Ariba Strategic
Sourcing solutions.

e SAP Ariba common data synchronization fully synchronizes supplier data from SAP Ariba Procurement
solutions, which is the source of truth for common master data in suite integrated sites, to SAP Ariba Strategic
Sourcing solutions, where it is stored in the organization data model.

e Alimited number of supplier organization data fields are synchronized to the unified vendor model underlying
your SAP Ariba Supplier Lifecycle and Performance or SAP Ariba Supplier Information and Performance
Management (new architecture) solution.

e |f your solution previously used the supplier profile questionnaire and you have mapped its questions to
registration questionnaires, supplier profile data is synchronized to the corresponding mapped questions in
registration questionnaires.

e |f you have mapped questions in registration questionnaires to Ariba Network supplier profile fields, when a
supplier updates their profile on Ariba Network, those updates are automatically pushed to registration
questionnaires.
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Synchronization of supplier organization data to the
unified vendor model

SAP Ariba supports synchronization of a limited amount of data from the classic supplier organization model to the
new unified vendor model in order to support the use of existing SAP Ariba integration toolkit integrations for
supplier data.

Outbound (imported) supplier data sent in CSV files via SAP Ariba integration toolkit and then synchronized to SAP
Ariba Supplier Management solutions that use the unified vendor model can either update existing suppliers or
create new suppliers in those SAP Ariba Supplier Management solutions.

If a supplier is private, meaning that it does not have a linked Ariba Network account, you can update the supplier's
name and address fields either via synchronization. If the supplier is public, the supplier owns maintaining that data
in their Ariba Network account, and those updates are passed automatically from Ariba Network to questions
mapped to Ariba Network supplier profile fields in SAP Ariba Supplier Management solutions questionnaires. For
more information about mapping questions to Ariba Network supplier profile fields, see Setting up SAP Ariba
Supplier Lifecycle and Performance (for SAP Ariba Supplier Lifecycle and Performance solutions) or Setting up
supplier management (new architecture) (for SAP Ariba Supplier Information and Performance Management (new
architecture) solutions).

Suppliers added to the unified vendor model via synchronization are not flagged as legacy suppliers.

The following supplier fields are synchronized between supplier organizations and the unified vendor model:

Supplier organization field Unified vendor model field

Organization IDs with a domain of sap; see Organization ID erpVendorId
synchronization to ERP vendor IDs in the unified vendor model
[page 142] for details.

Organization IDs with a domain of duns vendor.vendorInfo.dunsId
ANID anId

Name vendor.vendorInfo.namel
CorporateAddress.PostalAddress.Lines vendor.address.linel and

vendor.addressExt.postalAddress.streetName

CorporateAddress.PostalAddress.City vendor.address.cityand

vendor.addressExt.postalAddress.cityName

CorporateAddress.PostallAddress.State vendor.address.state and

vendor.addressExt.postalAddress.regionCode

CorporateAddress.PostalAddress.PostalCode vendor.address.postalCode and
vendor.addressExt.postalAddress.streetPost

alCode
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Supplier organization field Unified vendor model field

CorporateAddress.PostalAddress.Country.Uni vendor.address.countryCode and

queName vendor.addressExt.postalAddress.countryCod
e
CorporatePhone vendor.address.phone
CorporateFax vendor.address. fax
Active vendor.vendorInfo.active
SystemID S40rgSystemID, whichis only used internally.
i Note

Address information is synchronized to both vendor.address and vendor .addressExt fields. In SAP Ariba
Supplier Management solutions that use the unified vendor model, whether and where address information
from vendor .address fields displays is determined by the configuration of the supplier request and
registration questionnaires. However, address information in vendor . addressExt fields always displays on
the ERP Info tab in supplier 360° profiles. Extended address information might also display elsewhere if you
use those fields in supplier request and registration questionnaires. Therefore, synchronization updates both
classes of address fields.

Organization ID synchronization to ERP vendor IDs in the
unified vendor model

When supplier organizations are synchronized to the unified vendor model, SAP Ariba Supplier Management
solutions convert the organization ID with the domain sap into the ERP vendor ID.

ERP vendor ID is a required field for suppliers in the unified vendor model. When you use an existing SAP Ariba
integration toolkit integration to update suppliers in the unified vendor model, data for ERP suppliers must include
a domain:value pair with the sap domain and the ID assigned by your ERP system as the value. The sap domain is
mandatory regardless of the originating ERP system, and must be all lowercase. If you are creating suppliers in the
unified vendor model based on existing supplier organizations through an initial synchronization, the value in the
domain:value pair in the sap domain becomes the new supplier's ERP vendor ID in the unified vendor model. If you
are updating an existing supplier via SAP Ariba integration toolkit and ongoing synchronization, the sap:value
organization ID must match the ERP vendor ID in the unified vendor model in order for synchronization to succeed.

For suppliers that do not have an organization ID in the sap domain, SAP Ariba Supplier Management solutions
assigns an ERP vendor ID that begins with "VDR" during initial synchronization.

i Note

If you store supplier organization ERP vendor IDs in the SystemID field, you must add them as organization IDs
in the sap domain before initial synchronization. If you do not do this, when your supplier organizations are first
synchronized, the ERP vendor ID field in the unified vendor model will be populated with automatically
generated IDs rather than your ERP vendor IDs.
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Synchronization of extended supplier profile data to
supplier registration questionnaires

In sites that have migrated from the supplier profile questionnaire to supplier registrations, SAP Ariba supports
synchronization of supplier profile data to supplier registration questionnaires in order to support the use of
existing SAP Ariba integration toolkit integrations for extended supplier profile data.

Since each site has its own customized supplier profile questionnaire, this process it not automatic. You must first:

e Set up and publish the supplier registration project template with at least one external-facing supplier
registration questionnaire. For details, see Setting up SAP Ariba Supplier Lifecycle and Performance (for SAP
Ariba Supplier Lifecycle and Performance) or Setting up supplier management (new architecture) (for SAP
Ariba Supplier Information and Performance Management (new architecture)).

e Create a CSV file that maps content in the supplier profile questionnaire to content in the supplier registration
questionnaire and import the mapping file into your site. For details, see Migrating suppliers to the unified
vendor model.

Once you have successfully imported the mapping file, answers from supplier profile questionnaire are
synchronized to their mapped supplier registration questionnaire questions on an ongoing basis.

i Note

Setting up the mapping requires simultaneous access to the supplier profile questionnaire and supplier
registration questionnaires. The only time both are available simultaneously in the same site is during migration
mode. Once SAP Ariba Supplier Lifecycle and Performance or SAP Ariba Supplier Information and Performance
Management (new architecture) is enabled in your site, the supplier profile questionnaire is no longer visible.
Therefore, if you are a new SAP Ariba Supplier Lifecycle and Performance or SAP Ariba Supplier Information
and Performance Management (new architecture) customer who has not migrated from an existing supplier
profile questionnaire, you cannot use SAP Ariba integration toolkit for extended supplier profile integration.
This integration option is only available in sites that have migrated from an existing supplier profile
questionnaire to supplier registrations.

Site configuration parameters for using the SAP
Ariba integration toolkit for supplier data integration
with the unified vendor model

Some of the functionality for this feature is controlled by site configuration parameters, which SAP Ariba sets for
you.
Application.SM.VendorPushTaskEnabled

Specifies whether or not supplier data is synchronized from the classic supplier
organization model to the new unified vendor data model used by SAP Ariba Supplier
Lifecycle and Performance and SAP Ariba Supplier Information and Performance
Management (new architecture) solutions. The synchronization occurs for a limited
number of fields and is performed by the SMVendorSyncScheduledTasks scheduled
task. The default value, No, means that supplier data is not synchronized.
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Application.SM.VendorContactPushTaskEnabled

Specifies whether or not supplier user data is synchronized from the classic supplier
organization model to supplier contacts in the new unified vendor data model used by SAP
Ariba Supplier Lifecycle and Performance and SAP Ariba Supplier Information and
Performance Management (new architecture) solutions. The synchronization occurs for a
limited number of fields and is performed by the SMVendorContactPushScheduledTask.
The default value, No, means that supplier user data is not synchronized.

Application.SM.ITKImportProfileInSM

Specifies whether or not, in solutions where a customer is migrating from using the supplier
profile questionnaire to supplier registrations, and has imported a data file mapping
between questions in the two questionnaires, extended profile data imported via SAP Ariba
integration toolkit or SOAP web service integration is synchronized from the now-inactive
supplier profile questionnaire to supplier registrations. The default value, No, means that
there is no synchronization for supplier profile questionnaire to supplier registrations.
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Important Disclaimers and Legal Information

Hyperlinks

Some links are classified by an icon and/or a mouseover text. These links provide additional information.
About the icons:

e Links with the icon [ : You are entering a Web site that is not hosted by SAP. By using such links, you agree (unless expressly stated otherwise in your agreements
with SAP) to this:
e The content of the linked-to site is not SAP documentation. You may not infer any product claims against SAP based on this information.
e  SAP does not agree or disagree with the content on the linked-to site, nor does SAP warrant the availability and correctness. SAP shall not be liable for any

damages caused by the use of such content unless damages have been caused by SAP's gross negligence or willful misconduct.

e Links with theicon ﬁ': You are leaving the documentation for that particular SAP product or service and are entering a SAP-hosted Web site. By using such links, you
agree that (unless expressly stated otherwise in your agreements with SAP) you may not infer any product claims against SAP based on this information.

Videos Hosted on External Platforms

Some videos may point to third-party video hosting platforms. SAP cannot guarantee the future availability of videos stored on these platforms. Furthermore, any
advertisements or other content hosted on these platforms (for example, suggested videos or by navigating to other videos hosted on the same site), are not within the
control or responsibility of SAP.

Beta and Other Experimental Features

Experimental features are not part of the officially delivered scope that SAP guarantees for future releases. This means that experimental features may be changed by SAP at
any time for any reason without notice. Experimental features are not for productive use. You may not demonstrate, test, examine, evaluate or otherwise use the
experimental features in a live operating environment or with data that has not been sufficiently backed up.

The purpose of experimental features is to get feedback early on, allowing customers and partners to influence the future product accordingly. By providing your feedback
(e.g. in the SAP Community), you accept that intellectual property rights of the contributions or derivative works shall remain the exclusive property of SAP.

Example Code

Any software coding and/or code snippets are examples. They are not for productive use. The example code is only intended to better explain and visualize the syntax and
phrasing rules. SAP does not warrant the correctness and completeness of the example code. SAP shall not be liable for errors or damages caused by the use of example
code unless damages have been caused by SAP's gross negligence or willful misconduct.

Gender-Related Language

We try not to use gender-specific word forms and formulations. As appropriate for context and readability, SAP may use masculine word forms to refer to all genders.

SAP Ariba integration toolkit guide
Important Disclaimers and Legal Information PUBLIC 145



www.ariba.com

© 2021 SAP SE or an SAP affiliate company. All rights reserved.

No part of this publication may be reproduced or transmitted in any form
or for any purpose without the express permission of SAP SE or an SAP
affiliate company. The information contained herein may be changed
without prior notice.

Some software products marketed by SAP SE and its distributors
contain proprietary software components of other software vendors.
National product specifications may vary.

These materials are provided by SAP SE or an SAP affiliate company for
informational purposes only, without representation or warranty of any
kind, and SAP or its affiliated companies shall not be liable for errors or
omissions with respect to the materials. The only warranties for SAP or
SAP affiliate company products and services are those that are set forth
in the express warranty statements accompanying such products and
services, if any. Nothing herein should be construed as constituting an
additional warranty.

SAP and other SAP products and services mentioned herein as well as
their respective logos are trademarks or registered trademarks of SAP
SE (or an SAP affiliate company) in Germany and other countries. All
other product and service names mentioned are the trademarks of their
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