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Agenda

01
Crypto Asset Rotation Requirements

What is changing and when

02
Crypto Asset Messaging and Generation

Messaging configuration, types, and frequency of messages

03
Example: How to Add a Crypto Asset

Learn how to add PGP Keys to your Fieldglass instance

04 New Enforcement of Strong Encryption Standards
Learn and prepare your business for stronger security standards

05 Q&A
Share your questions



Fieldglass Encryption Key Rotation 
Requirements



Key Rotation
• Starting June 1st, enforcement of key 

expiration dates will occur 

• If keys are not updated by the time they 
expire, integration using these keys will 
stop functioning after 15 days

• Administrators will be notified when their 
keys are about to expire to help maintain 
business continuity

• Newly autogenerated keys will conform 
to SAP Fieldglass security standards
o If also using Auto Rotate function, you will 

need to add the new public key to your 
internal systems to prevent service 
interruption

June

brand site

For additional information on how create data points, 

please visit the brand site.

https://brand.sap.com/infographics#data-points


Which Assets will Auto Rotate?

Asset Type
Auto 

Generate?

Auto 
Rotate?

Expiration Info

Symmetric Key (DEK) Yes Yes

6 months – 

enforcement occurring 

on or after June 1st 

2026

FG Generated Key – Auto rotation occurs at 

expiration

Customer Key – Key will expire and will need 
to be manually rotated

Pretty Good Privacy 

(PGP) Key
Yes No*

6 months – 

enforcement occurring 

on or after June 1st 
2026

*FG Generated Keys and Customer Keys will 
need to be manually rotated

Secure Shell (SSH) Key Yes Yes

6 months –  

enforcement occurring 
in or after July 2026

FG Generated Key – Auto rotation occurs at 
expiration

Customer Key – Key will expire and will need 

to be manually rotated

Public Key 

Infrastructure (PKI)

Yes (AES-256 

wrapped in 2048 
bit RSA )

Yes

6 months – 

enforcement occurring 

on or after September 

1st 2026

FG Generated Key – Auto rotation occurs at 

expiration

Customer Key – Key will expire and will need 
to be manually rotated



Messaging Configuration
• Administrators, Configuration 

Managers, and Crypto Asset 
Managers will be able to 
configure messaging in the 
Admin Menu for the following 
notifications
• Asset Expiry Alert
• Asset Expired
• Asset Rotation Alert
• Asset Rotation

• A new recipient type, Crypto 
Asset Manager, will be available 
for configuration in Configuration 
Manager



Messaging Configuration – Crypto Asset Manager
• Assets cannot be created 

until a Crypto Asset Manager 
email is defined for that key 
type

• After configuring the 
messages in the Admin Menu, 
Users with Configuration 
Manager access can then set 
the Crypto Asset Manager in 
the Encryption Keys and 
Certificates by clicking the 
Manage Email Notifications 
button

• The email entered in the 
Config Manager > Manage 
Email Notifications setting 
will receive the new 
notifications for the crypto 
assets



Key Expiration -
Notifications

• Administrators, 
Configuration Managers, 
and Crypto Asset Managers 
will be notified by Fieldglass 
for expiring keys and keys 
that expired

• Notifications will occur every 
90, 60, 30,15 days and daily 
for the last seven days prior 
to the expiration date 

• A banner is also displayed 
when logging into Fieldglass 
notifying users of upcoming 
expiring keys

brand site

For additional information on how create data points, 

please visit the brand site.

https://brand.sap.com/infographics#data-points


Auto Rotation -
Notifications
• Administrators, 

Configuration Managers, 
and Crypto Asset 
Managers will be notified 
in advance before a key is 
auto rotated to ensure 
business continuity

• A confirmation message 
is also sent when the auto 
rotation is completed

brand site

For additional information on how create data points, 

please visit the brand site.

https://brand.sap.com/infographics#data-points


Demo – How to Add New Keys in SAP 
Fieldglass







New Enforcement of Strong Encryption 
Standards



New Requirements for Key Strength
• Beginning on December 31st, 2026 

weak keys meeting the following 
conditions will no longer be 
supported
oCAST 128-bit encryption
oAn RSA key size below 2048-bit

• Customer-generated weak keys that 
meet these conditions will continue 
to be supported until December 
31st, 2026, through manual 
generation only

December

brand site

For additional information on how create data points, 

please visit the brand site.

https://brand.sap.com/infographics#data-points


• Verify your internal systems and 
integrations can support these 
stronger encryption standards 
before SAP Fieldglass enforces key 
expiration starting on June 1st
o If your systems and integrations 

currently do not support the stronger 
encryption standard, you can 
continue to use your own weak keys 
until December 31st, 2026 

• Be prepared to stop using CAST 
128-bit encryption and or RSA keys 
with sizes below 2048-bit by 
December 2026

brand site

For additional information on how create data points, 

please visit the brand site.

Next Steps

https://brand.sap.com/infographics#data-points


Timeline
June 1st – DEK 

and PGP 
Expiration 
Enforced

July 1st- SSH 
Expiration 
Enforced

September 1st – 
PKI Expiration 

Enforced

December 31st 
Weak Ciphers 
Depreciated
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Thank you.

QR code generator

Use the QR code generator to create a QR 
code for your preferred link. 

Andrew Neave

Michael Owens

SAP Fieldglass

https://qrcode.cfapps.eu10.hana.ondemand.com/
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