Audit Log : Delivering a NEXTGEN Experience
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Feature Description

Audit Log Ul :

Enables users to fetch audit events from BTP
Audit Log Service in report format

Users can generate reports based on event
types and apply date-based filters

Downloadable reports for further analysis and
record-keeping

Option to delete reports as needed

Automatic report purging after 1-month
retention period

Enhances accessibility, usability, and
efficiency in audit event tracking.

Key Benefits

Enhanced Report Generation — Users can fetch
audit events from the BTP Audit Log Service with

improved filtering options.

Flexible Filtering — Generate reports based on
event type and date-based filters, making
data retrieval more efficient.

Improved Usability — Intuitive Ul for seamless
navigation and better user experience.

Download & Retention Management — Users
can download reports for offline use in excel
format and delete reports as needed.

Automated Report Purging — Ensures data
hygiene by automatically removing reports
after 1 month.

Scalability & Performance — NEXTGEN offers
a more robust and scalable infrastructure for
handling audit logs efficiently.
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Prerequisites, Restrictions, Cautions

Prerequisites
User need to have “User Administration” & “Audit Logs Administration” t0 access the Audit Log Standard option under
Settings menu

Restrictions
None

Cautions
None
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User Story
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Feature Details
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Feature Details
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Create Flow for Audit reports
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Report Lifecycle

30 days Report Generated User Offboards

User Deletes from Ul
v
30 more days

v
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Report Retention & Purge Process
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Email Templates

1. Report Generation Email

» SAP Business Network

Dear John Smith,

Your requested report, Data Modification Report, has been successfully
generated and is now avallable for downioad.

Report Details:

« Report Name: Data Modiication Report

* Generated On:  January 01, 2023, 120000 PM UTC
o Purge Date: January 01, 2023, 12:00:00 PM UTC
« Download Uink: Link
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2. Report Failure Email

Dear John Semith,

Your requested report, Data Modification Report, has falled to generate due 10
technical reasons. Please try again Later.

« Report Name: Data Modfication Report
* Requested On: January 01, 2023, 12°00:00 PM UTC

Sincerely,
SAP Business Network
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Email Templates

3. Report Purge Email

# SAP Business Network

Dear John Smith,

This is a reminder that the below report will be purged tomormow as part of our
data retention policy, and it will no longer be avallable for download or
access. if you need 1o keep a copy. please download It before the purge.

Report Detalls:
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« Generated On: January 01, 2023, 12:00:00 PM UTC
« Purge Date: January 01, 2023, 12:00:00 PM UTC
« Download Link: Link
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Feature Deprecated List
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Thank you.
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