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The Contractor/Supplier acknowledges that ELM Co
Data is the property of ELM Co. All
Property Rights in any created Data for
shall ELM  Co
immediately on their creation

Intellectual
ELM Co
unconditionally

vest to and
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The Contractor/Supplier shall access and use ELM
Co Data only to the extent necessary to perform its

this Agreement. The
shall that only its
authorized personnel have access to ELM CO Data,

obligations under

Contractor/Supplier ensure
such access to be provided on a strict "need to
To the extent any ELM Co Data
enters the Contractor/Supplier possession for any
shall ELM Co Data

from all data (including the

know" basis only.

reason it keep logically

segregated other
Contractor/Supplier own data and any other ELM Co

data held by the Contractor/Supplier) .
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The Contractor/Supplier shall comply with:
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a) All Elm Co

requirements

cyber security policies and the

related to cyber security in

accordance with Elm Co instructions and the
applicable laws and regulations of Saudi Arabia
related to the scope this Agreement processing
of ELM Co Data (including any Applicable laws

and regulations related to personal data);
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b) any reasonable
notified to the

with respect to ELM Co Data from time-to-time

procedures or processes

Contractor/Supplier by ELM Co

Supplier.
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The

personnel,

Contractor/Supplier along with all authorized

subsidiaries, and any subcontractors

approved by Elm Co, shall not share ELM Co Data to
any third party without the prior consent of ELM Co,
ensuring the

third party’'s compliance with data
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protection Article. An exception to this provision is
made if required by Applicable laws and regulations
in Saudi Arabia.
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The
reasonable

shall abide to all
organizational

Contractor/Supplier

technical and measures
to maintain security of ELM Co Data and prevent
unauthorized or unlawful access to or processing of
ELM Co Data and accidental loss or destruction of,
or damage to, ELM Co Data. The
shall give ELM CO Notice as

soon as the Contractor/Supplier becomes aware of

Contractor/Supplier

threats
Data

with measures

any vulnerabilities, breaches, or
to the Data
classification under this Agreement,

potential
protection of regardless of
taken to prevent such threats or incidents and allow
Elm Co to take any other steps as necessary. Such
notice will be made through the following contact

details:
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Email: soc@elm.sa
Contact Number: 0012887444 — 333

soc@elm.sa :igia) Ul aypll
0012887444 - 333 :Jblqill p6)

The Contractor/Supplier shall, at ELM Co’s expense,
grant ELM Co the right to conduct an audit to ensure
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the Contractor/Supplier compliance with the
relevant data protection and cyber security laws
and regulations.

If the Contractor/Supplier is a cloud computing
service provider or utilizes it to host and store Elm
Co’'s Data for the purposes of implementing
Services under this Agreement, the
Contractor/Supplier shall comply with the

following:
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a) Granting Elm Co. the right to classify Data and
returning data (in a usable format) upon service
number

completion in accordance with control

(4-2-3-1) of the essential cybersecurity controls.
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b) Separating Elm Co data environment from other

environments in accordance with control

number (4-2-3-2) of the essential cybersecurity
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controls.

c) The Contractor/Supplier shall host and store
Elm Co.'s Data in a datacenter located in the
Kingdom of Saudi Arabia authorized by the
relevant authorities. In the event that there is a
need to share or store the Data outside the
Kingdom, the Contractor/Supplier shall notify
Elm Co. in advance and obtaining written

approval for such actions from Elm Co.
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Agreement, or when there is no longer a need to

retain or store Data of Elm Co. shall destroy or
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and obtaining written approval for such actions
from Elm Co.
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the protection of any social media accounts
managed at the request of Elm Co.

10. The Contractor/Supplier, if applicable, shall fully | auslpog Jue i cloo s oy i aic ojgall/a dleiall pjily .10
operate and monitor  remote cybersecurity’s | @4laoll J3l3 jSlo g0 gg4i gy a2 gc il g0l
services from a centerin Saudi Arabia, and in all | (j30L dlggﬂlg_mg_bg «J—ol8Jl dudge il a&_yyell
circumstances, shall only host and store Elm Co.'s | &_y=ll & _Slaoll J_5l5 plc a5 b il il asl_nBiwlg
Data in the Kingdom of Saudi Arabia. .auogoull

11. The Contractor/Supplier and his authorized | -9 ogl o}pall a1ebgo g0 J-5g 3jgall/a dleiall (e .11
personnel, within 30 days of ELM Co-written Notice, | gl aJ alc a5y i jlo bl ayli g—o o9 (30) guilli yg_nré
or upon the termination or expiration of the | gf baa)aslall cLaiil ol. dyslaiul clgiil i clgil JLo o

gl wlilyl 3o gl Lol pg-8y ol ale asp b lily gajsi
b Lo a éleiall §iligll g 1ong o le d4p & I Lgislel

Page 3 of 5




Updated 15/08/2023
Updated 25/01/2024

delete the Data or return the Data and all related
the
provide Elm Co a written

documents. In case of destruction or deletion,

Contractor/Supplier shall

warrant that such destruction or deletion has
occurred while accompanied by evidence and
adhering to the best standards for secure

destruction and deletion. If Contractor/Supplier

needs an extension of the period, it shall be as a

formal request stating the reasons for the

extension.
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attributable to
Contractor/Supplier

for  reasons Elm Co, the
shall carry out, on receipt of a
written request from ELM Co, and so far as it is
reasonably capable, those remedial actions which
are reasonably necessary to restore ELM Co Data
as ELM Co may reasonably require and at ELM Co's
cost and expense, with those costs and expenses to
then current

the

be charged in accordance with the

time and materials charges.or replace

corrupted, lost or degraded ELM Co Data.
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15. This Article is subject to revision and modifications | &_abiill L é6q Jua_=illg & _eslpall 65l _all 03_a 2_rai .15

in  compliance  with  Applicable  Laws  and | gf doubii dgo J1b go wilgingi gl @ sllell cul3 aflgLlg
Regulations  or instructions by an  applicable .lgy Jgooo duogin
regulatory or governmental body.
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