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Introducing: Enhance user privacy options and allow administrators to block users

Customer challenge Meet that challenge with
Customers expect their data to be secured. SAP
Ariba, as a cloud software provider, has the This feature enhances user privacy options in

obligation to secure and protect their data. This is support of the user's right to be forgotten,
much more important when it is related to personal institutes a new Data Protection Officer (DPO)
data. group, and provides the means for members of

Customers also need SAP Ariba to protect their the DPO group to block users.

systems from malicious activities and failing to do so
can lead to reputational and financial damage for
customers.

Solution area Implementation information

SAP Ariba Buying This feature is automatically on for all customers
SAP Ariba Buying and Invoicing with the applicable solutions but requires
SAP Ariba Contracts customer configuration

SAP Ariba Catalog

SAP Ariba Invoice Management

SAP Ariba Sourcing

SAP Ariba Spend Analysis

SAP Ariba Spot Buy Catalog

SAP Ariba Strategic Sourcing Suite

SAP Ariba Supplier Information and Performance Management
SAP Ariba Supplier Lifecycle and Performance

SAP Ariba Supplier Risk
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Experience key benefits

Having a well-established data protection mechanism,
especially related to personal data, will not only meet the
regulatory requirements, but also meet customer
expectations for handling their data.

This helps avoid breaches of regulatory standards related
to data privacy, which can have severe negative impact on
customers, from both financial and reputational
perspectives.

Prerequisites and Restrictions

You must be a member of the Data Protection Officer group to

block users in the site.

User blocking has the following restrictions:

+ If the user is created in the parent site, you cannot block that
user from the child site. Go to the parent site to block the
user.

* You cannot block a user in a suite integrated SAP Ariba
Sourcing and Contracts site. Go to the SAP Ariba Buying and
Invoicing site to block a user.

If the customer wishes to present a customer-specific privacy

policy for acceptance by the user, the customer must compose

the policy and a customer administrator must specify its name
using the Privacy policy name

(Application.User.CustomDataPolicyName) self-service

parameter. 2
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Find Users

A”OWS yOU tO flnd any user and bIOCk SAP Intelligent Configuration Manager ©) cN
that user

Home Buying and Invoicing Privacy Management

Use Intelligent Configuration Manager
. nage blocked users

workspace, Privacy Management

menu, to manage blocked users.

Find users Consent not granted Blocked Revoked consent

User Sele v E)

Chad Noll (cnoll)

Canonical | Realm: p2pTeSg-10
Security Disclosure  Privacy Statement  Cookie Statement
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Consent not granted

Users who have not accepted the
Privacy policy, or who have never
logged in, will be displayed in this
option.

DPO has the ability to block the user
from this list. The privacy policy only
applicable to the customer policy.
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SAP Intelligent Configuration Manager

Home Buying and Invoicing

Find users

Manage blocked users

Consent not granted

Latest version: Custom: 1

Privacy Management

Blocked

Users who have not granted consent to privacy terms

< Back

Name

>

>

Carl Hinton

Catherine Lavillette

Chad Muncie

Chad Noll

Carl Spielman

Customer Support Admin

Cyuan You Xie

User ID

chinton

clavillette

cmuncie

cnoll

cspielman

customersupportadmin

cyxie

Last accepted version

Never logged in

Never logged in

Never logged in

Not accepted

Never logged in

Never logged in

Never logged in
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Blocked User

To view a list of blocked users, click
the Blocked tab

You must be a member of the Data
Protection Officer (DPO) group to
block users in the site, and the
blocked user data is visible only to
members of the DPO group.

SAP Intelligent Configuration Manager ©)

Home Buying and Invoicing Privacy Management

Manag cked users

Find users Consent not gran Blocked Revoked consent

Users who have been blocked in the site

N User ID Blocked
ame it No Rows To Show ockedon

Once a user is blocked the user .
information is not available for
further processing.
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Once blocked, users cannot be
unblocked

Note: Blocking is an irreversible
option.

© 2021 SAP SE or an SAP affiliate company. All rights reserved. | CONFIDENTIAL

CN



Introducing: Enhance user privacy options and allow administrators to block users

Revoked Consent

Click this tab to view users who
have revoked their consent.

They can be blocked by selecting
the user and blocking.
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Manage blo

SAP Intelligent Configuration Manager

Home Buying and Invoicing Privacy Management

users

Find users Consent not granted Blocked Revoked consent

Users who revoked consent to privacy terms

Name User ID

D Rows selected

Chad Noll (cnoll)

Security Disclosure Privacy Statement Cookie Statement

No Rows To Show

Revoked version

CN

Canonical Realm: p2pTeSg-10
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The information contained herein may be changed without prior notice. Some software products marketed by SAP SE and its
distributors contain proprietary software components of other software vendors. National product specifications may vary.

These materials are provided by SAP SE or an SAP affiliate company for informational purposes only, without representation or
warranty of any kind, and SAP or its affiliated companies shall not be liable for errors or omissions with respect to the materials.
The only warranties for SAP or SAP affiliate company products and services are those that are set forth in the express warranty
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In particular, SAP SE or its affiliated companies have no obligation to pursue any course of business outlined in this document or
any related presentation, or to develop or release any functionality mentioned therein. This document, or any related presentation,
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