SAP Ariba /\\

HREDHE

Risk Exposure API

Lisa Gangewere, SAP Ariba
— iRt FE: 2021 £5 A

CONFIDENTIAL

THE BEST RUN w



Z7FEA: Risk Exposure API

SETORE

BEBREELEGT BETOEXIZENTY
RIDBNFINROYTSAVERDITHIENEH
LWEWSTEZERHLTOET,

Supplier Risk TIZVRVEEENGHESINFE

TN, CDEHREZEETOLREFRTHEATS
—ElFTEE A,

W&Y)1—3y

» SAP Ariba Supplier Risk
+ SAP Ariba APIs
* SAP Ariba Developer Portal

© 2021 SAP SE or an SAP affiliate company.All rights reserved. | CONFIDENTIAL

TRIERER

Risk Exposure APl [Z&> T, TS5/ v D&k
BYRVFEELHTI)DFEE% Supplier Risk
TV r—a N THERATEES, chit&Y,. >
Fi—H—NIRIEZEEZBERETOLRAD—
IRELTHERATEDLIICTHYET,

B E AR

CDHREEF, BZEIT DY) a—avEFEALTLS
FARTOEERICHLTEHBMIZERIZGYETH,
BEBENBREITILENHYET,

INZYF
Sa—/N)L

BADO¥ZE
HRIU7

FEA) vk

Risk Exposure API [2&Y ., MY —IE. HTZ/4vD
RN EEEFRENTIDEEEBFROEHZ
EHMICERTELISIRYET (NI v—DEIRIC
EDOVWTHETOERABIUVEREHFETIRE), F2&Z
X TSANXDAVR—T142T V=0T F &
FERUNET, YRIFEEE Ariba RA—HMIHAAL
CEMTEFET VRIVEEEFBRE. FHLDT—425F
HUO—KRTHRICIDEELNHYET,

DAV EEFEHRZAATRREICL. eI HIET. TV
FA—H—H+2HERICEODVWTEDRA LDRE
ETEALIIHYET,

HRF G LHIRFIR

CDHEEFFE AT BIZ(X. SAP Ariba Supplier Risk @
AV ANBETT,

« COAPIZFERATHE BERIEITHTSAV 1 1DHIC
DT, 2GR IVFZEESLUVATIVIRVEEE
EFWMFTHENTEET,

* Risk Exposure APl Tl&. 2B LUVATIVDIRIE
EELANJLDZEE(L SAP Ariba Supplier Risk [Z1E 7y
adnFErta,

* Risk Exposure APl [Z[E. YURIAV O TUMPERIEESE
nNEtA, 5



FIE 1: YROATIAVE LIV RV EEDERTE



Z7BA: Risk Exposure API

YA ATV

Risk
T |
512 $ I
L Ui
Regulatory and Environmental IR Y

legal*,* and social* * Financial®,
Sanctions and watch ksts Human rights Bankruptcy
Bribery and corruption Labor issues Insolvency
Legal Health and safety Mergers and acquisitions
IT security Enviconmental issues Dwestture
Fraud Coafict minerals Credit rating downgrade
Anticompetitve behavior Unethical practice Downsizing
Corporate crime Decertification Liqudation

Tax issue
Ethical Practices

Financial data elements
Country risk

o

Operational*™

Natural disasters and accidents
Plant disruption or shutdown
Labor ssues

Product issues

Project delays

Pandemi events

*Optional third-party add - on avalable for. Reguiatory and Legal, Emvironmental and Financial risk Categories

** Public API fs calied, Risk Category Information API and includes 15 custom fields across the 4 Risk categories and a specific end pont to bring n sanctions/ watchiist

screenng results whch is avadable for the legal and regulatory risk calegory
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Risk
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SAP™ SAPArbaAPIs

SAP Ariba APIs

1

Build powerful domain specific applications to address your customer needs using a
rich environment and user friendly tools offered by SAP Ariba.

© 2021 SAP SE or an SAP affiliate company.All rights reserved. | CONFIDENTIAL

54 &8 APl T# 5 Supplier Risk @ Risk
Exposure APl Z3&RR9 HIZ[E. ZDIVY
https://developer.ariba.com/api/ Z{EAL

i—d_o

BERE, FBEOEEFREFEALT
AT A T HEMNTEET,

F=E THIUD WG EIE, [Sign
up (BLRAL)] YD&)V ILET,


https://developer.ariba.com/api/

27BH: Risk Exposure API
Supplier Data APl with Pagination: —( AP| Z{E 9 A& . SAP Ariba Supplier Lifecycle and Performance Z7=Id SAP Ariba Supplier Information and Performance
Management (BILW\ T —FXT0F ) Y a—avhin, $T54V & Ff. Bk, 5HEl. XK. BERBEOHMLED Y TSA VY T—2EWMET 5954

TN IV r—2avE kT 2 EMTEET,

val API for Sourcing and Supplier @ Version v4 (Active) ¥

Questionnaire Details-Kept for backward

Supplier Data AP| With Pagination

compatibility only ‘ /vendorDataRequests/ This APl will fetch all the Vendor details

Risk Category Information API
Supplier Data API

Supplier Data AP| With Pagination Parameters

Name

request *

(body)

Description

request

Example Value Mode
{

"smVendorIids”: [
"string”

"string”

1.
"categoryList": [

“string”
1.
"outputFormat": "CSV",
"preferredLevelList": [
0
1.
"qualificationStatusList”: [
"Unknown"
1.
"regionList": [
"string”
1.
"registrationStatusList": [
"Unknown"

This API will fetch all the vendor details in increments of 500 vendors per page in either JSON or CSV specified in request bady. Optionally you can pass on
additional filter parameters to get only a subset of vendors. APl accepts query param $skip to get the next page response.
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SAP™ SAPArbaAPIs

SAP Ariba APIs

1

Build powerful domain specific applications to address your customer needs using a
rich environment and user friendly tools offered by SAP Ariba.
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Risk Exposure API

niire I

Risk Exposure API s ripa Supplier Risk

Models

ExposureModel {

realm string
smVendorId string
erpVendorId string
sourceSystem string
exposureld integer($inte4)
exposureCalculationDate string

exposure integer($int32
exposurelLevel integer($int32)

riskcategoryExposures

[RiskExposureCategoryModel

name string
exposure integer($int32)
exposureLevel integer($int32
H
responseTimeStamp string
expesureconfigurationversion string

RiskExposureCategoryModel {...}

GENERAL

Risk Exposure API can be used across SAP Ariba applications to share the overall and category risk exposure of suppliers monitored in SAP

GET /suppliers/{smVender‘Id}/exposuIes Returns json containing the risk scores for the incoming organization.

/qa.cobalt.ariba.com/api/
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Retrieve Risk Exposure Retrieves a supplier's overall risk exposure and risk category exposure. * j‘
o

GET /suppliers/{smVendorId}/exposures Retrieve overall and category risk exposure.

This API fetches the overall and category risk exposure for the given smVendorld. The APl accepts the query parameter realm to get the supplier details for the
specified realm.

Parameters Try it out

Name Description

realm * reauired Identify the requested realm. For example, realm = s4All-3
string

(query)

smVendorld * =avirsd The supplier you are retrieving risk exposure for.
string

(path)

apiKey * reauired Use any Application Key of an Application(s) you created in developer portal. If you don’t have an Application, please create one.
string

(header)

Responses Response content type application/json

Code Description
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Use this information to troubleshoot your queries to the Risk Exposure API.

Error Message

code
400 The apiKey passed in the request is not valid.

400 | The apiKey is missing in the header.

400 The apiKey provided in the header does not match with the
apiKey in the token.

400 Invalid or missing request parameters: sm vendor id or
realm

400 Realm YYY in the request does not match with realms in the
token. Available realms in token are "AAA,BBB,CCC®

400 Realm YYY in the request is not available in SR.

400 | Please check the realm in request. Realm value should not
be null or empty.

429 Rate limit error

500 Error retrieving exposure data

504 Gateway Time-out

Description

The APl key passed in the query headers does not match the APl key in the OAuth token.

The API key passed in the query headers is missing. Add a valid API key in the header
request

The APl key passed in the query header does not match the API key in the token. Change the
APl key in the query header to match the AP key in the token.

Your request has an incorrect or missing SM vendor 1D or realm. Check to make sure the
specified realm name and smVendorID are correct, then resubmit your request

The specified realm in your request doesn't match the list of realms from the token. Change
the realm in your request to one of the available realms in the token.

The specified realm in the request isn't available in your supplier risk system.

The specified realm in your request can’'t be empty. Add the realm in your request.

You have exceeded the maximum permitied query rate. See the developer portal discovery
page for this API for the applicable query rates.

The exposure data could not be retrieved for the supplier. This may be due to connection
issues or the server is down. Try again after a while.

The server timeout time has been exceeded, possibly due to network traffic or reliability
Issues. Retry your query.
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